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This is the official com panion guide to the O W ASP Juice Shop application. Being a web application with a vast
num ber of intended security vulnerabilities, the O W ASP Juice Shop is supposed to be the opposite of a best
practice or tem plate application for web developers: It is an awareness, training, dem onstration and exercise tool
for security risks in m odern web applications. The O W ASP Juice Shop is an open-source project hosted by the
non-profit O pen W eb Application Security Project (O W ASP) and is developed and m aintained by volunteers. The
content of this book was written for v8.5.0 of O W ASP Juice Shop.

The book is divided into three parts:

Part I - Hacking preparations

Part one helps you to get the application running and to set up optional hacking tools.

Part II - Challenge hunting

Part two gives an overview of the vulnerabilities found in the O W ASP Juice Shop including hints how to find and
exploit them  in the application.

Part III - G etting involved

Part three shows up various ways to contribute to the O W ASP Juice Shop open source project.

Please be aware that this book is not supposed to be a com prehensive introduction to W eb Application Security
in general. For every category of vulnerabilities present in the O W ASP Juice Shop you will find a brief explanation
- typically by quoting and referencing to existing content on the given topic.

Dow nload a .pdf, .epub, or .m obi file from :

https://leanpub.com /juice-shop (official release)
https://www.gitbook.com /book/bkim m inich/pwning-owasp-juice-shop

Read the book online at:

https://bkim m inich.gitbooks.io/pwning-owasp-juice-shop/content

Contribute content, suggestions, and fixes on G itHub:

https://github.com /bkim m inich/pwning-juice-shop

O fficial O W ASP Juice Shop project hom epage:

http://owasp-juice.shop

This work is licensed under a Creative Com m ons Attribution-NonCom m ercial-NoDerivatives 4.0 International
License.
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W hy the Juice Shop exists
To the unsuspecting user the Juice Shop just looks like a sm all online shop which sells - surprise! - fruit &
vegetable juice and associated products. Except for the entirely overrated paym ent and delivery aspect of the e-
com m erce business, the Juice Shop is fully functional. But this is just the tip of the iceberg. The Juice Shop
contains 85 challenges of varying difficulty where you are supposed to exploit underlying security vulnerabilities.
These vulnerabilities were intentionally planted in the application for exactly that purpose, but in a way that
actually happens in "real-life" web developm ent as well!

Your hacking progress is tracked by the application using im m ediate push notifications for successful exploits as
well as a score board for progress overview. Finding this score board is actually one of the (easiest) challenges!
The idea behind this is to utilize gam ification techniques to m otivate you to get as m any challenges solved as
possible - sim ilar to unlocking achievem ents in m any m odern video gam es.

Developm ent of the Juice Shop started in Septem ber 2014 as the authors personal initiative, when a m ore
m odern exercise environm ent for an in-house web application security training for his em ployer was needed. The
previously used exercise environm ent was still from  the server-side rendered ASP/JSP/Servlet era and did not
reflect the reality of current web technology any m ore. The Juice Shop was developed as open-source software
without any corporate branding right from  the beginning. Until end of 2014 m ost of the current e-com m erce
functionality was up and running - along with an initial num ber of planted vulnerabilities. O ver the years m ore
variants of vulnerabilities were added. In parallel the application was kept up-to-date with latest web technology
(e.g. W ebSockets and O Auth 2.0) and frontend fram eworks (i.e. by m igrating from  AngularJS with Bootstrap to
Angular with M aterial Design). Som e of these additional capabilities then brought the chance to add
corresponding vulnerabilities - and so the list of challenges kept growing ever since.

Apart from  the hacker and awareness training use case, penetration testing tools and autom ated security
scanners are invited to use Juice Shop as a sort of guinea pig-application to check how well their products cope
with JavaScript-heavy application frontends and REST APIs.

W hy OW ASP Juice Shop?

Every vibrant technology m arketplace needs an unbiased source of inform ation on best practices as well
as an active body advocating open standards. In the Application Security space, one of those groups is the
O pen W eb Application Security Project (or O W ASP for short).

The O pen W eb Application Security Project (O W ASP) is a 501(c)(3) worldwide not-for-profit charitable
organization focused on im proving the security of software. O ur m ission is to m ake software security
visible, so that individuals and organizations are able to m ake inform ed decisions. O W ASP is in a unique
position to provide im partial, practical inform ation about AppSec to individuals, corporations, universities,
governm ent agencies and other organizations worldwide. O perating as a com m unity of like-m inded
professionals, O W ASP issues software tools and knowledge-based docum entation on application
security.

Two years after its inception the Juice Shop was subm itted and accepted as an O W ASP Tool Project by the
O pen W eb Application Security Project in Septem ber 2016. This m ove increased the overall visibility and
outreach of the project significantly, as it exposed it to a large com m unity of application security practitioners.

O nce in the O W ASP project portfolio it took only eight m onths until Juice Shop was prom oted from  the initial
Incubator m aturity level to Lab Projects level. End of July 2018 the Juice Shop was prom oted into the final
Flagship m aturity stage for O W ASP projects.

1
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W hy the nam e "Juice Shop"?

In G erm an there is a dedicated word for dum p, i.e. a store that sells lousy wares and does not exactly have
custom er satisfaction as a priority: Saftladen. Reverse-translating this separately as Saft and Laden yields juice
and shop in English. That is where the project nam e com es from . The fact that the initials JS m atch with those
com m only used for JavaScript was purely coincidental and not related to the choice of im plem entation
technology.

W hy the logo?

O ther than the nam e, the Juice Shop logo was designed explicitly with JavaScript in m ind:

The authors idea was to convert one of the (unofficial but popular) JavaScript shield-logos into a leaking juice
box because it had a quite m atching shape for this shenanigans:
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In 2017 the logo received a facelift and a spin-off when the Juice Shop introduced its Capture-the-flag extension
(which is discussed in its own chapter Hosting a CTF event):
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W hy yet another vulnerable w eb application?

A considerable num ber of vulnerable web applications already existed before the Juice Shop was created. The
O W ASP Vulnerable W eb Applications Directory (VW AD) m aintains a list of these applications. W hen Juice Shop
cam e to life there were only server-side rendered applications in the VW AD. But Rich Internet Application (RIA)
or Single Page Application (SPA) style applications were already a com m odity at that tim e. Juice Shop was
m eant to fill that gap.
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M any of the existing vulnerable web applications were very rudim ental in their functional scope. So the aim  of the
Juice Shop also was to give the im pression of a functionally com plete e-com m erce application that could actually
exist like this in the wild.

. https://www.owasp.org 1
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Architecture overview
The O W ASP Juice Shop is a pure web application im plem ented in JavaScript and TypeScript (which is com piled
into regular JavaScript). In the frontend the popular Angular fram ework is used to create a so-called Single Page
Application. The user interface layout is im plem enting G oogle's M aterial Design using Angular M aterial
com ponents. It uses Angular Flex-Layout to achieve responsiveness. All icons found in the UI are originating from
the Font Awesom e library.

JavaScript is also used in the backend as the exclusive program m ing language: An Express application hosted in
a Node.js server delivers the client-side code to the browser. It also provides the necessary backend functionality
to the client via a RESTful API. As an underlying database a light-weight SQ Lite was chosen, because of its file-
based nature. This m akes the database easy to create from  scratch program m atically without the need for a
dedicated server. Sequelize and epilogue are used as an abstraction layer from  the database. This allows to use
dynam ically created API endpoints for sim ple interactions (i.e. CRUD operations) with database resources while
still allowing to execute custom  SQ L for m ore com plex queries.

As an additional data store a M arsDB is part of the O W ASP Juice Shop. It is a JavaScript derivate of the widely
used M ongoDB NoSQ L database and com patible with m ost of its query/m odify operations.

The push notifications that are shown when a challenge was successfully hacked, are im plem ented via
W ebSocket Protocol. The application also offers convenient user registration via O Auth 2.0 so users can sign in
with their G oogle accounts.

The following diagram  shows the high-level com m unication paths between the client, server and data layers:
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Part I - Hacking preparations
O W ASP Juice Shop offers m ultiple ways to be deployed and used. The author him self has seen it run on

restricted corporate W indows m achines
heavily custom ized Linux distros
all kinds of Apple hardware
overclocked W indows gam ing notebooks
various cloud platform s

Chance is pretty high that you will be able to get it running on your com puter as well. This part of the book will
help your install and run the Juice Shop as well as guide you through the application and som e fundam ental rules
and hints for hacking it.

Should you run into issues during installation or launch of the application, please do not hesitate to ask for help in
the com m unity chat or by opening a G itHub issue! Please just m ake sure that you flipped through the existing
troubleshooting guide first.

14



Running O W ASP Juice Shop

Run options
In the following sections you find step-by-step instructions to deploy a running instance of O W ASP Juice Shop for
your personal hacking endeavours.

O ne-click cloud instance

The quickest way to get a running instance of Juice Shop is to click the Deploy to Heroku button in the Setup
section of the  2%!$-%ƚÍÄ  on G itHub. You have to log in with your Heroku account and will then receive a single
instance (or dyno in Heroku lingo) hosting the application. If you have forked the Juice Shop repository on
G itHub, the Deploy to Heroku button will deploy your forked version of the application. To deploy the latest official
version you m ust use the button of the original repository at https://github.com /bkim m inich/juice-shop.

As the Juice Shop is supposed to be hacked and attacked - m aybe even with aggressive brute-force scripts or
autom ated scanner software - one m ight think that Heroku would not allow such activities on their cloud platform .
Q uite the opposite! W hen describing the intended use of Juice Shop to the Heroku support team  they answered
with:

That sounds like a great idea. So long as you aren't asking people to DDoS it that should be fine. People
are certainly welcom e to try their luck against the platform  and your app so long as it's not DDoS.

As a little related anecdote, the O W ASP Juice Shop was even crowned Heroku Button of the M onth in Novem ber
2017:
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Local installation

To run the Juice Shop locally you need to have Node.js installed on your com puter. The Juice Shop offically runs
on versions 8.x, 10.x and 11.x of Node.js, closely following the official Node.js Long-term  Support Release
Schedule. During developm ent and Continuous Integration (CI) the application is autom atically tested with these
current versions of Node.js. The officially recom m ended version to run Juice Shop is either the m ost recent Long-
term  Support (LTS) version or the Current Release version. Therefor Juice Shop recom m ends Node.js 10.x for its
own v8.5.0 release.

From  sources

1. Install Node.js on your com puter.
2. O n the com m and line run  ÇÉÔ ÃÌÏÎÅ ÈÔÔÐÓƙƳƳÇÉÔÈÕÂƚÃÏÍƳÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐƚÇÉÔ .
3. G o into the cloned folder with  ÃÄ ÊÕÉÃÅƜÓÈÏÐ 
4. Run  ÎÐÍ ÉÎÓÔÁÌÌ . This only has to be done before the first start or after you changed the source code.
5. Run  ÎÐÍ ÓÔÁÒÔ  to launch the application.
6. Browse to http://localhost:3000

From  pre-packaged distribution

1. Install a 64bit Node.js on your W indows or Linux m achine.
2. Download  ÊÕÉÃÅƜÓÈÏÐƜ˱ÖÅÒÓÉÏÎ˲ʍ˱ÎÏÄÅƜÖÅÒÓÉÏÎ˲ʍ˱ÏÓ˲ʍØʫʩƚÚÉÐ  (or  ƚÔÇÚ ) attached to the latest release on G itHub.
3. Unpack the archive and run  ÎÐÍ ÓÔÁÒÔ  in unpacked folder to launch the application
4. Browse to http://localhost:3000
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Docker im age

You need to have Docker installed to run Juice Shop as a container inside it. Following the instructions below will
download the current stable version (built from   ÍÁÓÔÅÒ  branch on G itHub) which internally runs the application on
the currently recom m ended Node.js version 10.x.

1. Install Docker on your com puter.
2. O n the com m and line run  ÄÏÃËÅÒ ÐÕÌÌ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ  to download the  ÌÁÔÅÓÔ  im age described above.
3. Run  ÄÏÃËÅÒ ÒÕÎ ƜÄ ƜÐ ʨʣʣʣƙʨʣʣʣ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ  to launch the container with that im age.
4. Browse to http://localhost:3000.

If you are using Docker on W indows - inside a VirtualBox VM  - m ake sure that you also enable port forwarding
from  host  ʦʧʬƚʣƚʣƚʦƙʨʣʣʣ  to  ʣƚʣƚʣƚʣƙʨʣʣʣ  for TCP.

Vagrant

Vagrant is an open-source solution for building and m aintaining virtual software developm ent environm ents. It
creates a Virtualbox VM  that will launch a Docker container instance of the  ÌÁÔÅÓÔ  Juice Shop im age v8.5.0.

1. Install Vagrant and Virtualbox
2. Run  ÇÉÔ ÃÌÏÎÅ ÈÔÔÐÓƙƳƳÇÉÔÈÕÂƚÃÏÍƳÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐƚÇÉÔ  (or clone your own fork of the repository)
3. Run  ÃÄ ÖÁÇÒÁÎÔ ŸŸ ÖÁÇÒÁÎÔ ÕÐ 
4. Browse to 192.168.33.10

Am azon EC2 Instance

You need to have an account at Am azon W eb Services in order to create a server hosting the Juice Shop there.

1. Setup an Am azon Linux AM I instance
2. In Step 3: Configure Instance Details unfold Advanced Details and copy the script below into User Data
3. In Step 6: Configure Security G roup add a Rule that opens port 80 for HTTP
4. Launch instance
5. Browse to your instance's public DNS

ʢƞƳÂÉÎƳÂÁÓÈ
ÙÕÍ ÕÐÄÁÔÅ ƜÙ
ÙÕÍ ÉÎÓÔÁÌÌ ƜÙ ÄÏÃËÅÒ
ÓÅÒÖÉÃÅ ÄÏÃËÅÒ ÓÔÁÒÔ
ÄÏÃËÅÒ ÐÕÌÌ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ
ÄÏÃËÅÒ ÒÕÎ ƜÄ ƜÐ ʭʣƙʨʣʣʣ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ

Azure W eb App for Containers

1. O pen your Azure CLI or login to the Azure Portal, open the CloudShell and then choose Bash (not
PowerShell).

2. Create a resource group by running  ÁÚ ÇÒÏÕÐ ÃÒÅÁÔÅ ƜƜÎÁÍÅ ˱ÇÒÏÕÐ ÎÁÍÅ˲ ƜƜÌÏÃÁÔÉÏÎ ˱ÌÏÃÁÔÉÏÎ ÎÁÍÅƗ ÅƚÇƚ ʏ%ÁÓÔ
53ʏ˲ 

3. Create an app service plan by running  ÁÚ ÁÐÐÓÅÒÖÉÃÅ ÐÌÁÎ ÃÒÅÁÔÅ ƜƜÎÁÍÅ ˱ÐÌÁÎ ÎÁÍÅ˲ ƜƜÒÅÓÏÕÒÃÅƜÇÒÏÕÐ ˱ÇÒÏÕÐ ÎÁÍÅ˲
ƜƜÓËÕ 3ʦ ƜƜÉÓƜÌÉÎÕØ 

4. Create a web app with the Juice Shop Docker im age by running the following (on one line in the bash shell)
 ÁÚ ×ÅÂÁÐÐ ÃÒÅÁÔÅ ƜƜÒÅÓÏÕÒÃÅƜÇÒÏÕÐ ˱ÇÒÏÕÐ ÎÁÍÅ˲ ƜƜÐÌÁÎ ˱ÐÌÁÎ ÎÁÍÅ˲   ƜƜÎÁÍÅ ˱ÁÐÐ ÎÁÍÅ˲ ƜƜÄÅÐÌÏÙÍÅÎÔƜÃÏÎÔÁÉÎÅÒƜÉÍÁÇÅƜ
ÎÁÍÅ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ 
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Installing a specific release version
The installation instructions above will all give you the latest official release version of the Juice Shop. If you want
to install a specific older version, you can easily do so by retrieving the corresponding tag from  G itHub or Docker.
For release v7.5.1 - which was the last version with the original AgularJS/Bootstrap frontend - for exam ple:

From  sources - Run  ÇÉÔ ÆÅÔÃÈ ƜƜÔÁÇÓ  and then  ÇÉÔ ÃÈÅÃËÏÕÔ Öʬƚʪƚʦ  before running  ÎÐÍ ÉÎÓÔÁÌÌ 
Docker im age - Run  ÄÏÃËÅÒ ÐÕÌÌ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐƙÖʬƚʪƚʦ  instead of the usual  ÄÏÃËÅÒ ÐÕÌÌ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜ
ÓÈÏÐ 

From  pre-packaged distribution - Just download the older release from  https://github.com /bkim m inich/juice-
shop/releases or https://sourceforge.net/projects/juice-shop/files/

To experience a preview of the next upcom ing Juice Shop version you can do as follows:

Sim ply visit https://juice-shop-staging.herokuapp.com  and take a look
From  sources - Run  ÇÉÔ ÆÅÔÃÈ  and then  ÇÉÔ ÃÈÅÃËÏÕÔ ÄÅÖÅÌÏÐ  before running  ÎÐÍ ÉÎÓÔÁÌÌ 
Docker im age - Run  ÄÏÃËÅÒ ÐÕÌÌ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐƙÓÎÁÐÓÈÏÔ  instead of the usual  ÄÏÃËÅÒ ÐÕÌÌ
ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ 

 Please be aware that support by the core team  or com m unity is lim ited (at best) for outdated and unreleased
versions alike. To fully enjoy your O W ASP Juice Shop experience, it is recom m ended to always use the latest
version.

Self-healing-feature
O W ASP Juice Shop was not exactly designed and built with a high availability and reactive enterprise-scale
architecture in m ind. It runs perfectly fine and fast when it is attacked via a browser by a hum an. W hen under
attack by an autom ated tool - especially aggressive brute force scripts - the server m ight crash under the load.
This could - in theory - leave the database and file system  in an unpredictable state that prevents a restart of the
application.

That is why - in practice - Juice Shop wipes the entire database and the folder users m ight have m odified during
hacking. After perform ing this self-healing the application is supposed to be restartable, no m atter what kind of
problem  originally caused it to crash. For convenience the self-healing happens during the start-up (i.e.  ÎÐÍ
ÓÔÁÒÔ ) of the server, so no extra com m and needs to be issued to trigger it.

Single-user restriction
There is one fundam ental restriction that needs to be taken into account when working with the O W ASP Juice
Shop, especially in group trainings or lectures:

A server instance of O W ASP Juice Shop is supposed to be used by only a single-user!

This restriction applies to all the Run O ptions explained above. It is technically necessary to m ake the Self-
healing-feature work properly and consistently. Furtherm ore, when m ultiple users would attack the sam e instance
of the Juice Shop all their progress tracking would be m ixed leading to inevitable confusion for the individual
hacker. The upcom ing Challenge tracking chapter will illustrate this topic.

It should not go unm entioned that it is of course okay to have m ultiple users hack the sam e instance from  a
shared m achine in a kind of pair-hacking-style.
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Vulnerability Categories
The vulnerabilities found in the O W ASP Juice Shop are categorized into several different classes. M ost of them
cover different risk or vulnerabiliy types from  well-known lists or docum ents, such as O W ASP Top 10 or M ITRE's
Com m on W eakness Enum eration. The following table presents a m apping of the Juice Shop's categories to
O W ASP and CW E (without claim ing to be com plete).

Category M appings

Category O W ASP CW E

Injection A1:2017 CW E-74

Broken Authentication A2:2017 CW E-287, CW E-352

Forgotten Content O TG -CO NFIG -004

Roll your own Security A10:2017 CW E-326, CW E-601

Sensitive Data Exposure A3:2017 CW E-200, CW E-327, CW E-328, CW E-548

XM L External Entities (XXE) A4:2017 CW E-611

Im proper Input Validation ASVS V5 CW E-20

Broken Access Control A5:2017 CW E-22, CW E-285, CW E-639

Security M isconfiguration A6:2017 CW E-209

Cross Site Scripting (XSS) A7:2017 CW E-79

Insecure Deserialization A8:2017 CW E-502
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Vulnerable Com ponents A9:2017

Security through O bscurity CW E-656

Race Condition O W ASP-AT-010) CW E-362

21



Challenge tracking

The Score Board
In order to m otivate you to hunt for vulnerabilities, it m akes sense to give you at least an idea what challenges are
available in the application. Also you should know when you actually solved a challenge successfully, so you can
m ove on to another task. Both these cases are covered by the application's score board.

O n the score board you can view a list of all available challenges with a brief description. Som e descriptions are
very explicit hacking instructions. O thers are just vague hints that leave it up to you to find out what needs to be
done.

The challenges are rated with a difficulty level between  and , with m ore stars representing a
higher difficulty. To m ake the list of challenges less daunting, they are clustered by difficulty. By default only the
1-star challenges are unfolded. You can open or collapse all challenge blocks as you like. Collapsing a block has
no im pact on whether you can solve any of its challenges.

The difficulty ratings have been continually adjusted over tim e based on user feedback. The ratings allow you to
m anage your own hacking pace and learning curve significantly. W hen you pick a 5- or 6-star challenge you
should expect a real challenge and should be less frustrated if you fail on it several tim es. O n the other hand if
hacking a 1- or 2-star challenge takes very long, you m ight realize quickly that you are on a wrong track with your
chosen hacking approach.

Finally, each challenge states if it is currently unsolved or solved. The current overall progress is represented in a
progress bar on top of the score board. Especially in group hacking sessions this allows for a bit of com petition
between the participants.

If not deliberately turned off (see Custom ization) you can hover over each unsolved label to see a hint for that
challenge. If a "book" icon is also displayed within the label, you can click on it to be redirected to the
corresponding hints section in Part 2 of this book.

Challenge Filters
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Additional to the folding and unfolding of entire difficulty blocks, you can filter the Score Board by challenge
categories, e.g. to focus on specific vulnerabilities. You can also hide all solved challenges to reduce the level of
distraction on the Score Board.

Success notifications
The O W ASP Juice Shop em ploys a sim ple yet powerful gam ification m echanism : Instant success feedback!
W henever you solve a hacking challenge, a notification is im m ediately shown on the user interface.

This feature m akes it unnecessary to switch back and forth between the screen you are attacking and the score
board to verify if you succeeded. Som e challenges will force you to perform  an attack outside of the Juice Shop
web interface, e.g. by interacting with the REST API directly. In these cases the success notification will light up
when you com e back to the regular web UI the next tim e.

To m ake sure you do not m iss any notifications they do not disappear autom atically after a tim eout. You have to
dism iss them  explicitly. In case a num ber of notifications "piled up" it is not necessary to dism iss each one
individually, as a sim ple reload of the UI in the browser ( &ʪ  key) will dism iss all at the sam e tim e.

Depending on your application configuration, each challenge notification m ight also show a  sym bol with a
character sequence next to it. If you are doing a hacking session just on your own, you can com pletely ignore this
flag. The code is only relevant if you are participating in a CTF event. Please refer to chapter Hosting a CTF
event for m ore inform ation this topic.
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Autom atic saving and restoring hacking progress
The self-healing feature - by wiping the entire database on server start - of Juice Shop was advertised as a
benefit just a few pages before. This feature com es at a cost, though: As the challenges are also part of the
database schem a, they will be wiped along with all the other data. This m eans, that after every restart you start
with a clean 0%  score board and all challenges in unsolved state.

To keep the resilience against data corruption but allow users to pick up where they left off after a server restart,
your hacking progress is autom atically saved whenever you solve a challenge - as long as you allow Browser
cookies!

After restarting the server, once you visit the application your hacking progress is autom atically restored:
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The auto-save m echanism  keeps your progress for up to 30 days after your previous hacking session. W hen the
score board is restored to its prior state, a torrent of success notifications will light up - depending on how m any
challenges you solved up to that point. As m entioned earlier these can be bulk-dism issed by reloading the page
with the  &ʪ  key.

If you want to start over with a fresh hacking session, sim ply click the Delete cookie to clear hacking progress
button. After the next server restart, your score board will be blank.
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Hacking exercise rules

 Recom m ended hacking tools

Brow ser

W hen hacking a web application a good internet browser is m andatory. The em phasis lies on good here, so you
do not want to use Internet Explorer. O ther than that it is up to your personal preference. Chrom e and Firefox
both work fine from  the authors experience.

Brow ser developm ent toolkits

W hen choosing a browser to work with you want to pick one with good integrated (or pluggable) developer
tooling. G oogle Chrom e and M ozilla Firefox both com e with powerful built-in DevTools which you can open via
the  &ʦʧ -key.

W hen hacking a web application that relies heavily on JavaScript, it is essential to your success to m onitor
the JavaScript Console perm anently! It m ight leak valuable inform ation to you through error or debugging logs!

O ther useful features of browser DevTools are their network overview as well as insight into the client-side
JavaScript code, cookies and other local storage being used by the application.
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Tools for HTTP request tam pering

O n the Network tab of Firefox's DevTools you have the option to Edit and Resend every recorded HTTP request.
This is extrem ely useful when probing for holes in the server-side validation logic.

Request tam pering plugins like Tam perData for Firefox or Tam per Chrom e let you m onitor and - m ore im portantly
- m odify HTTP requests before they are subm itted from  the browser to the server.

These can also be helpful when trying to bypass certain input validation or access restriction m echanism s, that
are not properly checked on the server once m ore.

An API testing plugin like PostM an for Chrom e allows you to com m unicate with the RESTful backend of a web
application directly. Skipping the UI can often be useful to circum vent client-side security m echanism s or sim ply
get certain tasks done faster. Here you can create requests for all available HTTP verbs ( '%4 ,  0/34 ,  054 ,
 $%,%4%  etc.) with all kinds of content-types, request headers etc.

If you feel m ore at hom e on the com m and line,  ÃÕÒÌ  will do the trick just as fine as the recom m ended browser
plugins.

Scripting tools

A sm all num ber of challenges is not realistically solvable m anually unless you are cheating or are incredibly -
lucky.

For these challenges you will require to write som e scripts that for exam ple can subm it requests with different
param eter values autom atically in a short tim e. As long as the tool or language of choice can subm it HTTP
requests, you should be fine. Use whatever you are m ost fam iliar with.

If you have little experience in program m ing, best pick a language that is easy to get into and will give you results
without forcing you to learn a lot of syntax elem ents or write m uch boilerplate code. Python, Ruby or JavaScript
give you this sim plicity and ease-of-use. If you consider yourself a "com m and-line hero", Bash or PowerShell will
get the job done for you. Languages like Java, C# or Perl are probably less suitable for beginners. In the end it
depends entirely on your preferences, but being fam iliar with at least one program m ing language is kind of
m andatory if you want to get 100%  on the score board.

In com puter program m ing, boilerplate code or boilerplate refers to sections of code that have to be
included in m any places with little or no alteration. It is often used when referring to languages that are
considered verbose, i.e. the program m er m ust write a lot of code to do m inim al jobs.1
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Penetration testing tools

You can solve all challenges just using a browser and the plugins/tools m entioned above. If you are new to web
application hacking (or penetration testing in general) this is also the recom m ended set of tools to start with. In
case you have experience with professional pentesting tools, you are free to use those! And you are com pletely
free in your choice, so expensive com m ercial products are just as fine as open source tools. W ith this kind of
tooling you will have a com petitive advantage for som e of the challenges, especially those where brute force is a
viable attack. But there are just as m any m ulti-staged vulnerabilities in the O W ASP Juice Shop where - at the
tim e of this writing - autom ated tools would probably not help you at all.

In the following sections you find som e recom m ended pentesting tools in case you want to try one. Please be
aware that the tools are not trivial to learn - let alone m aster. Trying to learn about the web application security
basics and hacking tools at the sam e tim e is unlikely to get you very far in either of the two topics.

Intercepting proxies

An intercepting proxy is a software that is set up as m an in the m iddle between your browser and the application
you want to attack. It m onitors and analyzes all the HTTP traffic and typically lets you tam per, replay and fuzz
HTTP requests in various ways. These tools com e with lots of attack patterns built in and offer active as well as
passive attacks that can be scripted autom atically or while you are surfing the target application.

The open-source O W ASP Zed Attack Proxy (ZAP) is such a software and offers m any useful hacking tools for
free:

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications. It is
designed to be used by people with a wide range of security experience and as such is ideal for developers
and functional testers who are new to penetration testing. ZAP provides autom ated scanners as well as a
set of tools that allow you to find security vulnerabilities m anually.2
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Pentesting Linux distributions

Instead of installing a tool such as ZAP on your com puter, why not take it, add several hundred of other offensive
security tools and put them  all into a ready-to-use Linux distribution? Entering Kali Linux and sim ilar toolboxes:

Kali Linux is a Debian-based Linux distribution aim ed at advanced Penetration Testing and Security
Auditing. Kali contains several hundred tools aim ed at various inform ation security tasks, such as
Penetration Testing, Forensics and Reverse Engineering.

The keyword in the previous quote is advanced! M ore precisely, Kali Linux is easily overwhelm ing when
beginners try to work with it, as even the Kali developm ent team  states:

As the distributionôs developers, you m ight expect us to recom m end that everyone should be using Kali
Linux. The fact of the m atter is, however, that Kali is a Linux distribution specifically geared towards
professional penetration testers and security specialists, and given its unique nature, it is NO T a
recom m ended distribution if youôre unfam iliar with Linux [...]. Even for experienced Linux users, Kali can
pose som e challenges.

Although there exist som e m ore light-weight pentesting distributions, they basically still present a high hurdle for
people new to the IT security field. If you still feel up to it, give Kali Linux a try!

3
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Internet

You are free to use G oogle during your hacking session to find helpful websites or tools. The O W ASP Juice Shop
is leaking useful inform ation all over the place if you know where to look, but som etim es you sim ply need to
extend your research to the Internet in order to gain som e relevant piece of intel to beat a challenge.

 G etting hints
Frankly speaking, you are reading the prem ium  source of hints right now! Congratulations! In case you want to
hack m ore on your own than follow the breadcrum bs through the wood of challenges in part II, the m ost direct
way to ask for specific hints for a particular challenge is the com m unity chat on G itter.im  at
https://gitter.im /bkim m inich/juice-shop. You can sim ply log in to G itter with your G itHub account.

If you prefer, you can also use the project's Slack channel at https://owasp.slack.com /m essages/project-
juiceshop. You just need to self-invite you to O W ASP's Slack first at http://owasp.herokuapp.com . If you like it a
bit m ore nostalgic, you can also join and post to the project m ailing list at
https://lists.owasp.org/m ailm an/listinfo/owasp_juice_shop_project.

 Things considered cheating

Reading a solution (  ) before trying

31



Appendix A - Challenge solutions is there to help you in case you are stuck or have absolutely no idea how a
specific challenge is solved. Sim ply going through the entire appendix back to back and follow the step-by-step
instructions given there for each challenge, would deprive you of m ost of the fun and learning effect of the Juice
Shop. You have been warned.

Source code

Juice Shop is supposed to be attacked in a "black box" m anner. That m eans you cannot look into the source
code to search for vulnerabilities. As the application tracks your successful attacks on its challenges, the code
m ust contain checks to verify if you succeeded. These checks would give m any solutions away im m ediately.

The sam e goes for several other im plem entation details, where vulnerabilities were arbitrarily program m ed into
the application. These would be obvious when the source code is reviewed.

Finally the end-to-end test suite of Juice Shop was built hack all challenges autom atically, in order to verify they
can all be solved. These tests deliver all the required attacks on a silver plate when reviewed.

G itHub repository

W hile stated earlier that "the Internet" is fine as a helpful resource, consider the G itHub repository
https://github.com /bkim m inich/juice-shop as entirely off lim its. First and forem ost because it contains the source
code (see above).

Additionally it hosts the issue tracker of the project, which is used for idea m anagem ent and task planning as well
as bug tracking. You can of course subm it an issue if you run into technical problem s that are not covered by the
Troubleshooting section of the READM E.m d. You just should not read issues labelled  ÃÈÁÌÌÅÎÇÅ  as they m ight
contain spoilers or solutions.

O f course you are explicitly allowed to view the repository's READM E.m d page, which contains no spoilers but
m erely covers project introduction, setup and troubleshooting. Just do not "dig deeper" than that into the
repository files and folders.

Database table  #ÈÁÌÌÅÎÇÅÓ 

The challenges (and their progress) live in one database together with the rest of the application data, nam ely in
the  #ÈÁÌÌÅÎÇÅÓ  table. O f course you could "cheat" by sim ply editing the state of each challenge from  unsolved to
solved by setting the corresponding  ÓÏÌÖÅÄ  colum n to  ʦ . You then just have to keep your fingers crossed, that
nobody ever asks you to dem onstrate how you actually solved all the 4- and 5-star challenges so quickly.

Configuration REST API Endpoint

The Juice Shop offers a URL to retrieve configuration inform ation which is required by the Custom ization feature
that allows redressing the UI and overwriting the product catalog: https://juice-shop-
staging.herokuapp.com /rest/adm in/application-configuration

The returned JSO N contains spoilers for all challenges that depend on a product from  the inventory which m ight
be custom ized. As not all custom ization can be prepared on the server side, exposing this REST endpoint is
unavoidable for the Custom ization feature to work properly.

Score Board HTM L/CSS
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The Score Board and its features were covered in the Challenge tracking chapter. In the current context of
"things you should not use" suffice it to say, that you could m anipulate the score board in the web browser to
m ake challenges appear as solved. Please be aware that this "cheat" is even easier (and m ore em barrassing) to
uncover in a classroom  training than the previously m entioned database m anipulation: A sim ple reload of the
score board URL will let all your local CSS changes vanish in a blink and reveal your real hacking progress.

. https://en.wikipedia.org/wiki/Boilerplate_code 

. https://github.com /zaproxy/zap-core-help/wiki 

. http://docs.kali.org/introduction/what-is-kali-linux 

. http://docs.kali.org/introduction/should-i-use-kali-linux 
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W alking the "happy path"
W hen investigating an application for security vulnerabilities, you should never blindly start throwing attack
payloads at it. Instead, m ake sure that you understand how  it w orks before attem pting any exploits.

Before com m encing security testing, understanding the structure of the application is param ount. W ithout a
thorough understanding of the layout of the application, it is unlikely that it will be tested thoroughly. M ap
the target application and understand the principal workflows.

A good way to gain an understanding for the application, is to actually use it in the way it was m eant to be used
by a norm al user. In regular software testing this is often called "happy path" testing.

Also known as the "sunny day" scenario, the happy path is the "norm al" path of execution through a use
case or through the software that im plem ents it. Nothing goes wrong, nothing out of the norm al happens,
and we swiftly and directly achieve the user's or caller's goal.

The O W ASP Juice Shop is a rather sim ple e-com m erce application that covers the typical workflows of a web
shop. The following sections briefly walk you through these "happy path" use cases.

Brow se products

W hen visiting the O W ASP Juice Shop you will begin on the landing page  ʢƳ  which initially displays all products
offered in the shop. Clicking on the logo in the top left corner of the screen will always bring you back to this
screen (or m ore precisely, to its alias  ʢƳÓÅÁÒÃÈ ).

This is of course the "bread & butter" screen for any e-com m erce site. W hen you click on the sm all "eye"-button
next to the price of a product, an overlay screen will open showing you that product details including a list of
custom er reviews for that product (if available). You can also enter a new (or edit an existing) product review in
this dialog. Authenticated users can upvote reviews they like.

1
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You can use the Search... box in the navigation bar on the top of the screen to filter the table for specific products
by their nam e and description. Using the controls at the bottom  of the table, you can navigate through a the result
list that exceeds the Item s per page lim it.
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User login

You m ight notice that there seem s to be no way to actually purchase any of the products. This functionality exists,
but is not available to anonym ous users. You first have to log in to the shop with your user credentials on the
 ʢƳÌÏÇÉÎ  page. There you can either log in with your existing credentials (if you are a returning custom er) or with
your G oogle account.
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User registration

In case you are a new custom er, you m ust first register by following the corresponding link on the login screen to
 ʢƳÒÅÇÉÓÔÅÒ . There you m ust enter your em ail address and a password to create a new user account. W ith these
credentials you can then log in... and finally start shopping! During registration you also choose and answer a
security question that will let you recover the account if you ever forget your password.

Forgot Passw ord

By providing your em ail address, the answer to your security question and a new password, you can recover an
otherwise inaccessible account.
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Choosing products to purchase

After logging in to the application you will notice a "shopping cart"-icon in every row of the products table.
Unsurprisingly this will let you add one or m ore products into your shopping basket. The Your Basket button in
the navigation bar will bring you to the  ʢƳÂÁÓËÅÔ  page, where you can do several things before actually
confirm ing your purchase:

increase ("+") or decrease ("-") the quantity of individual products in the shopping basket
rem ove products from  the shopping basket with the "trashcan"-button
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Checkout

Still on the  ʢƳÂÁÓËÅÔ  page you also find som e purchase related buttons that are worth to be explored:

unfold the Coupon section with the "gift"-button where you can redeem  a code for a discount
unfold the Paym ent section with the "credit card"-button where you find donation and m erchandise links
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Finally you can click the Checkout button to issue an order. You will be forwarded to a PDF with the confirm ation
of your order right away.

You will not find any "real" paym ent or delivery address options anywhere in the Juice Shop as it is not a "real"
shop, after all.
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User M enu

Clicking the user icon right next to the application logo & title, you will give you access to several secondary use
cases of the Juice Shop. This m enu is obviously only available when you are logged in with your user account.

User Profile

Clicking you your em ail address in the user m enu, you will get to the User Profile screen on  ƳÐÒÏÆÉÌÅ . Visiting it
m ight break your user experience a bit, as it looks slightly less sophisticated than the rest of the shop's UI. It is
fully functional nonetheless, as it allows you to upload a  *0' -form at picture of yourself (or link an existing
G ravatar) and choose a usernam e for your account.
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Request Recycling Box

W hen logged in you will furtherm ore see a Recycle button that brings you to the  ʢƳÒÅÃÙÃÌÅ  page. This is a very
innovative feature that allows eco-friendly custom ers to order pre-stam ped boxes for returning fruit pressing
leftovers to the Juice Shop.

For greater am ounts of pom ace the custom er can alternatively order a truck to com e by and pick it up at a
chosen future date.
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O rder Tracking

Equipped with an order num ber from  your confirm ation PDF, you can invoke the  ʢƳÔÒÁÃËƜÏÒÄÅÒ  functionality by
clicking Track O rders.

After entering a valid order num ber, you will be shown the products from  your order along with a delivery status
and expected delivery date.
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Just as there was no "real" paym ent was happening, you will hopefully understand that there is no "real" order
delivery happening - no m atter what the order tracking dialog suggested.

Change user passw ord

If you are currently logged in you will find the obligatory Change Password button in the navigation bar. O n the
 ʢƳÐÒÉÖÁÃÙƜÓÅÃÕÒÉÔÙƳÃÈÁÎÇÅƜÐÁÓÓ×ÏÒÄ  page you can then choose a new password. To prevent abuse you have of
course to supply your current password to legitim ate this change.
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Contact Us M enu

The Contact Us button in the navigation bar reveals another drop-down m enu with up to two options to choose
from .

Custom er Feedback

Custom ers are invited to leave feedback about their shopping experience with the Juice Shop. Sim ply visit the
 ʢƳÃÏÎÔÁÃÔ  page by clicking the Custom er Feedback m enu item . You m ight recognize that it is also possible to
leave feedback as an anonym ous user. The contact form  is very straightforward with a free text Com m ent field
and a Rating on a 1-5 stars scale. To prevent abuse, you have to solve a sim ple m athem atical problem  before
being allowed to subm it your feeback.
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Com plain

The Com plain? m enu item  is shown only to logged in users. It brings you to the  ʢƳÃÏÍÐÌÁÉÎ  page where you can
leave a free text M essage and also attach an Invoice file in case you had som e issues with a recent order at the
Juice Shop.
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About Us

Like every proper enterprise, the O W ASP Juice Shop has of course an  ʢƳÁÂÏÕÔ  page titled About Us. There you
find a sum m ary of the interesting history of the shop along with a link to its official Term s of Use docum ent.
Additionally the page displays a fancy illustrated slideshow of all custom er feedback. Beneath that you can find all
im portant social m edia contact inform ation of the shop.
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Language selection

From  a dropdown m enu in the navigation bar you can select a m ultitude of languages you want the user interface
to be displayed in. Languages m arked with a "flask"-icon next to them  offer only rudim entary or partial translation.

If you want to know m ore about (or even help with) the localization of O W ASP Juice Shop, please refer to the
Help with translation chapter in part III of this book.

. https://www.owasp.org/index.php/M ap_execution_paths_through_application_(O TG -INFO -007) 

. http://xunitpatterns.com /happy% 20path.htm l 
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Custom ization
O ne of the core usage scenarios for O W ASP Juice Shop is in em ployee trainings in order to facilitating security
awareness. W ith its not entirely serious user roster and product inventory the application m ight not be suited for
all audiences alike.

In som e particularly traditional dom ains or conservative enterprises it would be beneficial to have the dem o
application look and behave m ore like an internal application.

O W ASP Juice Shop can be custom ized in its product inventory and look & feel to accom m odate this requirem ent.
It also allows to add an arbitrary num ber of fake users to m ake dem onstrations - particularly those of  5.)/.Ɯ31, 
injection attacks - even m ore im pressive. Furtherm ore the Challenge solved!-notifications can be turned off in
order to keep the im pression of a "real" application undisturbed.

How  to custom ize the application
The custom ization is powered by a YAM L configuration file placed in  ƳÃÏÎÆÉÇ . To run a custom ized O W ASP
Juice Shop you need to:

1. Place your own  ƚÙÍÌ  configuration file into  ƳÃÏÎÆÉÇ 
2. Set the environm ent variable  ./$%ʍ%.6  to the filenam e of your config without the  ƚÙÍÌ  extension

O n W indows:  ÓÅÔ ./$%ʍ%.6ˮÎÁÍÅ/Æ9ÏÕÒ#ÏÎÆÉÇ 
O n Linux:  ÅØÐÏÒÔ ./$%ʍ%.6ˮÎÁÍÅ/Æ9ÏÕÒ#ÏÎÆÉÇ 

3. Run  ÎÐÍ ÓÔÁÒÔ 

You can also run a config directly in one com m and (on Linux) via  ./$%ʍ%.6ˮÎÁÍÅ/Æ9ÏÕÒ#ÏÎÆÉÇ ÎÐÍ ÓÔÁÒÔ . By default
the  ÃÏÎÆÉÇƳÄÅÆÁÕÌÔƚÙÍÌ  config is used which generates the original O W ASP Juice Shop look & feel and inventory.
Please note that it is not necessary to run  ÎÐÍ ÉÎÓÔÁÌÌ  after switching custom ization configurations.

O verriding  ÄÅÆÁÕÌÔƚÙÍÌ  in Docker container

In order to override the default configuration inside your Docker container with one of the provided configs, you
can pass in the  ./$%ʍ%.6  environm ent variable with the  ƜÅ  param eter:

ÄÏÃËÅÒ ÒÕÎ ƜÄ ƜÅ ʏ./$%ʍ%.6ˮÂÏÄÇÅÉÔʏ ƜÐ ʨʣʣʣƙʨʣʣʣ

In order to inject your own configuration, you can use  ƜÖ  to m ount the  ÄÅÆÁÕÌÔƚÙÍÌ  path inside the container to
any config file on your outside file system :

ÄÏÃËÅÒ ÒÕÎ ƜÄ ƜÅ ʏ./$%ʍ%.6ˮÍÙ#ÏÎÆÉÇʏ ƜÖ ƳÔÍÐƳÍÙ#ÏÎÆÉÇƚÙÍÌƙƳÊÕÉÃÅƜÓÈÏÐƳÃÏÎÆÉÇƳÍÙ#ÏÎÆÉÇƚÙÍÌ ƜÐ ʨʣʣʣƙʨʣʣʣ ƜƜÎÁÍÅ ÊÕÉÃÅƜÓ
ÈÏÐ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ

YAM L configuration file
The YAM L form at for custom izations is very straightforward. Below you find its syntax along with an excerpt of
the default settings.

 ÓÅÒÖÅÒ 
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 ÐÏÒÔ  to launch the server on. Defaults to  ʨʣʣʣ 
 ÁÐÐÌÉÃÁÔÉÏÎ 

 ÄÏÍÁÉÎ  used for all user em ail addresses. Defaults to  ʎÊÕÉÃÅƜÓÈƚÏÐʎ 
 ÎÁÍÅ  as shown in title and m enu bar Defaults to  ʎ/7!30 *ÕÉÃÅ 3ÈÏÐʎ 
 ÌÏÇÏ  filenam e in  ƳÁÐÐƳÐÕÂÌÉÃƳÉÍÁÇÅÓƳ  or a URL of an im age which will first be download to that folder
and then used as a logo. Defaults to  *ÕÉÃÅ3ÈÏÐʍ,ÏÇÏƚÐÎÇ 
 ÆÁÖÉÃÏÎ  filenam e in  ƳÁÐÐƳÐÕÂÌÉÃƳ  or a URL of an im age in  ƚÉÃÏ  form at which will first be download to
that folder and then used as a favicon. Defaults to  ÆÁÖÉÃÏÎʍÖʧƚÉÃÏ 
 ÎÕÍÂÅÒ/Æ2ÁÎÄÏÍ&ÁËÅ5ÓÅÒÓ  represents the num ber of random  user accounts to be created on top of the pre-
defined ones (which are required for several challenges). Defaults to  ʣ , m eaning no additional users
are created.
 ÓÈÏ×#ÈÁÌÌÅÎÇÅ3ÏÌÖÅÄ.ÏÔÉÆÉÃÁÔÉÏÎÓ  shows or hides all instant "challenge solved"-notifications.
Recom m ended to set to  ÆÁÌÓÅ  for awareness dem os. Defaults to  ÔÒÕÅ .
 ÓÈÏ×#ÈÁÌÌÅÎÇÅ(ÉÎÔÓ  shows or hides hints for each challenge on hovering over/clicking its "unsolved"
badge on the score board. Defaults to  ÔÒÕÅ .
 ÓÈÏ×6ÅÒÓÉÏÎ.ÕÍÂÅÒ  shows or hides the software version from  the title. Defaults to  ÔÒÕÅ .
 ÔÈÅÍÅ  the nam e of the color them e used to render the UI. O ptions are  ÂÌÕÅÇÒÅÙƜÌÉÇÈÔÇÒÅÅÎ ,  ÂÌÕÅƜ
ÌÉÇÈÔÂÌÕÅ ,  ÄÅÅÐÐÕÒÐÌÅƜÁÍÂÅÒ ,  ÉÎÄÉÇÏƜÐÉÎË ,  ÐÉÎËƜÂÌÕÅÇÒÅÙ ,  ÐÕÒÐÌÅƜÇÒÅÅÎ  and  ÄÅÅÐÏÒÁÎÇÅƜÉÎÄÉÇÏ . Defaults
to  ÂÌÕÅÇÒÅÙƜÌÉÇÈÔÇÒÅÅÎ 
 ÇÉÔ(ÕÂ2ÉÂÂÏÎ  shows or hides the "G itHub" button in the top-right corner of the navigation bar. Defaults to
 ÔÒÕÅ .
 Ô×ÉÔÔÅÒ5ÒÌ  used as the Twitter link prom ising coupon codes on the About Us and Your Basket screen.
Defaults to  ʎÈÔÔÐÓƙƳƳÔ×ÉÔÔÅÒƚÃÏÍƳÏ×ÁÓÐʍÊÕÉÃÅÓÈÏÐʎ 
 ÆÁÃÅÂÏÏË5ÒÌ  used as the Facebook link prom ising coupon codes on the About Us and Your Basket
screen. Defaults to  ʎÈÔÔÐÓƙƳƳ×××ƚÆÁÃÅÂÏÏËƚÃÏÍƳÏ×ÁÓÐƚÊÕÉÃÅÓÈÏÐʎ 
 ÓÌÁÃË5ÒÌ  used as the Slack link on the About Us screen. Defaults to  ʎÈÔÔÐƙƳƳÏ×ÁÓÐÓÌÁÃËƚÃÏÍʎ 
 ÐÒÅÓÓ+ÉÔ5ÒÌ  used as the link to logos and m edia files on the About Us screen. Defaults to
 ʎÈÔÔÐÓƙƳƳÇÉÔÈÕÂƚÃÏÍƳ/7!30ƳÏ×ÁÓÐƜÓ×ÁÇƳÔÒÅÅƳÍÁÓÔÅÒƳÐÒÏÊÅÃÔÓƳÊÕÉÃÅƜÓÈÏÐʎ 

 ÐÌÁÎÅÔ/ÖÅÒÌÁÙ-ÁÐ  filenam e in  ƳÁÐÐƳÐÒÉÖÁÔÅ  or URL of an im age to download to that folder and then use
as an overlay texture for the 3D planet "easter egg". Defaults to  ÏÒÁÎÇÅÍÁÐʧËƚÊÐÇ 
 ÐÌÁÎÅÔ.ÁÍÅ  of the 3D planet "easter egg" as shown in the page title. Defaults to  /ÒÁÎÇÅÕÚÅ 
 ÒÅÃÙÃÌÅ0ÁÇÅ  custom  elem ents on the Request Recycling Box page

 ÔÏÐ0ÒÏÄÕÃÔ)ÍÁÇÅ  filenam e in  ƳÁÐÐƳÐÕÂÌÉÃƳÉÍÁÇÅÓƳÐÒÏÄÕÃÔÓ  to use as the im age on the top of the info
colum n on the page. Defaults to  ÆÒÕÉÔʍÐÒÅÓÓƚÊÐÇ 
 ÂÏÔÔÏÍ0ÒÏÄÕÃÔ)ÍÁÇÅ  filenam e in  ƳÁÐÐƳÐÕÂÌÉÃƳÉÍÁÇÅÓƳÐÒÏÄÕÃÔÓ  to use as the im age on the bottom  of the
info colum n on the page. Defaults to  ÁÐÐÌÅʍÐÒÅÓÓÉÎÇÓƚÊÐÇ 

 ÁÌÔÃÏÉÎ.ÁÍÅ  defines the nam e of the (fake) crypto currency that is offered on the Token Sale screen.
Defaults to  *ÕÉÃÙÃÏÉÎ 
 ÃÏÏËÉÅ#ÏÎÓÅÎÔ  defines the cookie consent dialog shown in the bottom  right corner

 ÂÁÃËÇÒÏÕÎÄ#ÏÌÏÒ  of the cookie banner itself. Defaults to  ʎʢʪʩʫÅʬÁʎ 
 ÔÅØÔ#ÏÌÏÒ  of the  ÍÅÓÓÁÇÅ  shown in the cookie banner. Defaults to  ʎʢÆÆÆÆÆÆʎ 
 ÂÕÔÔÏÎ#ÏÌÏÒ  defines the color of the button to dism iss the banner. Defaults to  ʎʢʪʪʭÂʧÆʎ 
 ÂÕÔÔÏÎ4ÅØÔ#ÏÌÏÒ  of the  ÄÉÓÍÉÓÓ4ÅØÔ  on the button. Defaults to  ʎʢÆÆÆÆÆÆʎ 
 ÍÅÓÓÁÇÅ  explains the cookie usage in the application. Defaults to  ʎ4ÈÉÓ ×ÅÂÓÉÔÅ ÕÓÅÓ ÆÒÕÉÔ ÃÏÏËÉÅÓ ÔÏ
ÅÎÓÕÒÅ ÙÏÕ ÇÅÔ ÔÈÅ ÊÕÉÃÉÅÓÔ ÔÒÁÃËÉÎÇ ÅØÐÅÒÉÅÎÃÅƚʎ 

 ÄÉÓÍÉÓÓ4ÅØÔ  the text shown on the button to dism iss the banner. Defaults to  ʎ-Å ×ÁÎÔ ÉÔƞʎ 
 ÌÉÎË4ÅØÔ  is shown after the  ÍÅÓÓÁÇÅ  to refer to further inform ation. Defaults to  ʎ"ÕÔ ÍÅ ×ÁÉÔƞʎ 
 ÌÉÎË5ÒÌ  provides further inform ation about cookie usage. Defaults to  ʎÈÔÔÐÓƙƳƳ×××ƚÙÏÕÔÕÂÅƚÃÏÍƳ×ÁÔÃÈơ
Öˮʮ0ÎÂ+,ʨ×Õ(ʩʎ 
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 ÐÒÉÖÁÃÙ#ÏÎÔÁÃÔ%ÍÁÉÌ  the em ail address shown as contact in the Privacy Policy. Defaults to
 ÄÏÎÏÔÒÅÐÌÙʐÏ×ÁÓÐƜÊÕÉÃÅƚÓÈÏÐ 

 ÓÅÃÕÒÉÔÙ4ØÔ  defines the attributes for the  ÓÅÃÕÒÉÔÙƚÔØÔ  file based on the https://securitytxt.org/ Internet
draft

 ÃÏÎÔÁÃÔ  an em ail address, phone num ber or URL to report security vulnerabilities to. Can be fake
obviously. Defaults to  ÍÁÉÌÔÏƙÄÏÎÏÔÒÅÐÌÙʐÏ×ÁÓÐƜÊÕÉÃÅƚÓÈÏÐ 
 ÅÎÃÒÙÐÔÉÏÎ  URL to a public encryption key for secure com m unication. Can be fake obviously.
Defaults to  ÈÔÔÐÓƙƳƳËÅÙÂÁÓÅƚÉÏƳÂËÉÍÍÉÎÉÃÈƳÐÇÐʍËÅÙÓƚÁÓÃơ
ÆÉÎÇÅÒÐÒÉÎÔˮʦʮÃʣʦÃÂʬʦʪʬÅʩʫʩʪÅʮÅʧÃʭʫʨʣʫʧÁʭʪÁʭÃÂÆÂÄÃÄÁ 

 ÁÃËÎÏ×ÌÅÄÇÅÍÅÎÔÓ  URL a "hall of fam e" page. Can be fake obviously. Defaults to  ƳʢƳÓÃÏÒÅƜÂÏÁÒÄ 
 ÐÒÏÍÏÔÉÏÎ  defines the attributes required for the  ƳÐÒÏÍÏÔÉÏÎ  screen where a m arketing video with
subtitles is rendered that hosts the XSS Tier 6 challenge

 ÖÉÄÅÏ  nam e of a file with  ÖÉÄÅÏƳÍÐʩ  content type in  ƳÁÐÐƳÐÕÂÌÉÃƳÖÉÄÅÏÓ  or URL of an im age to
download to that folder and then use as the prom otion video. Defaults to  *ÕÉÃÅ3ÈÏÐ*ÉÎÇÌÅƚÍÐʩ 
 ÓÕÂÔÉÔÌÅÓ  nam e of a W eb Video Text Tracks Form at file in  ƳÁÐÐƳÐÕÂÌÉÃƳÖÉÄÅÏÓ  or URL of an im age
to download to that folder and then use as the prom otion video. Defaults to  *ÕÉÃÅ3ÈÏÐ*ÉÎÇÌÅƚÖÔÔ 

 ÃÈÁÌÌÅÎÇÅÓ 

 ÓÁÆÅÔÙ/ÖÅÒÒÉÄÅ  enables all challenges regardless of any potential harm  or danger they m ight pose for
your com puter (i.e. XXE or RCE vulnerabilities which could not entirely be sandboxed). Defaults to
 ÆÁÌÓÅ 

 ÏÖÅÒ×ÒÉÔÅ5ÒÌ&ÏÒ0ÒÏÄÕÃÔ4ÁÍÐÅÒÉÎÇ#ÈÁÌÌÅÎÇÅ  the URL that should replace the original URL defined in
 ÕÒÌ&ÏÒ0ÒÏÄÕÃÔ4ÁÍÐÅÒÉÎÇ#ÈÁÌÌÅÎÇÅ  for the Product Tam pering challenge. Defaults to  ÈÔÔÐÓƙƳƳÏ×ÁÓÐƚÓÌÁÃËƚÃÏÍ 

 ÐÒÏÄÕÃÔÓ  list which, when specified, replaces the entire list of default products
 ÎÁÍÅ  of the product (m andatory)
 ÄÅÓÃÒÉÐÔÉÏÎ  of the product (optional). Defaults to a static placeholder text
 ÐÒÉÃÅ  of the product (optional). Defaults to a random  price
 ÉÍÁÇÅ  (optional) filenam e in  ƳÁÐÐƳÐÕÂÌÉÃƳÉÍÁÇÅÓƳÐÒÏÄÕÃÔÓ  or URL of an im age to download to that folder
and then use as a product im age. Defaults to  ÕÎÄÅÆÉÎÅÄƚÐÎÇ 
 ÄÅÌÅÔÅÄ$ÁÔÅ  of the product in  9999Ɯ--Ɯ$$  form at (optional). Defaults to  ÎÕÌÌ .
 ÕÒÌ&ÏÒ0ÒÏÄÕÃÔ4ÁÍÐÅÒÉÎÇ#ÈÁÌÌÅÎÇÅ  sets the original link of the product which is the target for the Product
Tam pering challenge. O verrides  ÄÅÌÅÔÅÄ$ÁÔÅ  with  ÎÕÌÌ  (m ust be defined on exactly one product)
 ÕÓÅ&ÏÒ#ÈÒÉÓÔÍÁÓ3ÐÅÃÉÁÌ#ÈÁÌÌÅÎÇÅ  m arks a product as the target for the "christm as special" challenge.
O verrides  ÄÅÌÅÔÅÄ$ÁÔÅ  with  ʧʣʦʩƜʦʧƜʧʬ  (m ust be  ÔÒÕÅ  on exactly one product)
 ÆÉÌÅ&ÏÒ2ÅÔÒÉÅÖÅ"ÌÕÅÐÒÉÎÔ#ÈÁÌÌÅÎÇÅ  (m ust be  ÔÒÕÅ  on exactly one product) filenam e in
 ƳÁÐÐƳÐÕÂÌÉÃƳÉÍÁÇÅÓƳÐÒÏÄÕÃÔÓ  or URL of a file download to that folder and then use as the target for the
Retrieve Blueprint challenge. If a filenam e is specified but the file does not exist in
 ƳÁÐÐƳÐÕÂÌÉÃƳÉÍÁÇÅÓƳÐÒÏÄÕÃÔÓ  the challenge is still solvable by just requesting it from  the server. Defaults to
 *ÕÉÃÅ3ÈÏÐƚÓÔÌ .  To m ake this challenge realistically solvable, include som e kind of hint to the blueprint
file's nam e/type in the product im age (e.g. its  %ØÉÆ  m etadata) or in the product description
 ËÅÙ×ÏÒÄÓ&ÏÒ0ÁÓÔÅÂÉÎ$ÁÔÁ,ÅÁË#ÈÁÌÌÅÎÇÅ  (m ust be defined on exactly one product) list of keywords which are
all m andatory to m ention in a feedback or com plaint to solve the DLP Tier 1 challenge. O verrides
 ÄÅÌÅÔÅÄ$ÁÔÅ  with  ʧʣʦʮƜʣʧƜʦ .  To m ake this challenge realistically solvable, provide the keywords on
e.g. PasteBin in an obscured way that works well with the "dangerous ingredients of an unsafe product""
narrative
 ÒÅÖÉÅ×Ó  a sub-list which adds reviews to a product (optional)

 ÔÅØÔ  of the review (m andatory)
 ÁÕÔÈÏÒ  of the review from  the following list of pre-defined users in the database:  ÁÄÍÉÎ ,  ÊÉÍ ,
 ÂÅÎÄÅÒ ,  ÃÉÓÏ ,  ÓÕÐÐÏÒÔ ,  ÍÏÒÔÙ ,  ÁÍÙ  or  ÍÃƚÓÁÆÅÓÅÁÒÃÈ  (m andatory)

 ÃÔÆ 
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 ÓÈÏ×&ÌÁÇÓ)Î.ÏÔÉÆÉÃÁÔÉÏÎÓ  shows or hides the CTF flag codes in the "challenge solved"-notifications. Is
ignored when  ÁÐÐÌÉÃÁÔÉÏÎƚÓÈÏ×#ÈÁÌÌÅÎÇÅ3ÏÌÖÅÄ.ÏÔÉÆÉÃÁÔÉÏÎÓ  is set to  ÆÁÌÓÅ . Defaults to  ÆÁÌÓÅ 
 ÓÈÏ×#ÏÕÎÔÒÙ$ÅÔÁÉÌÓ)Î.ÏÔÉÆÉÃÁÔÉÏÎÓ  determ ines if the country m apped to the solved challenge is displayed
in the notification. Can be  ÎÏÎÅ ,  ÎÁÍÅ ,  ÆÌÁÇ  or  ÂÏÔÈ . O nly useful for CTFs using FBCTF. Defaults to
 ÎÏÎÅ 

 ÃÏÕÎÔÒÙ-ÁÐÐÉÎÇ  list which m aps challenges to countries on the challenge m ap of FBCTF. O nly needed
for CTFs using FBCTF. Defaults to em pty  ʊ 

 ˱ ÃÈÁÌÌÅÎÇÅ.ÁÍÅ˲ 

 ÎÁÍÅ  the nam e of the country
 ÃÏÄÅ  the two-letter ISO  code of the country

Configuration exam ple

ÓÅÒÖÅÒƙ
  ÐÏÒÔƙ ʨʣʣʣ
ÁÐÐÌÉÃÁÔÉÏÎƙ
  ÄÏÍÁÉÎƙ ÊÕÉÃÅƜÓÈƚÏÐ
  ÎÁÍÅƙ ʎ/7!30 *ÕÉÃÅ 3ÈÏÐʎ
  ÌÏÇÏƙ *ÕÉÃÅ3ÈÏÐʍ,ÏÇÏƚÐÎÇ
  ÆÁÖÉÃÏÎƙ ÆÁÖÉÃÏÎʍÖʧƚÉÃÏ
  ÎÕÍÂÅÒ/Æ2ÁÎÄÏÍ&ÁËÅ5ÓÅÒÓƙ ʣ
  ÓÈÏ×#ÈÁÌÌÅÎÇÅ3ÏÌÖÅÄ.ÏÔÉÆÉÃÁÔÉÏÎÓƙ ÔÒÕÅ
  ÓÈÏ×#ÈÁÌÌÅÎÇÅ(ÉÎÔÓƙ ÔÒÕÅ
  ÓÈÏ×6ÅÒÓÉÏÎ.ÕÍÂÅÒƙ ÔÒÕÅ
  ÔÈÅÍÅƙ ÂÌÕÅÇÒÅÙƜÌÉÇÈÔÇÒÅÅÎ
  ÇÉÔ(ÕÂ2ÉÂÂÏÎƙ ÔÒÕÅ
  Ô×ÉÔÔÅÒ5ÒÌƙ ʎÈÔÔÐÓƙƳƳÔ×ÉÔÔÅÒƚÃÏÍƳÏ×ÁÓÐʍÊÕÉÃÅÓÈÏÐʎ
  ÆÁÃÅÂÏÏË5ÒÌƙ ʎÈÔÔÐÓƙƳƳ×××ƚÆÁÃÅÂÏÏËƚÃÏÍƳÏ×ÁÓÐƚÊÕÉÃÅÓÈÏÐʎ
  ÓÌÁÃË5ÒÌƙ ʎÈÔÔÐƙƳƳÏ×ÁÓÐÓÌÁÃËƚÃÏÍʎ
  ÐÌÁÎÅÔ/ÖÅÒÌÁÙ-ÁÐƙ ÏÒÁÎÇÅÍÁÐʧËƚÊÐÇ
  ÐÌÁÎÅÔ.ÁÍÅƙ /ÒÁÎÇÅÕÚÅ
  ÒÅÃÙÃÌÅ0ÁÇÅƙ
    ÔÏÐ0ÒÏÄÕÃÔ)ÍÁÇÅƙ ÆÒÕÉÔʍÐÒÅÓÓƚÊÐÇ
    ÂÏÔÔÏÍ0ÒÏÄÕÃÔ)ÍÁÇÅƙ ÁÐÐÌÅʍÐÒÅÓÓÉÎÇÓƚÊÐÇ
  ÁÌÔÃÏÉÎ.ÁÍÅƙ *ÕÉÃÙÃÏÉÎ
  ÃÏÏËÉÅ#ÏÎÓÅÎÔƙ
    ÂÁÃËÇÒÏÕÎÄ#ÏÌÏÒƙ ʎʢÅÂʫÃʩʩʎ
    ÔÅØÔ#ÏÌÏÒƙ ʎʢÆÆÆÆÆÆʎ
    ÂÕÔÔÏÎ#ÏÌÏÒƙ ʎʢÆʪÄʮʩʭʎ
    ÂÕÔÔÏÎ4ÅØÔ#ÏÌÏÒƙ ʎʢʣʣʣʣʣʣʎ
    ÍÅÓÓÁÇÅƙ ʎ4ÈÉÓ ×ÅÂÓÉÔÅ ÕÓÅÓ ÆÒÕÉÔ ÃÏÏËÉÅÓ ÔÏ ÅÎÓÕÒÅ ÙÏÕ ÇÅÔ ÔÈÅ ÊÕÉÃÉÅÓÔ ÔÒÁÃËÉÎÇ ÅØÐÅÒÉÅÎÃÅƚʎ
    ÄÉÓÍÉÓÓ4ÅØÔƙ ʎ-Å ×ÁÎÔ ÉÔƞʎ
    ÌÉÎË4ÅØÔƙ ʎ"ÕÔ ÍÅ ×ÁÉÔƞʎ
    ÌÉÎË5ÒÌƙ ʎÈÔÔÐÓƙƳƳ×××ƚÙÏÕÔÕÂÅƚÃÏÍƳ×ÁÔÃÈơÖˮʮ0ÎÂ+,ʨ×Õ(ʩʎ
  ÐÒÉÖÁÃÙ#ÏÎÔÁÃÔ%ÍÁÉÌƙ ÄÏÎÏÔÒÅÐÌÙʐÏ×ÁÓÐƜÊÕÉÃÅƚÓÈÏÐ
  ÓÅÃÕÒÉÔÙ4ØÔƙ
    ÃÏÎÔÁÃÔƙ ʎÍÁÉÌÔÏƙÄÏÎÏÔÒÅÐÌÙʐÏ×ÁÓÐƜÊÕÉÃÅƚÓÈÏÐʎ
    ÅÎÃÒÙÐÔÉÏÎƙ ʎÈÔÔÐÓƙƳƳÐÇÐƚÍÉÔƚÅÄÕƳÐËÓƳÌÏÏËÕÐơÏÐˮÇÅÔŸÓÅÁÒÃÈˮʣØʣʫʧ!ʭʪ!ʭ#"&"$#$!ʎ
    ÁÃËÎÏ×ÌÅÄÇÅÍÅÎÔÓƙ ʎƳʢƳÓÃÏÒÅƜÂÏÁÒÄʎ
  ÐÒÏÍÏÔÉÏÎƙ
    ÖÉÄÅÏƙ *ÕÉÃÅ3ÈÏÐ*ÉÎÇÌÅƚÍÐʩ
    ÓÕÂÔÉÔÌÅÓƙ ÊÉÎÇÌÅ3ÕÂÔÉÔÌÅÓƚÖÔÔ
ÃÈÁÌÌÅÎÇÅÓƙ
  ÓÁÆÅÔÙ/ÖÅÒÒÉÄÅƙ ÆÁÌÓÅ
  ÏÖÅÒ×ÒÉÔÅ5ÒÌ&ÏÒ0ÒÏÄÕÃÔ4ÁÍÐÅÒÉÎÇ#ÈÁÌÌÅÎÇÅƙ ʎÈÔÔÐÓƙƳƳÏ×ÁÓÐƚÓÌÁÃËƚÃÏÍʎ
ÐÒÏÄÕÃÔÓƙ
  Ɯ
    ÎÁÍÅƙ ʎ!ÐÐÌÅ *ÕÉÃÅ ƽʦʣʣʣÍÌƾʎ
    ÐÒÉÃÅƙ ʦƚʮʮ
    ÄÅÓÃÒÉÐÔÉÏÎƙ ʎ4ÈÅ ÁÌÌƜÔÉÍÅ ÃÌÁÓÓÉÃƚʎ
    ÉÍÁÇÅƙ ÁÐÐÌÅʍÊÕÉÃÅƚÊÐÇ
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    ÒÅÖÉÅ×Óƙ
      Ɯ ǅ ÔÅØÔƙ ʎ/ÎÅ ÏÆ ÍÙ ÆÁÖÏÒÉÔÅÓƞʎƗ ÁÕÔÈÏÒƙ ÁÄÍÉÎ ǆ
ʢ ʊʊʊʊʊ ƚƚƚ ʊʊʊʊʊʊ
  Ɯ
    ÎÁÍÅƙ ʎ/7!30 33, !ÄÖÁÎÃÅÄ &ÏÒÅÎÓÉÃ 4ÏÏÌ ƽ/Ɯ3ÁÆÔƾʎ
    ÄÅÓÃÒÉÐÔÉÏÎƙ ʎ/Ɯ3ÁÆÔ ÉÓ ÁÎ ÅÁÓÙ ÔÏ ÕÓÅ ÔÏÏÌ ÔÏ ÓÈÏ× ÉÎÆÏÒÍÁÔÉÏÎ ÁÂÏÕÔ 33, ÃÅÒÔÉÆÉÃÁÔÅ ÁÎÄ ÔÅÓÔÓ ÔÈÅ 33, ÃÏÎÎÅÃÔÉÏ
Î ÁÃÃÏÒÄÉÎÇ ÇÉÖÅÎ ÌÉÓÔ ÏÆ ÃÉÐÈÅÒÓ ÁÎÄ ÖÁÒÉÏÕÓ 33, ÃÏÎÆÉÇÕÒÁÔÉÏÎÓƚʎ
    ÐÒÉÃÅƙ ʣƚʣʦ
    ÉÍÁÇÅƙ ÏÒÁÎÇÅʍÊÕÉÃÅƚÊÐÇ
    ÕÒÌ&ÏÒ0ÒÏÄÕÃÔ4ÁÍÐÅÒÉÎÇ#ÈÁÌÌÅÎÇÅƙ ʎÈÔÔÐÓƙƳƳ×××ƚÏ×ÁÓÐƚÏÒÇƳÉÎÄÅØƚÐÈÐƳ/Ɯ3ÁÆÔʎ
  Ɯ
    ÎÁÍÅƙ ʎ#ÈÒÉÓÔÍÁÓ 3ÕÐÅÒƜ3ÕÒÐÒÉÓÅƜ"ÏØ ƽʧʣʦʩ %ÄÉÔÉÏÎƾʎ
    ÄÅÓÃÒÉÐÔÉÏÎƙ ʎ#ÏÎÔÁÉÎÓ Á ÒÁÎÄÏÍ ÓÅÌÅÃÔÉÏÎ ÏÆ ʦʣ ÂÏÔÔÌÅÓ ƽÅÁÃÈ ʪʣʣÍÌƾ ÏÆ ÏÕÒ ÔÁÓÔÉÅÓÔ ÊÕÉÃÅÓ ÁÎÄ ÁÎ ÅØÔÒÁ ÆÁÎ ÓÈÉÒ
Ô ÆÏÒ ÁÎ ÕÎÂÅÁÔÁÂÌÅ ÐÒÉÃÅƞʎ
    ÐÒÉÃÅƙ ʧʮƚʮʮ
    ÉÍÁÇÅƙ ÕÎÄÅÆÉÎÅÄƚÊÐÇ
    ÕÓÅ&ÏÒ#ÈÒÉÓÔÍÁÓ3ÐÅÃÉÁÌ#ÈÁÌÌÅÎÇÅƙ ÔÒÕÅ
  Ɯ
    ÎÁÍÅƙ ʎ/7!30 *ÕÉÃÅ 3ÈÏÐ 3ÔÉÃËÅÒ ƽʧʣʦʪƳʧʣʦʫ ÄÅÓÉÇÎƾʎ
    ÄÅÓÃÒÉÐÔÉÏÎƙ ʎ$ÉÅƜÃÕÔ ÓÔÉÃËÅÒ ×ÉÔÈ ÔÈÅ ÏÆÆÉÃÉÁÌ ʧʣʦʪƳʧʣʦʫ ÌÏÇÏƚ "Ù ÎÏ× ÔÈÉÓ ÉÓ Á ÒÁÒÅ ÃÏÌÌÅÃÔÏÒÓ ÉÔÅÍƚ ˱ÅÍ˲/ÕÔ ÏÆ
 ÓÔÏÃËƞ˱ƳÅÍ˲ʎ
    ÐÒÉÃÅƙ ʮʮʮƚʮʮ
    ÉÍÁÇÅƙ ÓÔÉÃËÅÒƚÐÎÇ
    ÄÅÌÅÔÅÄ$ÁÔÅƙ ʎʧʣʦʬƜʣʩƜʧʭʎ
ʢ ʊʊʊʊʊ ƚƚƚ ʊʊʊʊʊʊ
  Ɯ
    ÎÁÍÅƙ ʎ/7!30 *ÕÉÃÅ 3ÈÏÐ ,ÏÇÏ ƽʨ$ƜÐÒÉÎÔÅÄƾʎ
    ÄÅÓÃÒÉÐÔÉÏÎƙ ʎ4ÈÉÓ ÒÁÒÅ ÉÔÅÍ ×ÁÓ ÄÅÓÉÇÎÅÄ ÁÎÄ ÈÁÎÄÃÒÁÆÔÅÄ ÉÎ 3×ÅÄÅÎƚ 4ÈÉÓ ÉÓ ×ÈÙ ÉÔ ÉÓ ÓÏ ÉÎÃÒÅÄÉÂÌÙ ÅØÐÅÎÓÉÖÅ ÄÅ
ÓÐÉÔÅ ÉÔÓ ÃÏÍÐÌÅÔÅ ÌÁÃË ÏÆ ÐÕÒÐÏÓÅƚʎ
    ÐÒÉÃÅƙ ʮʮƚʮʮ
    ÉÍÁÇÅƙ ʨÄʍËÅÙÃÈÁÉÎƚÊÐÇ
    ÆÉÌÅ&ÏÒ2ÅÔÒÉÅÖÅ"ÌÕÅÐÒÉÎÔ#ÈÁÌÌÅÎÇÅƙ *ÕÉÃÅ3ÈÏÐƚÓÔÌ
ʢ ʊʊʊʊʊ ƚƚƚ ʊʊʊʊʊʊ
ÃÔÆƙ
  ÓÈÏ×&ÌÁÇÓ)Î.ÏÔÉÆÉÃÁÔÉÏÎÓƙ ÆÁÌÓÅ
  ÓÈÏ×#ÏÕÎÔÒÙ$ÅÔÁÉÌÓ)Î.ÏÔÉÆÉÃÁÔÉÏÎÓƙ ÎÏÎÅ
  ÃÏÕÎÔÒÙ-ÁÐÐÉÎÇƙ ʊ

O verriding default settings

W hen creating your own YAM L configuration file, you can rely on the existing default values and only overwrite
what you want to change. The provided  ÃÏÎÆÉÇƳÃÔÆƚÙÍÌ  file for capture-the-flag events for exam ple is as short as
this:

ÁÐÐÌÉÃÁÔÉÏÎƙ
  ÌÏÇÏƙ *ÕÉÃÅ3ÈÏÐ#4&ʍ,ÏÇÏƚÐÎÇ
  ÆÁÖÉÃÏÎƙ ÆÁÖÉÃÏÎʍÃÔÆƚÉÃÏ
  ÓÈÏ×#ÈÁÌÌÅÎÇÅ(ÉÎÔÓƙ ÆÁÌÓÅ
  ÓÈÏ×6ÅÒÓÉÏÎ.ÕÍÂÅÒƙ ÆÁÌÓÅ
  ÇÉÔ(ÕÂ2ÉÂÂÏÎƙ ÆÁÌÓÅ
ÃÔÆƙ
  ÓÈÏ×&ÌÁÇÓ)Î.ÏÔÉÆÉÃÁÔÉÏÎÓƙ ÔÒÕÅ

Testing custom izations

To verify if your custom  configuration will not break any of the challenges, you should run the end-to-end tests via
 ÎÐÍ ÒÕÎ ÐÒÏÔÒÁÃÔÏÒ . If they pass, all challenges will be working fine!

Provided custom izations
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The following three custom izations are provided out of the box by O W ASP Juice Shop:

7 M inute Security: Full conversion https://7m s.us-them e for the first podcast that picked up the Juice Shop
way before it was fam ous! 
M ozilla-CTF: Another full conversion them e harvested and refined from  the M ozilla Austin CTF-event! 
The BodgeIt Store: An hom age to our server-side rendered ancestor. M ay it rest in JSPs! 
Sick-Shop: A store that offers a variety of illnesses and the original PoC them e for the custom ization feature.
Achoo! Bless you! 
CTF-m ode: Keeps the Juice Shop in its default layout but disabled hints while enabling CTF flag codes in the
"challenge solved"-notifications. Refer to Hosting a CTF event to learn m ore about running a CTF-event with
O W ASP Juice Shop. 
Q uiet m ode: Keeps the Juice Shop in its default layout but hides all "challenge solved"-notifications, G itHub
ribbon and challenge hints. 
O W ASP Juice Box: If you find jo├osbªks m uch easier to pronounce than jo├osSHªp, this custom ization is for
you. 
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Additional Brow ser tw eaks
Consider you are doing a live dem o with a highly custom ized corporate them e. Your narrative is, that this really is
an upcom ing eCom m erce application of that com pany. W alking the "happy path" m ight now lure you into two
situations which could spoil the im m ersion for the audience.

Coupon codes on social m edia

If you changed the  Ô×ÉÔÔÅÒ5ÒÌ / ÆÁÃÅÂÏÏË5ÒÌ  to the com pany's own account/page, you will m ost likely not find any
coupon codes posted there. You will probably fail to convince the social m edia team  to tweet or retweet som e
coupon code for an application that does not even exist!
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O Auth Login

Another im m ersion spoiler occurs when dem onstrating the Log in with G oogle functionality, which will show you
the application nam e registered on G oogle Cloud Platform : O W ASP Juice Shop! There is no way to convince
G oogle to show anything else for obvious trust and integrity reasons.
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O n-the-fly text replacem ent

You can solve both of the above problem s in your own Browser by replacing text on the fly when the Twitter,
Facebook or G oogle-Login page is loaded. For Chrom e W ord Replacer II is a plugin that does this work for you
with very little setup effort. For Firefox FoxReplace does a sim ilar job. After installing either plugin you have to
create two text replacem ents:

1. Create a replacem ent for  /7!30 *ÕÉÃÅ 3ÈÏÐ  (as it appears on G oogle-Login) with your own application nam e.
Best use  ÁÐÐÌÉÃÁÔÉÏÎƚÎÁÍÅ  from  your configuration.

2. Create another replacem ent for a com plete or partial Tweet or Facebook post with som e m arketing text and
an actual coupon code. You can get valid coupon codes from  the O W ASP Juice Shop Twitter feed:
https://twitter.com /owasp_juiceshop.
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3. Enable the plugin and verify your replacem ents work:
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Hosting a CTF event
In com puter security, Capture the Flag (CTF) is a com puter security com petition. CTF contests are usually
designed to serve as an educational exercise to give participants experience in securing a m achine, as
well as conducting and reacting to the sort of attacks found in the real world. Reverse-engineering, network
sniffing, protocol analysis, system  adm inistration, program m ing, and cryptanalysis are all skills which have
been required by prior CTF contests at DEF CO N. There are two m ain styles of capture the flag
com petitions: attack/defense and jeopardy.

In an attack/defense style com petition, each team  is given a m achine (or a sm all network) to defend on an
isolated network. Team s are scored on both their success in defending their assigned m achine and on
their success in attacking the other team 's m achines. Depending on the nature of the particular CTF gam e,
team s m ay either be attem pting to take an opponent's flag from  their m achine or team s m ay be attem pting
to plant their own flag on their opponent's m achine. Two of the m ore prom inent attack/defense CTF's are
held every year at DEF CO N, the largest hacker conference, and the NYU-CSAW  (Cyber Security
Awareness W eek), the largest student cyber-security contest.

Jeopardy-style com petitions usually involve m ultiple categories of problem s, each of which contains a
variety of questions of different point values and difficulties. Team s attem pt to earn the m ost points in the
com petition's tim e fram e (for exam ple 24 hours), but do not directly attack each other. Rather than a race,
this style of gam e play encourages taking tim e to approach challenges and prioritizes quantity of correct
subm issions over the tim ing.

O W ASP Juice Shop can be run in a special configuration that allows to use it in Capture-the-flag (CTF) events.
This can add som e extra m otivation and fun com petition for the participants of a security training or workshop.

Running Juice Shop in CTF-m ode

1
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Juice Shop supports Jeopardy-style CTFs by generating a unique CTF flag code for each solved challenge.

These codes are not displayed by default, but can be m ade visible by running the application with the
 ÃÏÎÆÉÇƳÃÔÆƚÙÍÌ  configuration:

ÓÅÔ ./$%ʍ%.6ˮÃÔÆ     ʢ ÏÎ 7ÉÎÄÏ×Ó
ÅØÐÏÒÔ ./$%ʍ%.6ˮÃÔÆ  ʢ ÏÎ ,ÉÎÕØ

ÎÐÍ ÓÔÁÒÔ

O n Linux you can also pass the  ./$%ʍ%.6  in directly in a single com m and

./$%ʍ%.6ˮÃÔÆ ÎÐÍ ÓÔÁÒÔ

W hen running the application as a Docker container instead execute

ÄÏÃËÅÒ ÒÕÎ ƜÄ ƜÅ ʏ./$%ʍ%.6ˮÃÔÆʏ ƜÐ ʨʣʣʣƙʨʣʣʣ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ

The  ÃÔÆƚÙÍÌ  configuration furtherm ore hides the G itHub ribbon in the top right corner of the screen. It also hides
all hints from  the score board. Instead it will m ake the solved-labels on the score board clickable which results in
the corresponding "challenge solved!"-notification being repeated. This can be useful in case you forgot to copy a
flag code before closing the corresponding notification.
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O verriding the  ÃÔÆƚËÅÙ 

Juice Shop uses the content of the provided  ÃÔÆƚËÅÙ  file as the secret com ponent of the generated CTF flag
codes. If you want to m ake sure that your flag codes are not the sam e for every hosted CTF event, you need to
override that secret key.

The sim plest way to do so, is by providing an alternative secret key via the  #4&ʍ+%9  environm ent variable:

ÓÅÔ #4&ʍ+%9ˮØØØØØØØØØØØØØØØ     ʢ ÏÎ 7ÉÎÄÏ×Ó
ÅØÐÏÒÔ #4&ʍ+%9ˮØØØØØØØØØØØØØØØ  ʢ ÏÎ ,ÉÎÕØ

or when using Docker

ÄÏÃËÅÒ ÒÕÎ ƜÄ ƜÅ ʏ#4&ʍ+%9ˮØØØØØØØØØØØØØØØʏ ƜÅ ʏ./$%ʍ%.6ˮÃÔÆʏ ƜÐ ʨʣʣʣƙʨʣʣʣ ÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐ

CTF event infrastructure
The pivotal point of any Jeopardy-style CTF event is a central score-tracking server. It m anages the status of the
CTF, typically including

registration dialogs for team s and users
leader board of users/team s participating in the event
challenge board with the open/solved hacking tasks and their score value
which challenges have been solved already and by whom

Apart from  the score-tracking server, each participant m ust have their own instance of O W ASP Juice Shop. As
explained in the Single-user restriction section, having a shared instance for each team  is strongly discouraged,
because Juice Shop is program m ed as a single-user application. It is absolutely im portant that all Juice Shop
instances participating in a CTF use the sam e secret key to generate their CTF flag codes. The score server
m ust be set up accordingly to accept exactly those flag codes for solving the hacking challenges and allocating
their score to the first team /user that solved it.

As long as the flag code key is identical for all of them , it does not m atter which run option for the Juice Shop
each participant uses: Local Node.js, Docker container or Heroku/Am azon EC2 instances all work fine as they
are independently running anyway! There is no runtim e dependency to the score server either, as participants
sim ply enter the flag code they see upon solving a challenge m anually som ewhere on the score server's user
interface, typically via their browser:
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Setting up CTF score servers for Juice Shop
Juice Shop com es with the convenient  ÊÕÉÃÅƜÓÈÏÐƜÃÔÆƜÃÌÉ  tool to to sim plify the hosting of CTFs using popular
open source fram eworks or gam e servers. This can significantly speed up your setup tim e for an event, because
things like using the sam e secret key for the flag codes are taken care of m ostly autom atic.

G enerating challenge im port files w ith  ÊÕÉÃÅƜÓÈÏÐƜÃÔÆƜÃÌÉ 

The  ÊÕÉÃÅƜÓÈÏÐƜÃÔÆƜÃÌÉ  is a sim ple com m and line tool, which will generate a file com patible with your chosen CTF
fram ework's data backup form at. This can be im ported to populate its database and generate m irror im ages of all
current Juice Shop challenges on the score server. The following instructions were written for v6.0.0 of  ÊÕÉÃÅƜ
ÓÈÏÐƜÃÔÆƜÃÌÉ .

To install  ÊÕÉÃÅƜÓÈÏÐƜÃÔÆƜÃÌÉ  you need to have Node.js 8.x or higher installed. Sim ply execute

ÎÐÍ ÉÎÓÔÁÌÌ ƜÇ ÊÕÉÃÅƜÓÈÏÐƜÃÔÆƜÃÌÉ

and then run the tool with

ÊÕÉÃÅƜÓÈÏÐƜÃÔÆ

The tool will now ask a series of questions. All questions have default answers available which you can choose
by sim ply hitting  %.4%2 .
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1. CTF fram ew ork to generate data for? O ffers a selectable choice between the supported CTF fram eworks,
which for v6.0.0 are

 #4&Ä ʧƚØ  which is a very well-written and stable piece of O pen Source Software. This is the default
choice.
 #4&Ä ʦƚØ  requiring a slightly different data form at than the newer 2.x version. (:zap: This option will be
rem oved in a future m ajor release!)
 &"#4&  from  Facebook which is visually m ore advanced though not as frequently updated at CTFd.

2. Juice Shop URL to retrieve challenges? URL of a running Juice Shop server where the tool will retrieve
the existing challenges from  via the  ƳÁÐÉƳ#ÈÁÌÌÅÎÇÅÓ  API. Defaults to  ÈÔÔÐÓƙƳƳÊÕÉÃÅƜÓÈÏÐƚÈÅÒÏËÕÁÐÐƚÃÏÍ  which
always hosts the latest official released version of O W ASP Juice Shop.

3. Secret key URL to ctf.key file? Either a secret key to use for the CTF flag codes or a URL to a file
containing such a key. Defaults to  ÈÔÔÐÓƙƳƳÒÁ×ƚÇÉÔÈÕÂÕÓÅÒÃÏÎÔÅÎÔƚÃÏÍƳÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐƳÍÁÓÔÅÒƳÃÔÆƚËÅÙ  which
is the key file provided with the latest official O W ASP Juice Shop release. See O verriding the  ÃÔÆƚËÅÙ  for
m ore inform ation.

4. URL to country-m apping.ym l file? URL of a m apping configuration of challenges to countries, which is
only asked when  &"#4&  was selected. Defaults to  ÈÔÔÐÓƙƳƳÒÁ×ƚÇÉÔÈÕÂÕÓÅÒÃÏÎÔÅÎÔƚÃÏÍƳÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜ
ÓÈÏÐƳÍÁÓÔÅÒƳÃÏÎÆÉÇƳÆÂÃÔÆƚÙÍÌ 

5. Insert a text hint along w ith each challenge? O ffers a selectable choice between
 .Ï ÔÅØÔ ÈÉÎÔÓ  will not add any hint texts to the challenges. This is the default choice.
 &ÒÅÅ ÔÅØÔ ÈÉÎÔÓ  will add the  #ÈÁÌÌÅÎÇÅƚÈÉÎÔ  property from  the Juice Shop database as hint to the
corresponding challenge on the CTF score server. Viewing this hint is free.
 0ÁÉÄ ÔÅØÔ ÈÉÎÔÓ  adds a hint per challenge like described above. Viewing this hint costs the team  10%  of
that challenge's score value.

6. Insert a hint URL along w ith each challenge? O ffers a selectable choice between
 .Ï ÈÉÎÔ 52,Ó  will not add any hint URLs to the challenges. This is the default choice.
 &ÒÅÅ ÈÉÎÔ 52,Ó  will add the  #ÈÁÌÌÅÎÇÅƚÈÉÎÔ5ÒÌ  property from  the Juice Shop database as a hint to the
corresponding challenge on the CTF score server. Viewing this hint is free.
 0ÁÉÄ ÈÉÎÔ 52,Ó  adds a hint per challenge like described above. Viewing this hint costs the team  20%  of
that challenge's score value.

The category of each challenge is identical to its category in the Juice Shop database. The score value of each
challenge is calculated by the  ÊÕÉÃÅƜÓÈÏÐƜÃÔÆƜÃÌÉ  program  as follows:

1-:star: challenge = 100 points
2-:star: challenge = 250 points
3-:star: challenge = 450 points
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4-:star: challenge = 700 points
5-:star: challenge = 1000 points
6-:star: challenge = 1350 points

The generated output of the tool will finally be written into in the folder the program  was started in. By default the
output files are nam ed  /7!30ʍ*ÕÉÃÅʍ3ÈÏÐƚ9999Ɯ--Ɯ$$ƚ#4&ÄʧƚÚÉÐ ,  /7!30ʍ*ÕÉÃÅʍ3ÈÏÐƚ9999Ɯ--Ɯ$$ƚ#4&ÄƚÚÉÐ  or
 /7!30ʍ*ÕÉÃÅʍ3ÈÏÐƚ9999Ɯ--Ɯ$$ƚ&"#4&ƚÊÓÏÎ  depending on your initial fram ework choice.

O ptionally you can choose the nam e of the output file with the  ƜƜÏÕÔÐÕÔ  param eter on startup:

ÊÕÉÃÅƜÓÈÏÐƜÃÔÆ ƜƜÏÕÔÐÕÔ ÃÈÁÌÌÅÎÇÅÓƚÏÕÔ

Non-interactive generator m ode

Instead of answering questions in the CLI you can also provide your desired configuration in a file with the
following straightforward form at:

ÃÔÆ&ÒÁÍÅ×ÏÒËƙ #4&Ä ʧƚØ ƴ #4&Ä ʦƚØ ƴ &"#4&
ÊÕÉÃÅ3ÈÏÐ5ÒÌƙ ÈÔÔÐÓƙƳƳÊÕÉÃÅƜÓÈÏÐƚÈÅÒÏËÕÁÐÐƚÃÏÍ
ÃÔÆ+ÅÙƙ ÈÔÔÐÓƙƳƳÒÁ×ƚÇÉÔÈÕÂÕÓÅÒÃÏÎÔÅÎÔƚÃÏÍƳÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐƳÍÁÓÔÅÒƳÃÔÆƚËÅÙ ʢ ÃÁÎ ÁÌÓÏ ÂÅ ÁÃÔÕÁÌ ËÅÙ ÉÎÓÔÅÁÄ 52,
ÃÏÕÎÔÒÙ-ÁÐÐÉÎÇƙ ÈÔÔÐÓƙƳƳÒÁ×ƚÇÉÔÈÕÂÕÓÅÒÃÏÎÔÅÎÔƚÃÏÍƳÂËÉÍÍÉÎÉÃÈƳÊÕÉÃÅƜÓÈÏÐƳÍÁÓÔÅÒƳÃÏÎÆÉÇƳÆÂÃÔÆƚÙÍÌ ʢ ÉÇÎÏÒÅÄ ÆÏÒ #4&Ä
ÉÎÓÅÒÔ(ÉÎÔÓƙ ÎÏÎÅ ƴ ÆÒÅÅ ƴ ÐÁÉÄ
ÉÎÓÅÒÔ(ÉÎÔ5ÒÌÓƙ ÎÏÎÅ ƴ ÆÒÅÅ ƴ ÐÁÉÄ ʢ ÏÐÔÉÏÎÁÌ ÆÏÒ &"#4&

You can then pass this YAM L file into the CLI the generator with the  ƜƜÃÏÎÆÉÇ  param eter:

ÊÕÉÃÅƜÓÈÏÐƜÃÔÆ ƜƜÃÏÎÆÉÇ ÍÙÃÏÎÆÉÇƚÙÍÌ

As in interactive m ode, you can also choose the nam e of the output file with the  ƜƜÏÕÔÐÕÔ  param eter:

ÊÕÉÃÅƜÓÈÏÐƜÃÔÆ ƜƜÃÏÎÆÉÇ ÍÙÃÏÎÆÉÇƚÙÍÌ ƜƜÏÕÔÐÕÔ ÃÈÁÌÌÅÎÇÅÓƚÏÕÔ

Running CTFd

This setup guide assum es that you use CTFd 2.x, 1.1.x or 1.2.x. To apply the generated  ƚÚÉÐ , follow the steps
describing your preferred CTFd run-m ode below.

Local server setup
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1. G et CTFd with  ÇÉÔ ÃÌÏÎÅ ÈÔÔÐÓƙƳƳÇÉÔÈÕÂƚÃÏÍƳ#4&ÄƳ#4&ÄƚÇÉÔ .
2. Run  ÇÉÔ ÃÈÅÃËÏÕÔ ÔÁÇÓƳ˱ÖÅÒÓÉÏÎ˲  to retrieve version 2.x, 1.1.x or 1.2.x.
3. Perform  steps 1 and 3 from  the CTFd installation instructions.
4. Browse to your CTFd instance UI (by default http://127.0.0.1:4000) and create an adm in user and CTF

nam e.
5. G o to the section Adm in > Config > Backup and choose Im port
6. Select the generated  ƚÚÉÐ  file and m ake sure only the Challenges box is ticket. Press Im port.
7. (O nly for CTFd 2.x) Dism iss the potential  )ÎÔÅÒÎÁÌ 3ÅÒÖÅÒ %ÒÒÏÒ  alert popup after im port and restart your

CTFd server.
8. (O nly for CTFd 2.x) Repeat the initial setup from  step 4. to regain access to the CTF now pre-populated with

the Juice Shop challenges.

Docker container setup

1. Setup Docker host and Docker com pose.
2. Follow all steps from  the CTFd Docker setup to install Docker, download the source code, create containers

(for 2.x, 1.1.x or 1.2.x) and start them .
3. After running  ÄÏÃËÅÒƜÃÏÍÐÏÓÅ ÕÐ  from  previous step, you should be able to browse to your CTFd instance UI

( ˱ ˱ÄÏÃËÅÒ ÈÏÓÔ )0˲˲ƙʭʣʣʣ  by default) and create an adm in user and CTF nam e.
4. Follow the steps 5-8 from  the Default setup described above.

Non-production Docker im age

1. Install Docker
2. Run  ÄÏÃËÅÒ ÐÕÌÌ ÃÔÆÄƳÃÔÆÄƙ˱ÖÅÒÓÉÏÎ˲  the retrieve tag 2.x, 1.1.x or 1.2.x
3. Execute  ÄÏÃËÅÒ ÒÕÎ ƜƜÒÍ ƜÐ ʭʣʣʣƙʭʣʣʣ ÃÔÆÄƳÃÔÆÄƙ˱ÖÅÒÓÉÏÎ˲  to run 2.x, 1.1.x or 1.2.x
4. Follow the steps 5-8 from  the Default setup described above

O nce you have CTFd up and running, you should see all the created data in the Challenges tab:
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Running FBCTF

Please note that Facebook does not publish any versioned releases of FBCTF. They recom m end to use the
 ÍÁÓÔÅÒ -branch content from  G itHub (https://github.com /facebook/fbctf) in all their setup m ethods. There is also
no official im age on Docker Hub for FBCTF.

1. Follow any of the options described in the FBCTF Q uick Setup G uide.
2. Browse to your FBCTF instance UI.
3. Click the Controls tab under the G am e Adm in panel.
4. Choose Im port Full G am e and select the generate  ƚÊÓÏÎ  file.

The following screenshots were taken during a CTF event where Facebook's gam e server was used. Juice Shop
instances were running in a Docker cluster and individually assigned to a participant via a load balancer.
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Using other CTF fram ew orks
CTFd and FBCTF are not the only possible score servers you can use. O pen Source alternatives are for exam ple
M ellivora or NightShade. You can find a nicely curated list of CTF platform s and related tools & resources in
Awesom e CTF on G itHub.

All these platform s have one thing in com m on: Unless you write a dedicated  ÌÉÂƳÇÅÎÅÒÁÔÏÒÓƳ -file , you have to
set up the challenges inside them  m anually on your own. O f course you can choose aspects like score per
challenge, description etc. like you want. For the CTF to actually work there is only one m andatory prerequisite:

The flag code for each challenge m ust be declared as the result of

(-!#ʍ3(!ʦƽÃÔÆ+ÅÙƗ ÃÈÁÌÌÅÎÇÅƚÎÁÍÅƾ

with  ÃÈÁÌÌÅÎÇÅƚÎÁÍÅ  being the  ÎÁÍÅ  colum n of the  #ÈÁÌÌÅÎÇÅÓ  table in the Juice Shop's underlying database. The
 ÃÔÆ+ÅÙ  has been described in the O verriding the  ÃÔÆƚËÅÙ  section above.

Feel free to use the im plem entation within  ÊÕÉÃÅƜÓÈÏÐƜÃÔÆƜÃÌÉ  as an exam ple:

ÖÁÒ ÊÓ3(! ˮ ÒÅÑÕÉÒÅƽʎÊÓÓÈÁʎƾ

ÆÕÎÃÔÉÏÎ ÈÍÁÃ3ÈÁʦ ƽÓÅÃÒÅÔ+ÅÙƗ ÔÅØÔƾ ǅ
  ÖÁÒ ÓÈÁ/ÂÊ ˮ ÎÅ× ÊÓ3(!ƽʎ3(!ƜʦʎƗ ʎ4%84ʎƾ
  ÓÈÁ/ÂÊƚÓÅÔ(-!#+ÅÙƽÓÅÃÒÅÔ+ÅÙƗ ʎ4%84ʎƾ
  ÓÈÁ/ÂÊƚÕÐÄÁÔÅƽÔÅØÔƾ
  ÒÅÔÕÒÎ ÓÈÁ/ÂÊƚÇÅÔ(-!#ƽʎ(%8ʎƾ
ǆ

In cryptography, a keyed-hash m essage authentication code (HM AC) is a specific type of m essage
authentication code (M AC) involving a cryptographic hash function and a secret cryptographic key. It m ay
be used to sim ultaneously verify both the data integrity and the authentication of a m essage, as with any
M AC. Any cryptographic hash function, such as M D5 or SHA-1, m ay be used in the calculation of an
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HM AC; the resulting M AC algorithm  is term ed HM AC-M D5 or HM AC-SHA1 accordingly. The cryptographic
strength of the HM AC depends upon the cryptographic strength of the underlying hash function, the size of
its hash output, and on the size and quality of the key.

An iterative hash function breaks up a m essage into blocks of a fixed size and iterates over them  with a
com pression function. For exam ple, M D5 and SHA-1 operate on 512-bit blocks. The size of the output of
HM AC is the sam e as that of the underlying hash function (128 or 160 bits in the case of M D5 or SHA-1,
respectively), although it can be truncated if desired.

HM AC does not encrypt the m essage. Instead, the m essage (encrypted or not) m ust be sent alongside the
HM AC hash. Parties with the secret key will hash the m essage again them selves, and if it is authentic, the
received and com puted hashes will m atch.

Com m ercial use disclaim er
Bear in m ind: W ith the increasing num ber of challenge solutions (this book included) available on the Internet it
m ight not be wise to host a professional CTF for prize m oney with O W ASP Juice Shop!

. https://en.wikipedia.org/wiki/Capture_the_flag#Com puter_security 

. https://en.wikipedia.org/wiki/Hash-based_m essage_authentication_code 
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<# Part II - Challen>ge hunting

This part of the book can be read from  end to end as a hacking guide. Used in that way you will be walked
through various types of web vulnerabilities and learn how to exploit their occurrences in the Juice Shop
application. Alternatively you can start hacking the Juice Shop on your own and use this part sim ply as a
reference and source of hints in case you get stuck at a particular challenge.

In case you want to look up hints for a particular challenge, the following tables lists all challenges of the O W ASP
Juice Shop grouped by their difficulty and in the sam e order as thery appear on the Score Board.

The challenge hints found in this release of the com panion guide are com patible with v8.5.0 of O W ASP Juice
Shop.

Trivial Challenges (  )

Challenge Description Hints Solution

Confidental
Docum ent Access a confidential docum ent.

Error Handling Provoke an error that is not very gracefully handled.

Privacy Policy
Tier 1 Read our privacy policy.

Redirects Tier 1 Let us redirect you to a donation site that went out of
business.

Repetitive
Registration Follow the DRY principle while registering a user.

Score Board Find the carefully hidden 'Score Board' page.

XSS Tier 0 Perform  a reflected XSS attack with  ˱ ÉÆÒÁÍÅ
ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲ .

XSS Tier 1 Perform  a DO M  XSS attack with  ˱ ÉÆÒÁÍÅ
ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲ .

Zero Stars G ive a devastating zero-star feedback to the store.

Easy Challenges (  )

Challenge Description Hints Solution

Adm in
Section Access the adm inistration section of the store.

Basket
Access Tier
1

View another user's shopping basket.

Deprecated
Interface

Use a deprecated B2B interface that was not properly shut
down.

Five-Star
Feedback G et rid of all 5-star custom er feedback.

Login Adm in Log in with the adm inistrator's user account.

Login M C Log in with M C SafeSearch's original user credentials without
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SafeSearch applying SQ L Injection or any other bypass.

Password
Strength

Log in with the adm inistrator's user credentials without previously
changing them  or applying SQ L Injection.

Security
Policy Behave like any "white hat" should

W eird Crypto Inform  the shop about an algorithm  or library it should definitely
not use the way it does.

XSS Tier 1.5 Perform  an XSS attack with  ˱ ÓÃÒÉÐÔ˲ÁÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲  on a
legacy page within the application.

M edium  Challenges (  )

Challenge Description Hints Solution

Adm in
Registration G et registered as adm in user.

Basket
Access Tier
2

Put an additional product into another user's shopping basket.

CAPTCHA
Bypass Tier
1

Subm it 10 or m ore custom er feedbacks within 10 seconds.

Forged
Feedback Post som e feedback in another users nam e.

Forged
Review

Post a product review as another user or edit any user's existing
review.

Login Am y
Log in with Am y's original user credentials. (This could take 93.83
billion trillion trillion centuries to brute force, but luckily she did not
read the "O ne Im portant Final Note")

Login
Bender Log in with Bender's user account.

Login Jim Log in with Jim 's user account.

Payback
Tim e Place an order that m akes you rich.

Privacy
Policy Tier
2

Prove that you actually read our privacy policy.

Product
Tam pering

Change the  ÈÒÅÆ  of the link within the O -Saft product description
into http://kim m inich.de.

Reset
Bjoern's
Password
Tier 1

Reset the password of Bjoern's O W ASP account via the Forgot
Password m echanism  with the truthful answer to his security
question.

Reset Jim 's
Password

Reset Jim 's password via the Forgot Password m echanism  with
the truthful answer to his security question.

Upload Size Upload a file larger than 100 kB.

Upload
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Type

XSS Tier 2
Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ
ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  bypassing a client-side security
m echanism .

XSS Tier 3
Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ
ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  without using the frontend
application at all.

XXE Tier 1 Retrieve the content of  #ƙʌ7ÉÎÄÏ×ÓʌÓÙÓÔÅÍƚÉÎÉ  or  ƳÅÔÃƳÐÁÓÓ×Ä  from
the server.

Hard Challenges (  )

Challenge Description Hints Solution

Access Log G ain access to any access log file of the server.

Christm as
Special O rder the Christm as special offer of 2014.

DLP Failure
Tier 1

Identify an unsafe product that was rem oved from  the shop
and inform  the shop which ingredients are dangerous.

Easter Egg
Tier 1 Find the hidden easter egg.

Easter Egg
Tier 2

Apply som e advanced cryptanalysis to find the real easter
egg.

Expired
Coupon Successfully redeem  an expired cam paign coupon code.

Forgotten
Developer
Backup

Access a developer's forgotten backup file.

Forgotten
Sales Backup Access a salesm an's forgotten backup file.

Login Bjoern
Log in with Bjoern's G m ail account without previously
changing his password, applying SQ L Injection, or hacking his
G oogle account.

Lost in
Recycling

Find an old Recycle request and inform  the shop about its
unusual address. (M ention the entire delivery or pickup
address in your com m ent)

M isplaced
Signature File Access a m isplaced SIEM  signature file.

NoSQ L
Injection Tier 1

Let the server sleep for som e tim e. (It has done m ore than
enough hard work for you)

NoSQ L
Injection Tier 2 Update m ultiple product reviews at the sam e tim e.

Redirects Tier
2 W herever you go, there you are.

Reset Bender's
Password

Reset Bender's password via the Forgot Password
m echanism  with the truthful answer to his security question.

Steganography Rat out a notorious character hiding in plain sight in the shop.
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Steganography
Tier 1

Rat out a notorious character hiding in plain sight in the shop.
(M ention the exact nam e of the character)

Typosquatting
Tier 1

Inform  the shop about a typosquatting trick it has becom e
victim  of. (M ention the exact nam e of the culprit)

User
Credentials Retrieve a list of all user credentials via SQ L Injection

Vulnerable
Library

Inform  the shop about a vulnerable library it is using. (M ention
the exact library nam e and version in your com m ent)

XSS Tier 4
Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ
ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  bypassing a server-side security
m echanism .

XSS Tier 5 Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ
ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  through an HTTP header.

Dreadful Challenges (  )

Challenge Description Hints Solution

Blockchain
Tier 1 Learn about the Token Sale before its official announcem ent.

Change
Bender's
Password

Change Bender's password into slurm Cl4ssic without using
SQ L Injection.

DLP Failure
Tier 2

Dum pster dive the Internet for a leaked password and log in to
the original user account it belongs to. (Creating a new account
with the sam e password does not qualify as a solution.)

Em ail Leak Perform  an unwanted inform ation disclosure by accessing data
cross-dom ain.

Extra
Language Retrieve the language file that never m ade it into production.

JW T Issues
Tier 1

Forge an essentially unsigned JW T token that im personates the
(non-existing) user jwtn3d@ juice-sh.op.

Login CISO Exploit O Auth 2.0 to log in with the Chief Inform ation Security
O fficer's user account.

NoSQ L
Injection Tier
3

All your orders are belong to us!

RCE Tier 1 Perform  a Rem ote Code Execution that would keep a less
hardened application busy forever.

Reset
Bjoern's
Password
Tier 2

Reset the password of Bjoern's internal account via the Forgot
Password m echanism  with the truthful answer to his security
question.

Reset M orty's
Password

Reset M orty's password via the Forgot Password m echanism
with his obfuscated answer to his security question.

Retrieve
Blueprint

Deprive the shop of earnings by downloading the blueprint for
one of its products

Supply Chain Inform  the developm ent team  about a danger to som e of their
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Attack CVE of this vulnerability)

Typosquatting
Tier 2

Inform  the shop about a m ore sneaky instance of typosquatting
it fell for. (M ention the exact nam e of the culprit)

XXE Tier 2 G ive the server som ething to chew on for quite a while.

Diabolic Challenges (  )

Challenge Description Hints Solution

Arbitrary
File W rite O verwrite the Legal Inform ation file.

Forged
Coupon Forge a coupon code that gives you a discount of at least 80% .

Im aginary
Challenge

Solve challenge #999. Unfortunately, this challenge does not
exist.

JW T Issues
Tier 2

Forge an alm ost properly RSA-signed JW T token that
im personates the (non-existing) user rsa_lord@ juice-sh.op.

M ultiple
Likes Like any review at least three tim es as the sam e user.

Login
Support
Team

Log in with the support team 's original user credentials without
applying SQ L Injection or any other bypass.

Prem ium
Paywall Unlock Prem ium  Challenge to access exclusive content.

RCE Tier 2 Perform  a Rem ote Code Execution that occupies the server for a
while without using infinite loops.

SSRF Request a hidden resource on server through server.

SSTi Infect the server with m alware by abusing arbitrary com m and
execution.

XSS Tier 6 Em bed an XSS payload  ˱ ƳÓÃÒÉÐÔ˲˱ÓÃÒÉÐÔ˲ÁÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲  into
one of our m arketing collaterals.

Challenge Solutions
In case you are getting frustrated with a particular challenge, you can refer to Appendix - Challenge solutions
where you find explicit instructions how to successfully exploit each vulnerability. It is highly recom m ended to use
this option only as a last resort. You will learn a lot m ore from  hacking entirely on your own or relying only on the
hints in this part of the book.
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Finding the Score Board
In part 1 you were introduced to the Score Board and learned how it tracks your challenge hacking progress. You
also had a "happy path" tour through the Juice Shop application from  the perspective of a regular custom er
without m alicious intentions. But you never saw the Score Board, did you?

Challenges covered in this chapter

Challenge Difficulty

Find the carefully hidden 'Score Board' page.

Find the carefully hidden 'Score Board' page

W hy was the Score Board not visited during the "happy path" tour? Because there seem ed to be no link
anywhere in the application that would lead you there! You know that it m ust exist, which leaves two possible
explanations:

1. You m issed the link during the initial m apping of the application
2. There is a URL that leads to the Score Board but it is not hyperlinked to

Hints

Knowing it exists, you can sim ply guess what URL the Score Board m ight have.
Alternatively, you can try to find a reference or clue within the parts of the application that are not usually
visible in the browser
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Injection
Injection flaws allow attackers to relay m alicious code through an application to another system . These
attacks include calls to the operating system  via system  calls, the use of external program s via shell
com m ands, as well as calls to backend databases via SQ L (i.e., SQ L injection). W hole scripts written in
Perl, Python, and other languages can be injected into poorly designed applications and executed. Any
tim e an application uses an interpreter of any type there is a danger of introducing an injection vulnerability.

M any web applications use operating system  features and external program s to perform  their functions.
Sendm ail is probably the m ost frequently invoked external program , but m any other program s are used as
well. W hen a web application passes inform ation from  an HTTP request through as part of an external
request, it m ust be carefully scrubbed. O therwise, the attacker can inject special (m eta) characters,
m alicious com m ands, or com m and m odifiers into the inform ation and the web application will blindly pass
these on to the external system  for execution.

SQ L injection is a particularly widespread and dangerous form  of injection. To exploit a SQ L injection flaw,
the attacker m ust find a param eter that the web application passes through to a database. By carefully
em bedding m alicious SQ L com m ands into the content of the param eter, the attacker can trick the web
application into forwarding a m alicious query to the database. These attacks are not difficult to attem pt and
m ore tools are em erging that scan for these flaws. The consequences are particularly dam aging, as an
attacker can obtain, corrupt, or destroy database contents.

Injection vulnerabilities can be very easy to discover and exploit, but they can also be extrem ely obscure.
The consequences of a successful injection attack can also run the entire range of severity, from  trivial to
com plete system  com prom ise or destruction. In any case, the use of external calls is quite widespread, so
the likelihood of an application having an injection flaw should be considered high.

Challenges covered in this chapter

Challenge Difficulty

Log in with the adm inistrator's user account.

Log in with Bender's user account.

Log in with Jim 's user account.

O rder the Christm as special offer of 2014.

Find an old Recycle request and inform  the shop about its unusual address. (M ention the
entire delivery or pickup address in your com m ent)

Let the server sleep for som e tim e. (It has done m ore than enough hard work for you)

Update m ultiple product reviews at the sam e tim e.

Retrieve a list of all user credentials via SQ L Injection.

All your orders are belong to us!

Infect the server with m alware by abusing arbitrary com m and execution.

1
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Reconnaissance advice

Instead of trying random  attacks or go through an attack pattern list, it is a good idea to find out if and where a
vulnerability exists, first. By injecting a payload that should typically break an underlying SQ L query (e.g.  ʎ  or
 ʎƘ ) you can analyze how the behaviour differs from  regular use. M aybe you can even provoke an error where
the application leaks details about the query structure and schem a details like table or colum n nam es. Do not
m iss this opportunity.

Log in w ith the adm inistrator's user account

W hat would a vulnerable web application be without an adm inistrator user account whose (supposedly) privileged
access rights a successful hacker can abuse?

Hints

The challenge description probably gave away what form  you should attack.
If you happen to know the em ail address of the adm in already, you can launch a targeted attack.
You m ight be lucky with a dedicated attack pattern even if you have no clue about the adm in em ail address.
If you harvested the adm in's password hash, you can of course try to attack that instead of using SQ L
Injection.
Alternatively you can solve this challenge as a com bo with the Log in with the adm inistrator's user
credentials without previously changing them  or applying SQ L Injection challenge.

Log in w ith Bender's user account

Bender is a regular custom er, but m ostly hangs out in the Juice Shop to troll it for its lack of alcoholic beverages.

Hints

The challenge description probably gave away what form  you should attack.
You need to know (or sm art-guess) Bender's em ail address so you can launch a targeted attack.
In case you try som e other approach than SQ L Injection, you will notice that Bender's password hash is not
very useful.

Log in w ith Jim 's user account

Jim  is a regular custom er. He prefers juice from  fruits that no m an has ever tasted before.

Hints

The challenge description probably gave away what form  you should attack.
You need to know (or sm art-guess) Jim 's em ail address so you can launch a targeted attack.
If you harvested Jim 's password hash, you can try to attack that instead of using SQ L Injection.

O rder the Christm as special offer of 2014

Blind SQ L (Structured Q uery Language) injection is a type of SQ L Injection attack that asks the database
true or false questions and determ ines the answer based on the applications response. This attack is often
used when the web application is configured to show generic error m essages, but has not m itigated the
code that is vulnerable to SQ L injection.
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W hen an attacker exploits SQ L injection, som etim es the web application displays error m essages from  the
database com plaining that the SQ L Q uery's syntax is incorrect. Blind SQ L injection is nearly identical to
norm al SQ L Injection, the only difference being the way the data is retrieved from  the database. W hen the
database does not output data to the web page, an attacker is forced to steal data by asking the database
a series of true or false questions. This m akes exploiting the SQ L Injection vulnerability m ore difficult, but
not im possible.

To solve this challenge you need to order a product that is not supposed to be available any m ore.

Hints

Find out how the application hides deleted products from  its custom ers.
Try to craft an attack string that m akes deleted products visible again.
You need to get the deleted product into your shopping cart and trigger the Checkout.
Neither of the above can be achieved through the application frontend and it m ight even require Blind SQ L
Injection.

Find an old Recycle request and inform  the shop about its unusual
address

 TO DO

Hints

 TO DO

Let the server sleep for som e tim e

NoSQ L databases provide looser consistency restrictions than traditional SQ L databases. By requiring
fewer relational constraints and consistency checks, NoSQ L databases often offer perform ance and
scaling benefits. Yet these databases are still potentially vulnerable to injection attacks, even if they aren't
using the traditional SQ L syntax. Because these NoSQ L injection attacks m ay execute within a procedural
language, rather than in the declarative SQ L language, the potential im pacts are greater than traditional
SQ L injection.

NoSQ L database calls are written in the application's program m ing language, a custom  API call, or
form atted according to a com m on convention (such as XM L, JSO N, LINQ , etc). M alicious input targeting
those specifications m ay not trigger the prim arily application sanitization checks. For exam ple, filtering out
com m on HTM L special characters such as  ˱  ˲ Ÿ Ƙ  will not prevent attacks against a JSO N API, where
special characters include  Ƴ ǅ ǆ ƙ .

There are now over 150 NoSQ L databases available for use within an application, providing APIs in a
variety of languages and relationship m odels. Each offers different features and restrictions. Because there
is not a com m on language between them , exam ple injection code will not apply across all NoSQ L
databases. For this reason, anyone testing for NoSQ L injection attacks will need to fam iliarize them selves
with the syntax, data m odel, and underlying program m ing language in order to craft specific tests.

NoSQ L injection attacks m ay execute in different areas of an application than traditional SQ L injection.
W here SQ L injection would execute within the database engine, NoSQ L variants m ay execute during
within the application layer or the database layer, depending on the NoSQ L API used and data m odel.

4
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Typically NoSQ L injection attacks will execute where the attack string is parsed, evaluated, or
concatenated into a NoSQ L API call.

This challenge is about giving the server the chance to catch a breath by putting it to sleep for a while, m aking it
essentially a stripped-down denial-of-service attack challenge.

In a denial-of-service (DoS) attack, an attacker attem pts to prevent legitim ate users from  accessing
inform ation or services. By targeting your com puter and its network connection, or the com puters and
network of the sites you are trying to use, an attacker m ay be able to prevent you from  accessing em ail,
websites, online accounts (banking, etc.), or other services that rely on the affected com puter.

Hints

As stated in the Architecture overview, O W ASP Juice Shop uses a M ongoDB derivate as its NoSQ L
database.
The categorization into the NoSQ L Injection category totally gives away the expected attack vector for this
challenge. Trying any others will not solve the challenge, even if they m ight yield the sam e result.
In particular, flooding the application with requests will not solve this challenge. That would probably just kill
your server instance.

Update m ultiple product review s at the sam e tim e

The UI and API only offer ways to update individual product reviews. This challenge is about m anipulating an
update so that it will affect m ultiple reviews are the sam e tim e.

Hints

This challenge requires a classic Injection attack.
Take a close look on how the equivalent of UPDATE-statem ents in M ongoDB work.
It is also worth looking into how Q uery O perators work in M ongoDB.

Retrieve a list of all user credentials via SQ L Injection

This challenge explains how a considerable num ber of com panies were affected by data breaches without
anyone breaking into the server room  or sneaking out with a USB stick full of sensitive inform ation. G iven your
application is vulnerable to a certain type of SQ L Injection attacks, hackers can have the sam e effect while
com fortably sitting in a caf® with free W iFi.

Hints

Try to find an endpoint where you can influence data being retrieved from  the server.
Craft a  5.)/. 3%,%#4  attack string to join data from  another table into the original result.
You m ight have to tackle som e query syntax issues step-by-step, basically hopping from  one error to the
next
As with O rder the Christm as special offer of 2014 this cannot be achieved through the application frontend
but involves som e Blind SQ L Injection instead.

All your orders are belong to us

 TO DO

2

3
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Hints

 TO DO

Infect the server w ith m alw are by abusing arbitrary com m and execution

 TO DO

Hints

. https://www.owasp.org/index.php/Injection_Flaws 

. https://www.owasp.org/index.php/Testing_for_NoSQ L_injection 

. https://www.us-cert.gov/ncas/tips/ST04-015 

. https://www.owasp.org/index.php/Blind_SQ L_Injection 

1
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Broken Authentication

Challenges covered in this chapter

Challenge Difficulty

Log in with the adm inistrator's user credentials without previously changing them  or applying
SQ L Injection.

Reset the password of Bjoern's O W ASP account via the Forgot Password m echanism  with
the truthful answer to his security question.

Reset Jim 's password via the Forgot Password m echanism  with the truthful answer to his
security question.

Change Bender's password into slurm Cl4ssic without using SQ L Injection.

Log in with Bjoern's G m ail account without previously changing his password, applying SQ L
Injection, or hacking his G oogle account.

Reset Bender's password via the Forgot Password m echanism  with the truthful answer to his
security question.

Exploit O Auth 2.0 to log in with the Chief Inform ation Security O fficer's user account.

Reset the password of Bjoern's internal account via the Forgot Password m echanism  with
the truthful answer to his security question.

Inform  the developm ent team  about a danger to som e of their credentials. (Send them  the
URL of the original report or the CVE of this vulnerability)

Log in w ith the adm inistrator's user credentials w ithout previously
changing them  or applying SQ L Injection

You m ight have already solved this challenge along with Log in with the adm inistrator's user account if you chose
not to use SQ L Injection. This challenge can only be solved if you use the original password of the adm inistrator.
If you changed the password previously, do not despair: The original password will always be accepted to m ake
sure you can solve this challenge.

Hints

G uessing m ight work just fine.
If you harvested the adm in's password hash, you can try to attack that.
In case you use som e hacker tool, you can also go for a brute force attack using a generic password list

Reset the passw ord of Bjoern's O W ASP account via the Forgot Passw ord
m echanism

This challenge is not about any technical vulnerability. Instead it is about finding out the answer to user Bjoern's
chosen security question and use it to reset the password of his O W ASP account.
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M any website registrations use security questions for both password retrieval/reset and sign-in verification.
Som e also ask the sam e security questions when users call on the phone. Security questions are one
m ethod to verify the user and stop unauthorized access. But there are problem s with security questions.
W ebsites m ay use poor security questions that m ay have negative results:

The user canôt accurately rem em ber the answer or the answer changed, The question doesnôt work for the
user, The question is not safe and could be discovered or guessed by others. It is essential that we use
good questions. G ood security questions m eet five criteria. The answer to a good security question is:

Safe: cannot be guessed or researched
Stable: does not change over tim e
M em orable: can rem em ber
Sim ple: is precise, easy, consistent
M any: has m any possible answers

It is difficult to find questions that m eet all five criteria which m eans that som e questions are good, som e
fair, and m ost are poor. In reality, there are few  if any G O O D security questions. People share so m uch
personal inform ation on social m edia, blogs, and websites, that it is hard to find questions that m eet the
criteria above. In addition, m any questions are not applicable to som e people; for exam ple, what is your
oldest childôs nicknam e ï but you donôt have a child.

Hints

Hints to the answer to Bjoern's question can be found by looking him  up on the Internet.
M ore precisely, Bjoern m ight have accidentally (:stuck_out_tongue_winking_eye:) doxxed him self by
m entioning his security answer on at least one occasion where a cam era was running.
Brute forcing the answer m ight be very well possible with a sufficiently extensive list of com m on pet nam es.

Doxing (from  dox, abbreviation of docum ents) or doxxing is the Internet-based practice of researching and
broadcasting private or identifiable inform ation (especially personally identifiable inform ation) about an
individual or organization.

The m ethods em ployed to acquire this inform ation include searching publicly available databases and
social m edia websites (like Facebook), hacking, and social engineering. It is closely related to Internet
vigilantism  and hacktivism .

Doxing m ay be carried out for various reasons, including to aid law enforcem ent, business analysis, risk
analytics, extortion, coercion, inflicting harm , harassm ent, online sham ing, and vigilante justice.

Reset Jim 's passw ord via the Forgot Passw ord m echanism

This challenge is about finding the answer to user Jim 's security question.

Hints

The hardest part of this challenge is actually to find out who Jim  actually is
Jim  picked one of the worst security questions and chose to answer it truthfully
As Jim  is a celebrity, the answer to his question is quite easy to find in publicly available inform ation on the
internet
Even brute forcing the answer should be possible with the right kind of word list

1
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Change Bender's passw ord into slurm Cl4ssic w ithout using SQ L Injection
or Forgot Passw ord

This challenge can only be solved by changing the password of user Bender into slurm Cl4ssic. Using any sort of
SQ L Injection will not solve the challenge, even if the password is successfully changed in the process. Beating
Bender's security question to change his password also does not suffice to solve this challenge!

Hints

In previous releases of O W ASP Juice Shop this challenge was wrongly accused of being based on Cross-
Site Request Forgery).
It m ight also have been put into the W eak security m echanism s category.
Bender's current password is so strong that brute force, rainbow table or guessing attacks will probably not
work.

A rainbow table is a precom puted table for reversing cryptographic hash functions, usually for cracking
password hashes. Tables are usually used in recovering a plaintext password up to a certain length
consisting of a lim ited set of characters. It is a practical exam ple of a space/tim e trade-off, using less
com puter processing tim e and m ore storage than a brute-force attack which calculates a hash on every
attem pt, but m ore processing tim e and less storage than a sim ple lookup table with one entry per hash.
Use of a key derivation function that em ploys a salt m akes this attack infeasible.

Log in w ith Bjoern's G m ail account

The author of the O W ASP Juice Shop (and of this book) was bold enough to link his G oogle account to the
application. His account even ended up in the initial user records that are shipped with the Juice Shop for your
hacking pleasure!

If you do not see the Log in with G oogle button, do not despair! The hostnam e your Juice Shop is running on is
sim ply not configured in the O Auth integration with G oogle. The O Auth-related challenges are still solvable! It
m ight just take a little bit m ore detective work to find out how an O Auth login is handled.

You can always use the official dem o instance at http://dem o.owasp-juice.shop to play with G oogle login and
learn how it works there, then apply what you learned on your local instance.

Hints

There are essentially two ways to light up this challenge in green on the score board:
In case you, dear reader, happen to be Bjoern Kim m inich, just log in with your G oogle account to
autom atically solve this challenge! Congratulations!
Everybody else m ight want to take detailed look into how the O Auth login with G oogle is im plem ented.

It could bring you som e insight to register with your own G oogle account and analyze closely what happens
behind the scenes.
The security flaw behind this challenge is 100%  Juice Shop's fault and 0%  G oogle's.

The unrem arkable side note without hacking his G oogle account in the challenge description is not a joke.
Please do not try to break into Bjoern's (or anyone else's) G oogle account. This would be a crim inal act.

Reset Bender's passw ord via the Forgot Passw ord m echanism

3
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This challenge is about finding the answer to user Bender's security question. It is probably slightly harder to find
out than Jim 's answer.

Hints

If you have no idea who Bender is, please put down this book right now and watch the first episodes of
Futuram a before you com e back.
Unexpectedly, Bender also chose to answer his chosen question truthfully.
Hints to the answer to Bender's question can be found in publicly available inform ation on the Internet.
If a seem ingly correct answer is not accepted, you m ight just need to try som e alternative spelling.
Brute forcing the answer should be next to im possible.

Exploit O Auth 2.0 to log in w ith the CISO 's user account

You should expect a Chief Inform ation Security O fficer knows everything there is to know about password
policies and best practices. The Juice Shop CISO  took it even one step further and chose an incredibly long
random  password with all kinds of regular and special characters. G ood luck brute forcing that!

Hints

The challenge description already suggests that the flaw is to be found som ewhere in the O Auth 2.0 login
process.
W hile it is also possible to use SQ L Injection to log in as the CISO , this will not solve the challenge.
Try to utilize a broken convenience feature in your attack.

Reset the passw ord of Bjoern's internal account via the Forgot Passw ord
m echanism

This challenge is about finding the answer to the security question of Bjoern's internal user account  ÂÊÏÅÒÎʐÊÕÉÃÅƜ
ÓÈƚÏÐ .

Hints

O ther than with his O W ASP account, Bjoern was a bit less careless with his choice of security and answer to
his internal account.
Bjoern chose to answer his chosen question truthfully but tried to m ake it harder for attackers by applying
sort of a historical twist.
Again, hints to the answer to Bjoern's question can be found by looking him  up on the Internet.
Brute forcing the answer should be next to im possible.

Inform  the developm ent team  about a danger to som e of their credentials

A software supply chain attack is when an attacker gains access to a legitim ate software vendor and then
com prom ises either the software or update repository. This is done with the intention of installing a
backdoor, or other m alicious code, into the legitim ate software update provided by the vendor. As users
update their software, unwittingly falling victim  to the Trojanized update, they also install the em bedded
m alicious code.4
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 Please note that having the O W ASP Juice Shop installed on your com puter does not put you at any actual
risk! This challenge does neither install a backdoor or Trojan nor does it bring any other harm ful code to your
system !

Hints

The shop's end users are not the targets here. The developers of the shop are!
This is a research-heavy challenge which does not involve any actual hacking.
Solving Access a developer's forgotten backup file before attem pting this challenge will save you from  a lot
of frustration.

. http://goodsecurityquestions.com  

. https://en.wikipedia.org/wiki/Doxing 

. https://en.wikipedia.org/wiki/Rainbow_table 

. https://www.rsa.com /en-us/blog/2017-02/are-software-supply-chain-attacks-the-new-norm  
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Forgotten content
The challenges in this chapter are all about files or features that were sim ply forgotten and are com pletely
unprotected against access.

Challenges covered in this chapter

Challenge Difficulty

Let us redirect you to a donation site that went out of business.

Use a deprecated B2B interface that was not properly shut down.

Retrieve the language file that never m ade it into production.

Deprive the shop of earnings by downloading the blueprint for one of its products.

Let us redirect you to a donation site that w ent out of business

O ne of the sites that the Juice Shop accepted donations from  went out of business end of 2017.

Hints

W hen rem oving references to the site from  the code the developers have been a bit sloppy.
M ore particular, they have been sloppy in a way that even the Angular Com piler was not able to clean up
after them  autom atically.
It is of course not sufficient to just visit the donation site directly to solve the challenge.

Use a deprecated B2B interface that w as not properly shut dow n

The Juice Shop represents a classic Business-to-Consum er (B2C) application, but it also has som e enterprise
custom ers for which it would be inconvenient to order large quantities of juice through the webshop UI. For those
custom ers there is a dedicated B2B interface.

Hints

The old B2B interface was replaced with a m ore m odern version recently.
W hen deprecating the old interface, not all of its parts were cleanly rem oved from  the code base.
Sim ply using the deprecated interface suffices to solve this challenge. No attack or exploit is necessary.

Retrieve the language file that never m ade it into production

A project is internationalized when all of the projectôs m aterials and deliverables are consum able by an
international audience. This can involve translation of m aterials into different languages, and the
distribution of project deliverables into different countries.

Following this requirem ent O W ASP sets for all its projects, the Juice Shop's user interface is available in different
languages. O ne extra language is actually available that you will not find in the selection m enu.

1
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Hints

First you should find out how the languages are technically changed in the user interface.
G uessing will m ost definitely not work in this challenge.
You should rather choose between the following two ways to beat this challenge:

Apply brute force (and don't give up to quickly) to find it.
Investigate online what languages are actually available.

Deprive the shop of earnings by dow nloading the blueprint for one of its
products

W hy waste m oney for a product when you can just as well get your hands on its blueprint in order to m ake it
yourself?

Hints

The product you m ight want to give a closer look is the O W ASP Juice Shop Logo (3D-printed)
For your inconvenience the blueprint was not m isplaced into the sam e place like so m any others forgotten
files covered in this chapter

 If you are running the Juice Shop with a custom  them e and product inventory, the product to inspect will be a
different one. The tooltip on the Score Board will tell you which one to look into.

. https://www.owasp.org/index.php/O W ASP_2014_Project_Handbook#tab=Project_Requirem ents 1
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Roll your ow n Security

Challenges covered in this chapter

Challenge Difficulty

Read our privacy policy.

Behave like any "white hat" should.

Subm it 10 or m ore custom er feedbacks within 10 seconds.

Find the hidden easter egg.

Successfully redeem  an expired cam paign coupon code.

Access a developer's forgotten backup file.

Access a m isplaced SIEM  signature file.

W herever you go, there you are.

Read our privacy policy

A privacy policy is a statem ent or a legal docum ent (in privacy law) that discloses som e or all of the ways a
party gathers, uses, discloses, and m anages a custom er or client's data. It fulfills a legal requirem ent to
protect a custom er or client's privacy. Personal inform ation can be anything that can be used to identify an
individual, not lim ited to the person's nam e, address, date of birth, m arital status, contact inform ation, ID
issue, and expiry date, financial records, credit inform ation, m edical history, where one travels, and
intentions to acquire goods and services. In the case of a business it is often a statem ent that declares a
party's policy on how it collects, stores, and releases personal inform ation it collects. It inform s the client
what specific inform ation is collected, and whether it is kept confidential, shared with partners, or sold to
other firm s or enterprises. Privacy policies typically represent a broader, m ore generalized treatm ent, as
opposed to data use statem ents, which tend to be m ore detailed and specific.

The exact contents of a certain privacy policy will depend upon the applicable law and m ay need to
address requirem ents across geographical boundaries and legal jurisdictions. M ost countries have their
own legislation and guidelines of who is covered, what inform ation can be collected, and what it can be
used for. In general, data protection laws in Europe cover the private sector as well as the public sector.
Their privacy laws apply not only to governm ent operations but also to private enterprises and com m ercial
transactions.

Hints

W hen you work with the application you will m ost likely solve this challenge in the process
Any autom ated crawling or spidering tool you use m ight solve this challenge for you
There is no real hacking involved here

Behave like any "w hite hat" should

6
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The term  "white hat" in Internet slang refers to an ethical com puter hacker, or a com puter security expert,
who specializes in penetration testing and in other testing m ethodologies to ensure the security of an
organization's inform ation system s. Ethical hacking is a term  m eant to im ply a broader category than just
penetration testing. Contrasted with black hat, a m alicious hacker, the nam e com es from  W estern film s,
where heroic and antagonistic cowboys m ight traditionally wear a white and a black hat respectively.

Hints

This challenge asks you to act like an ethical hacker
As one of the good guys, would you just start attacking an application without consent of the owner?
You also m ight want to ready the security policy or any bug bounty program  that is in place

Subm it 10 or m ore custom er feedbacks w ithin 10 seconds

The Contact Us form  for custom er feedback contains a CAPTCHA to protect it from  being abused through
scripting. This challenge is about beating this autom ation protection.

A com pletely autom ated public Turing test to tell com puters and hum ans apart, or CAPTCHA, is a program
that allows you to distinguish between hum ans and com puters. First widely used by Alta Vista to prevent
autom ated search subm issions, CAPTCHAs are particularly effective in stopping any kind of autom ated
abuse, including brute-force attacks. They work by presenting som e test that is easy for hum ans to pass
but difficult for com puters to pass; therefore, they can conclude with som e certainty whether there is a
hum an on the other end.

For a CAPTCHA to be effective, hum ans m ust be able to answer the test correctly as close to 100 percent
of the tim e as possible. Com puters m ust fail as close to 100 percent of the tim e as possible.

Hints

You could prepare 10 browser tabs, solving every CAPTCHA and filling out the each feedback form . Then
you'd need to very quickly switch through the tabs and subm it the form s in under 10 seconds total.
Should the Juice Shop ever decide to change the challenge into "Subm it 100 or m ore custom er feedbacks
within 60 seconds" or worse, you'd probably have a hard tim e keeping up with any tab-switching approach.
Investigate closely how the CAPTCHA m echanism  works and try to find either a bypass or som e autom ated
way of solving it dynam ically.
W rap this into a script (in whatever program m ing language you prefer) that repeats this 10 tim es.

Find the hidden easter egg

An Easter egg is an intentional inside joke, hidden m essage, or feature in an interactive work such as a
com puter program , video gam e or DVD m enu screen. The nam e is used to evoke the idea of a traditional
Easter egg hunt.

Hints

If you solved one of the other four file access challenges, you already know where the easter egg is located
Sim ply reuse the trick that already worked for the files above

W hen you open the easter egg file, you m ight be a little disappointed, as the developers taunt you about not
having found the real easter egg! O f course finding that is a follow-up challenge to this one.

5

1

93



Successfully redeem  an expired cam paign coupon code

 TO DO

Hints

 TO DO

Access a developer's forgotten backup file

During an em ergency incident and the hotfix that followed, a developer accidentally pasted an application
configuration file into the wrong place. Downloading this file will not only solve the Access a developer's forgotten
backup file challenge but m ight also prove crucial in several other challenges later on.

Hints

Analyze and tam per with links in the application that deliver a file directly.
The file is not directly accessible because a security m echanism  prevents access to it.
You need to trick the security m echanism  into thinking that the file has a valid file type.
For this challenge there is only one approach to pull this trick.

Access a m isplaced SIEM  signature file.

Security inform ation and event m anagem ent (SIEM ) technology supports threat detection and security
incident response through the real-tim e collection and historical analysis of security events from  a wide
variety of event and contextual data sources. It also supports com pliance reporting and incident
investigation through analysis of historical data from  these sources. The core capabilities of SIEM
technology are a broad scope of event collection and the ability to correlate and analyze events across
disparate sources.

The m isplaced signature file is actually a rule file for Sigm a, a generic signature form at for SIEM  system s:

Sigm a is a generic and open signature form at that allows you to describe relevant log events in a straight
forward m anner. The rule form at is very flexible, easy to write and applicable to any type of log file. The
m ain purpose of this project is to provide a structured form  in which researchers or analysts can describe
their once developed detection m ethods and m ake them  shareable with others.

Sigm a is for log files what Snort is for network traffic and YARA is for files.

Hints

If you solved one of the other four file access challenges, you already know where the SIEM  signature file is
located
Sim ply reuse the trick that already worked for the files above

W herever you go, there you are

This challenge is undoubtedly the one with the m ost om inous description. It is actually a quote from  the com puter
gam e Diablo, which is shown on screen when the player activates a Holy Shrine. The shrine casts the spell
Phasing on the player, which results in teleportation to a random  location.

By now you probably m ade the connection: This challenge is about redirecting to a different location.

2
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Hints

You can find several places where redirects happen in the O W ASP Juice Shop
The application will only allow you to redirect to whitelisted URLs
Tam pering with the redirect m echanism  m ight give you som e valuable inform ation about how it works under
to hood

W hite list validation involves defining exactly what is authorized, and by definition, everything else is not
authorized.

. https://en.wikipedia.org/wiki/Easter_egg_(m edia) 

. https://www.gartner.com /it-glossary/security-inform ation-and-event-m anagem ent-siem / 

. https://github.com /Neo23x0/sigm a#what-is-sigm a 

. https://www.owasp.org/index.php/Input_Validation_Cheat_Sheet#W hite_List_Input_Validation 

. https://www.owasp.org/index.php/Blocking_Brute_Force_Attacks#Sidebar:_Using_CAPTCHAS 

. https://en.wikipedia.org/wiki/Privacy_policy 
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Sensitive Data Exposure

Challenges covered in this chapter

Challenge Difficulty

Access a confidential docum ent.

Log in with M C SafeSearch's original user credentials without applying SQ L Injection or any
other bypass.

Inform  the shop about an algorithm  or library it should definitely not use the way it does.

Log in with Am y's original user credentials. (This could take 93.83 billion trillion trillion
centuries to brute force, but luckily she did not read the "O ne Im portant Final Note")

G ain access to any access log file of the server.

Identify an unsafe product that was rem oved from  the shop and inform  the shop which
ingredients are dangerous.

Dum pster dive the Internet for a leaked password and log in to the original user account it
belongs to. (Creating a new account with the sam e password does not qualify as a solution.)

Perform  an unwanted inform ation disclosure by accessing data cross-dom ain.

Forge a coupon code that gives you a discount of at least 80% .

Solve challenge #999. Unfortunately, this challenge does not exist.

Unlock Prem ium  Challenge to access exclusive content.

Access a confidential docum ent

Som ewhere in the application you can find a file that contains sensitive inform ation about som e - potentially
hostile - takeovers the Juice Shop top m anagem ent has planned.

Hints

Analyze and tam per with links in the application that deliver a file directly.
The file you are looking for is not protected in any way. O nce you found it you can also access it.

Log in w ith M C SafeSearch's original user credentials

Another user login challenge where only the original password is accepted as a solution. Em ploying SQ L
Injection or other attacks does not count.

Hints

M C SafeSearch is a rapper who produced the song "Protect Ya' Passwordz" which explains password &
sensitive data protection very nicely.
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After watching the m usic video of this song, you should agree that even  is a slightly exaggerated
difficulty rating for this challenge.

Inform  the shop about an algorithm  or library it should definitely not use
the w ay it does

To fulfil this challenge you m ust identify a cryptographic algorithm  (or crypto library) that either

should not be used at all
or is a bad choice for a given requirem ent
or is used in an insecure way.

Initially confined to the realm s of academ ia and the m ilitary, cryptography has becom e ubiquitous thanks to
the Internet. Com m on every day uses of cryptography include m obile phones, passwords, SSL, sm art
cards, and DVDs. Cryptography has perm eated everyday life, and is heavily used by m any web
applications.

Cryptography (or crypto) is one of the m ore advanced topics of inform ation security, and one whose
understanding requires the m ost schooling and experience. It is difficult to get right because there are
m any approaches to encryption, each with advantages and disadvantages that need to be thoroughly
understood by web solution architects and developers. In addition, serious cryptography research is
typically based in advanced m athem atics and num ber theory, providing a serious barrier to entry.

The proper and accurate im plem entation of cryptography is extrem ely critical to its efficacy. A sm all
m istake in configuration or coding will result in rem oving a large degree of the protection it affords and
rending the crypto im plem entation useless against serious attacks.

A good understanding of crypto is required to be able to discern between solid products and snake oil. The
inherent com plexity of crypto m akes it easy to fall for fantastic claim s from  vendors about their product.
Typically, these are ña breakthrough in cryptographyò or ñunbreakableò or provide "m ilitary grade" security.

1
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If a vendor says "trust us, we have had experts look at this,ò chances are they weren't experts

Hints

Use the Contact Us form  to subm it a feedback m entioning the abused algorithm  or library.
There are five possible answers and you only need to identify one to solve the challenge.
Cryptographic functions only used in the Apply som e advanced cryptanalysis to find the real easter egg
challenge do not count as they are only a developer's prank and not a serious security problem .

Log in w ith Am y's original user credentials

This challenge is sim ilar to Log in with the adm inistrators user credentials without previously changing them  or
applying SQ L Injection in the sense that only using her original credentials will work as a challenge solutions.

Hints

As with so m any other characters from  Futuram a this challenge is of course about logging in as Am y from
that show. In the picture above you see her together with her alien husband Kif.
The challenge description contains a few sentences which give away som e inform ation how Am y decided to
strengthen her password.
O bviously, Am y - being a little dim witted - did not put nearly enough effort and creativity into the password
selection process.

G ain access to any access log file of the server

An access log is a list of all the requests for individual files that people have requested from  a W eb site.
These files will include the HTM L files and their im bedded graphic im ages and any other associated files
that get transm itted. The access log (som etim es referred to as the "raw data") can be analyzed and
sum m arized by another program .

In general, an access log can be analyzed to tell you:

The num ber of visitors (unique first-tim e requests) to a hom e page The origin of the visitors in term s of their
associated server's dom ain nam e (for exam ple, visitors from  .edu, .com , and .gov sites and from  the online
services) How m any requests for each page at the site, which can be presented with the pages with m ost
requests listed first Usage patterns in term s of tim e of day, day of week, and seasonally Access log
keepers and analyzers can be found as shareware on the W eb or m ay com e with a W eb server.
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The Juice Shop application server is writing access logs, which can contain interesting inform ation that
com petitors m ight also be interested in.

Hints

Norm ally, server log files are written to disk on server side and are not accessible from  the outside.
W hich raises the question: W ho would want a server access log to be accessible through a web application?
O ne particular file found in the folder you m ight already have found during the Access a confidential
docum ent challenge m ight give you an idea who is interested in such a public exposure.
Drilling down one level into the file system  m ight not be sufficient.

Identify an unsafe product that w as rem oved from  the shop and inform  the
shop w hich ingredients are dangerous

 TO DO

Hints

 TO DO

Dum pster dive the Internet for a leaked passw ord and log in to the original
user account it belongs to

 TO DO

Hints

 TO DO

Perform  an unw anted inform ation disclosure by accessing data cross-
dom ain

Som ewhere in the application there is an API endpoint which will allow data to be accessed cross dom ain.
Usually the sam e-origin policy would prevent this but this endpoint has a special feature enabled which will allow
cross dom ain access under certain circum stances.

Hints

Try to find and attack an endpoint that responds with user inform ation. SQ L Injection is not the solution here.
W hat ways are there to access data from  a web application cross-dom ain?
This challenge uses an old way which is no longer recom m ended.

Forge a coupon code that gives you a discount of at least 80%

This is probably one of the hardest challenges in the O W ASP Juice Shop. As you learned during the "happy
path" tour, the web shop offers a Coupon field to get a discount on your entire order during checkout. The
challenge is to get a discount of at least 80%  on an order. As no coupons with this high a discount are published,
it is up to you to forge your own.
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Hints

O ne viable solution would be to reverse-engineer how coupon codes are generated and craft your own 80%
coupon by using the sam e (or at least sim ilar) im plem entation.
Another possible solution m ight be harvesting as m any previous coupon as possible and look for patterns
that m ight give you a leverage for a brute force attack.
If all else fails, you could still try to blindly brute force the coupon code field before checkout.

Solve challenge #999

The O W ASP Juice Shop is so broken that even its convenience features (which have nothing to do with the e-
com m erce use cases) are designed to be vulnerable. O ne of these features is the autom atic saving and restoring
of hacking progress after a server crash or a few days pause.

In order to not m ess with the real challenges accidentally, the challenge is to fake a signal to the application that
you successfully solved challenge #999 - which does not exist.

Hints

Find out how saving and restoring progress is done behind the scenes
Deduce from  all available inform ation (e.g. the  ÐÁÃËÁÇÅƚÊÓÏÎƚÂÁË ) how the application encrypts and decrypts
your hacking progress.
O ther than the user's passwords, the hacking progress involves an additional secret during its encryption.
W hat would be a really stupid m istake a developer m ight m ake when choosing such a secret?

Unlock Prem ium  Challenge to access exclusive content

These days a lot of seem ingly free software com es with hidden or follow-up costs to use it to its full potential. For
exam ple: In com puter gam es, letting players pay for Downloadable Content (DLC) after they purchased a full-
price gam e, has becom e the norm . O ften this is okay, because the developers actually added som ething worth
the costs to their gam e. But just as often gam ers are supposed to pay for just unlocking features that were
already part of the original release.

This hacking challenge represents the latter kind of "prem ium " feature. It only exists to rip you hackers off! O f
course you should never tolerate such a business policy, let alone support it with your precious Bitcoins!

That is why the actual challenge here is to unlock and solve the "prem ium " challenge bypassing the paywall in
front of it.

Hints

This challenge could also have been put into chapter W eak security m echanism s.
There is no inappropriate, self-written or m isconfigured cryptographic library to be exploited here.
How m uch protection does a sturdy top-quality door lock add to your house if you...

...put the key under the door m at?

...hide the key in the nearby plant pot?

...tape the key to the underside of the m ailbox?
O nce m ore: You do not have to pay anything to unlock this challenge!
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Side note: The Bitcoin address behind the taunting Unlock button is actually a valid address of the author.
So, if you'd like to donate a sm all am ount for the ongoing m aintenance and developm ent of O W ASP Juice
Shop - feel free to actually use it! M ore on donations in part 3 of this book.

. https://www.owasp.org/index.php/G uide_to_Cryptography 

. https://searchsecurity.techtarget.com /definition/access-log 
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XM L External Entities (XXE)
An XM L External Entity attack is a type of attack against an application that parses XM L input. This attack
occurs when XM L input containing a reference to an external entity is processed by a weakly configured
XM L parser. This attack m ay lead to the disclosure of confidential data, denial of service, server side
request forgery, port scanning from  the perspective of the m achine where the parser is located, and other
system  im pacts.

The XM L 1.0 standard defines the structure of an XM L docum ent. The standard defines a concept called
an entity, which is a storage unit of som e type. There are a few different types of entities, external
general/param eter parsed entity often shortened to external entity, that can access local or rem ote content
via a declared system  identifier. The system  identifier is assum ed to be a URI that can be dereferenced
(accessed) by the XM L processor when processing the entity. The XM L processor then replaces
occurrences of the nam ed external entity with the contents dereferenced by the system  identifier. If the
system  identifier contains tainted data and the XM L processor dereferences this tainted data, the XM L
processor m ay disclose confidential inform ation norm ally not accessible by the application. Sim ilar attack
vectors apply the usage of external DTDs, external stylesheets, external schem as, etc. which, when
included, allow sim ilar external resource inclusion style attacks.

Attacks can include disclosing local files, which m ay contain sensitive data such as passwords or private
user data, using file: schem es or relative paths in the system  identifier. Since the attack occurs relative to
the application processing the XM L docum ent, an attacker m ay use this trusted application to pivot to other
internal system s, possibly disclosing other internal content via http(s) requests or launching a CSRF attack
to any unprotected internal services. In som e situations, an XM L processor library that is vulnerable to
client-side m em ory corruption issues m ay be exploited by dereferencing a m alicious URI, possibly allowing
arbitrary code execution under the application account. O ther attacks can access local resources that m ay
not stop returning data, possibly im pacting application availability if too m any threads or processes are not
released.

Note that the application does not need to explicitly return the response to the attacker for it to be
vulnerable to inform ation disclosures. An attacker can leverage DNS inform ation to exfiltrate data through
subdom ain nam es to a DNS server that he/she controls.

Challenges covered in this chapter

Challenge Difficulty

Retrieve the content of  #ƙʌ7ÉÎÄÏ×ÓʌÓÙÓÔÅÍƚÉÎÉ  or  ƳÅÔÃƳÐÁÓÓ×Ä  from  the server.

G ive the server som ething to chew on for quite a while.

 Please note that both XXE challenges described below are not available when running the Juice Shop in
either a Docker container or on a Heroku dyno! Certain aggressive attacks against the underlying XM L parser
caused the process to die from  "Segm entation Fault" ( ÓÅÇÆÁÕÌÔ ) errors. This happens despite the fact that the
parsing actually happens in a sandbox with a tim eout. W hile it is unfortunate to not have XXE challenges on
containerized environm ents, this som ewhat nicely shows how incredibly dangerous ill-configured XM L parsers
actually are.

1
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Retrieve the content of C:\W indow s\system .ini or /etc/passw d from  the
server

In this challenge you are tasked to disclose a local file from  the server the Juice Shop backend is hosted on.

Hints

You already found the leverage point for this challenge if you solved Use a deprecated B2B interface that
was not properly shut down.
This challenge sounds a lot harder than it actually is, which am plifies how bad the underlying vulnerability is.
Doing som e research on typical XEE attack patterns bascially gives away the solution for free.

G ive the server som ething to chew  on for quite a w hile

Sim ilar to Let the server sleep for som e tim e this challenge is about perform ing a stripped-down denial-of-service
attack. But this one is going against an entirely different leverage point.

Hints

The leverage point for this is obviously the sam e as for the XXE Tier 1 challenge above.
You can only solve this challenge by keeping the server busy for >2sec with your attack.
The effectiveness of attack payloads for this challenge m ight depend on the operating system  the Juice Shop
is running on.

. https://www.owasp.org/index.php/XM L_External_Entity_(XXE)_Processing 1
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Im proper Input Validation
W hen software does not validate input properly, an attacker is able to craft the input in a form  that is not
expected by the rest of the application. This will lead to parts of the system  receiving unintended input,
which m ay result in altered control flow, arbitrary control of a resource, or arbitrary code execution.

Challenges covered in this chapter

Challenge Difficulty

Follow the DRY principle while registering a user.

G ive a devastating zero-star feedback to the store.

G et registered as adm in user.

Place an order that m akes you rich.

Upload a file larger than 100 kB.

Upload a file that has no .pdf extension.

Follow  the DRY principle w hile registering a user

 TO DO

Hints

 TO DO

G ive a devastating zero-star feedback to the store

You m ight have realized that it is not possible to subm it custom er feedback on the Contact Us screen until you
entered a com m ent and selected a star rating from  1 to 5. This challenge is about tricking the application into
accepting a feedback with 0 stars.

Hints

Before you invest tim e bypassing the API, you m ight want to play around with the UI a bit

G et registered as adm in user

The Juice Shop does not bother to separate adm inistrative functionality into a deploym ent unit of its own. Instead,
the cheapest solution was chosen by sim ply leaving then adm in features in the web shop itself and (allegedly)
dem anding a higher level of access to use them .

Hints

Register as an ordinary user to learn what API endpoints are involved in this use case
Think of the sim plest possible im plem entations of a distinction between regular users and adm inistrators

1
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Place an order that m akes you rich

It is probably every web shop's nightm are that custom ers m ight figure out away to receive m oney instead of
paying for their purchase.

Hints

You literally need to m ake the shop owe you any am ount of m oney
Investigate the shopping basket closely to understand how it prevents you from  creating orders that would
fulfil the challenge

Upload a file larger than 100 kB

The Juice Shop offers its custom ers the chance to com plain about an order that left them  unsatisfied. O ne of the
juice bottles m ight have leaked during transport or m aybe the shipm ent was just two weeks late. To prove their
claim , custom ers are supposed to attach their order confirm ation docum ent to the online com plaint. To prevent
abuse of this functionality, the application only allows file uploads of 100 kB or less.

Hints

First you should try to understand how the file upload is actually handled on the client and server side
W ith this understanding you need to find a "weak spot" in the right place and have to craft an exploit for it

Upload a file that has no .pdf extension

In addition to the m axim um  file size, the Juice Shop also verifies that the uploaded file is actually a PDF. All other
file types are rejected.

Hints

If you solved the Upload a file larger than 100 kB challenge, you should try to apply the sam e solution here

. https://cwe.m itre.org/data/definitions/20.htm l 1
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Broken Access Control
M ost com puter system s are designed for use with m ultiple users. Privileges m ean what a user is perm itted
to do. Com m on privileges include viewing and editing files, or m odifying system  files.

Privilege escalation m eans a user receives privileges they are not entitled to. These privileges can be used
to delete files, view private inform ation, or install unwanted program s such as viruses. It usually occurs
when a system  has a bug that allows security to be bypassed or, alternatively, has flawed design
assum ptions about how it will be used. Privilege escalation occurs in two form s:

Vertical privilege escalation, also known as privilege elevation, where a lower privilege user or
application accesses functions or content reserved for higher privilege users or applications (e.g.
Internet Banking users can access site adm inistrative functions or the password for a sm artphone can
be bypassed.)
Horizontal privilege escalation, where a norm al user accesses functions or content reserved for other
norm al users (e.g. Internet Banking User A accesses the Internet bank account of User B)

Challenges covered in this chapter

Challenge Difficulty

Access the adm inistration section of the store.

Access som eone else's basket.

G et rid of all 5-star custom er feedback.

Put an additional product into another user's shopping basket.

Post som e feedback in another users nam e.

Post a product review as another user or edit any user's existing review.

Change the href of the link within the O -Saft product description into http://kim m inich.de.

Request a hidden resource on server through server.

Access the adm inistration section of the store

Just like the score board, the adm in section was not part of your "happy path" tour because there seem s to be no
link to that section either. In case you were already logged in with the adm inistrator account you m ight have
noticed that not even for him  there is a corresponding option available in the m ain m enu.

Hints

Knowing it exists, you can sim ply guess what URL the adm in section m ight have.
Alternatively, you can try to find a reference or clue within the parts of the application that are not usually
visible in the browser
It is probably just slightly harder to find and gain access to than the score board link
There is som e access control in place, but there are at least three ways to bypass it.
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View  another user's shopping basket

This horizontal privilege escalation challenge dem ands you to access the shopping basket of another user. Being
able to do so would give an attacker the opportunity to spy on the victim s shopping behaviour. He could also play
a prank on the victim  by m anipulating the item s or their quantity, hoping this will go unnoticed during checkout.
This could lead to som e argum ents between the victim  and the vendor.

Hints

Try out all existing functionality involving the shopping basket while having an eye on the HTTP traffic.
There m ight be a client-side association of user to basket that you can try to m anipulate.
In case you m anage to update the database via SQ L Injection so that a user is linked to another shopping
basket, the application will not notice this challenge as solved.

G et rid of all 5-star custom er feedback

If you successfully solved above adm in section challenge deleting the 5-star feedback is very easy.

Hints

Nothing happens when you try to delete feedback entries? Check the JavaScript console for errors!

Put an additional product into another user's shopping basket

View another user's shopping basket was only about spying out other custom ers. For this challenge you need to
get your hands dirty by putting a product into som eone else's basket that cannot be already in there!

Hints

Check the HTTP traffic while placing products into your own shopping basket to find a leverage point.
Adding m ore instances of the sam e product to som eone elses basket does not qualify as a solution. The
sam e goes for stealing from  som eone elses basket.
This challenge requires a bit m ore sophisticated tam pering than others of the sam e ilk.

Post som e feedback in another users nam e

The Juice Shop allows users to provide general feedback including a star rating and som e free text com m ent.
W hen logged in, the feedback will be associated with the current user. W hen not logged in, the feedback will be
posted anonym ously. This challenge is about vilifying another user by posting a (m ost likely negative) feedback in
his or her nam e!

Hints

This challenge can be solved via the user interface or by intercepting the com m unication with the RESTful
backend.
To find the client-side leverage point, closely analyze the HTM L form  used for feedback subm ission.
The backend-side leverage point is sim ilar to som e of the XSS challenges found in O W ASP Juice Shop.

Post a product review  as another user or edit any user's existing review
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 TO DO

Hints

 TO DO

Change the href of the link w ithin the O -Saft product description

The O W ASP SSL Advanced Forensic Tool (O -Saft) product has a link in its description that leads to that projects
wiki page. In this challenge you are supposed to change that link so that it will send you to http://kim m inich.de
instead. It is im portant to exactly follow the challenge instruction to m ake it light up green on the score board:

O riginal link tag in the description:  ˱ Á ÈÒÅÆˮʏÈÔÔÐÓƙƳƳ×××ƚÏ×ÁÓÐƚÏÒÇƳÉÎÄÅØƚÐÈÐƳ/Ɯ3ÁÆÔʏ ÔÁÒÇÅÔˮʏʍÂÌÁÎËʏ˲-ÏÒÅƚƚƚ˱ƳÁ˲ 

Expected link tag in the description:  ˱ Á ÈÒÅÆˮʏÈÔÔÐƙƳƳËÉÍÍÉÎÉÃÈƚÄÅʏ ÔÁÒÇÅÔˮʏʍÂÌÁÎËʏ˲-ÏÒÅƚƚƚ˱ƳÁ˲ 

Hints

Theoretically there are three possible ways to beat this challenge:
Finding an adm inistrative functionality in the web application that lets you change product data
Looking for possible holes in the RESTful API that would allow you to update a product
Attem pting an SQ L Injection attack that sneaks in an  50$!4%  statem ent on product data

In practice two of these three ways should turn out to be dead ends

Request a hidden resource on server through server

 TO DO

Hints

 TO DO

. https://en.wikipedia.org/wiki/Privilege_escalation 1
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Security M isconfiguration

Challenges covered in this chapter

Challenge Difficulty

Provoke an error that is not very gracefully handled.

Access a salesm an's forgotten backup file.

Reset M orty's password via the Forgot Password m echanism  with his obfuscated answer to
his security question.

Log in with the support team 's original user credentials without applying SQ L Injection or any
other bypass.

Provoke an error that is not very gracefully handled

The O W ASP Juice Shop is quite forgiving when it com es to bad input, broken requests or other failure situations.
It is just not very sophisticated at handling errors properly. You can harvest a lot of interesting inform ation from
error m essages that contain too m uch inform ation. Som etim es you will even see error m essages that should not
be visible at all.

Applications can unintentionally leak inform ation about their configuration, internal workings, or violate
privacy through a variety of application problem s. Applications can also leak internal state via how long
they take to process certain operations or via different responses to differing inputs, such as displaying the
sam e error text with different error num bers. W eb applications will often leak inform ation about their
internal state through detailed or debug error m essages. O ften, this inform ation can be leveraged to launch
or even autom ate m ore powerful attacks.

Hints

This challenge actually triggers from  various possible error conditions.
You can try to subm it bad input to form s to provoke an im proper error handling
Tam pering with URL paths or param eters m ight also trigger an unforeseen error

If you see the success notification for this challenge but no error m essage on screen, the error was probably
logged on the JavaScript console of the browser. You were supposed to have it open all the tim e anyway,
rem em ber?

Access a salesm an's forgotten backup file

A sales person as accidentally uploaded a list of (by now outdated) coupon codes to the application.
Downloading this file will not only solve the Access a salesm an's forgotten backup file challenge but m ight also
prove useful in another challenge later on.

Hints

Analyze and tam per with links in the application that deliver a file directly.
The file is not directly accessible because a security m echanism  prevents access to it.
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You need to trick the security m echanism  into thinking that the file has a valid file type.

Reset M orty's passw ord via the Forgot Passw ord m echanism

This password reset challenge is different from  those from  the Broken Authentication category as it is next to
im possible to solve without using a brute force approach.

A brute force attack can m anifest itself in m any different ways, but prim arily consists in an attacker
configuring predeterm ined values, m aking requests to a server using those values, and then analyzing the
response. For the sake of efficiency, an attacker m ay use a dictionary attack (with or without m utations) or
a traditional brute-force attack (with given classes of characters e.g.: alphanum erical, special, case
(in)sensitive). Considering a given m ethod, num ber of tries, efficiency of the system  which conducts the
attack, and estim ated efficiency of the system  which is attacked the attacker is able to calculate
approxim ately how long it will take to subm it all chosen predeterm ined values.

Hints

Finding out who M orty actually is, will help to reduce the solution space.
You can assum e that M orty answered his security question truthfully but em ployed som e obfuscation to
m ake it m ore secure.
M orty's answer is less than 10 characters long and does not include any special characters.
Unfortunately, Forgot your password? is protected by a rate lim iting m echanism  that prevents brute forcing.
You need to beat this som ehow.

Log in w ith the support team 's original user credentials

This is another follow-the-breadcrum bs challenge of the tougher sort. As a little background story, im agine that
the O W ASP Juice Shop was developed in the classic style: The developm ent team  wrote the code and then
threw it over the fence to an operations and support team  to run and troubleshoot the application. Not the
slightest sign of DevO ps culture here.

Hints

The support team  is located in som e low-cost country and the team  structure fluctuates a lot due to people
leaving for jobs with even just slightly better wages.
To prevent abuse the password for the support team  account is very strong.
To allow easy access during an incident, the support team  utilizes a 3rd party tool which every support
engineer can access to get the current account password from .
W hile it is also possible to use SQ L Injection to log in as the support team , this will not solve the challenge.

. https://www.owasp.org/index.php/Top_10_2007-Inform ation_Leakage 

. https://www.owasp.org/index.php/Brute_force_attack 
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Cross Site Scripting (XSS)
Cross-Site Scripting (XSS) attacks are a type of injection, in which m alicious scripts are injected into
otherwise benign and trusted web sites. XSS attacks occur when an attacker uses a web application to
send m alicious code, generally in the form  of a browser side script, to a different end user. Flaws that allow
these attacks to succeed are quite widespread and occur anywhere a web application uses input from  a
user within the output it generates without validating or encoding it.

An attacker can use XSS to send a m alicious script to an unsuspecting user. The end userôs browser has
no way to know that the script should not be trusted, and will execute the script. Because it thinks the script
cam e from  a trusted source, the m alicious script can access any cookies, session tokens, or other
sensitive inform ation retained by the browser and used with that site. These scripts can even rewrite the
content of the HTM L page.

Challenges covered in this chapter

Challenge Difficulty

Perform  a reflected XSS attack with  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲ .

Perform  a DO M  XSS attack with  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲ .

Perform  an XSS attack with  ˱ ÓÃÒÉÐÔ˲ÁÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲  on a legacy page within the
application.

Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  bypassing a
client-side security m echanism .

Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  without using the
frontend application at all.

Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  bypassing a
server-side security m echanism .

Perform  a persisted XSS attack with  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  through an HTTP
header.

Em bed an XSS payload  ˱ ƳÓÃÒÉÐÔ˲˱ÓÃÒÉÐÔ˲ÁÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲  into one of our m arketing
collaterals.

Perform  a reflected XSS attack

Reflected Cross-site Scripting (XSS) occur when an attacker injects browser executable code within a
single HTTP response. The injected attack is not stored within the application itself; it is non-persistent and
only im pacts users who open a m aliciously crafted link or third-party web page. The attack string is
included as part of the crafted URI or HTTP param eters, im properly processed by the application, and
returned to the victim .

Hints

Look for an input field where its content appears in the response when its form  is subm itted.
Try probing for XSS vulnerabilities by subm itting text wrapped in an HTM L tag which is easy to spot on
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screen, e.g.  ˱ Èʦ˲  or  ˱ ÓÔÒÉËÅ˲ .

Perform  a DO M  XSS attack

DO M -based Cross-Site Scripting is the de-facto nam e for XSS bugs which are the result of active browser-
side content on a page, typically JavaScript, obtaining user input and then doing som ething unsafe with it
which leads to execution of injected code.

The DO M , or Docum ent O bject M odel, is the structural form at used to represent docum ents in a browser.
The DO M  enables dynam ic scripts such as JavaScript to reference com ponents of the docum ent such as a
form  field or a session cookie. The DO M  is also used by the browser for security - for exam ple to lim it
scripts on different dom ains from  obtaining session cookies for other dom ains. A DO M -based XSS
vulnerability m ay occur when active content, such as a JavaScript function, is m odified by a specially
crafted request such that a DO M  elem ent that can be controlled by an attacker.

Hints

This challenge is alm ost indistinguishable from  Perform  a reflected XSS attack if you do not look "under the
hood" to find out what the application actually does with the user input

Perform  an XSS attack on a legacy page w ithin the application

In the Architecture overview you were told that the Juice Shop uses a m odern Single Page Application frontend.
That was not entirely true.

Hints

Find a screen in the application that looks subtly odd and dated com pared with all other screens
W hat is even better than hom egrown validation based on a RegEx? Hom egrown sanitization based on a
RegEx!

Perform  a persisted XSS attack bypassing a client-side security
m echanism

This challenge is founded on a very com m on security flaw of web applications, where the developers ignored the
following golden rule of input validation:

Be aware that any JavaScript input validation perform ed on the client can be bypassed by an attacker that
disables JavaScript or uses a W eb Proxy. Ensure that any input validation perform ed on the client is also
perform ed on the server.

Hints

There are only som e input fields in the Juice Shop form s that validate their input.
Even less of these fields are persisted in a way where their content is shown on another screen.
Bypassing client-side security can typically be done by

either disabling it on the client (i.e. in the browser by m anipulating the DO M  tree)
or by ignoring it com pletely and interacting with the backend instead.
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Perform  a persisted XSS attack w ithout using the frontend application at
all

As presented in the Architecture O verview, the O W ASP Juice Shop uses a JavaScript client on top of a RESTful
API on the server side. Even without giving this fact away in the introduction chapter, you would have quickly
figured this out looking at their interaction happening on the network. M ost actions on the UI result in
 8-,(ÔÔÐ2ÅÑÕÅÓÔ  ( 8(2 ) objects being sent and responded to by the server.

For the XSS Tier 3 challenge it is necessary to work with the server-side API directly. You will need a com m and
line tool like  ÃÕÒÌ  or a tool for HTTP request tam pering to m aster this challenge.

Hints

A m atrix of known data entities and their supported HTTP verbs through the API can help you here
Careless developers m ight have exposed API m ethods that the client does not even need

Perform  a persisted XSS attack bypassing a server-side security
m echanism

This is one of the hardest XSS challenges, as it cannot by solved by just fiddling with the client-side JavaScript or
bypassing the client entirely. W henever there is a server-side validation or input processing involved, you should
investigate how it works. Finding out im plem entation details e.g. used libraries, m odules or algorithm s - should be
your priority. If the application does not leak this kind of details, you can still go for a blind approach by testing lots
and lots of different attack payloads and check the reaction of the application.

W hen you actually understand a security m echanism  you have a lot higher chance to beat or trick it som ehow,
than by using a trial and error approach.

Hints

The Com m ent field in the Contact Us screen is where you want to put your focus on
The attack payload  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  will not be rejected by any validator but stripped
from  the com m ent before persisting it
Look for possible dependencies related to input processing in the  ÐÁÃËÁÇÅƚÊÓÏÎƚÂÁË  you harvested earlier
If an  ØÓÓ  alert shows up but the challenge does not appear as solved on the Score Board, you m ight not
have m anaged to put the exact attack string  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  into the database?
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Perform  a persisted XSS attack through an HTTP header

This XSS challenge originates from  an unsafely processed user input via an HTTP header. The difficulty lies in
finding the attack path whereas the actual exploit is rather business as usual.

Hints

Finding a piece of inform ation displayed in the UI that could originate from  an HTTP header
You m ight have to look into less com m on or even proprietary HTTP headers to find the leverage point
Adding insult to injury, the HTTP header you need will never be sent by the application on its own

Em bed an XSS payload into one of our m arketing collaterals

As with the previous one, the difficulty of this challenge is based on how hard it is to successfully place the XSS
payload in the application.

Hints

W ithout utilizing the vulnerability behind another  challenge it is not possible to plant the XSS
payload for this challenge
The m entioned "m arketing collateral" m ight have been publicly advertised by the Juice Shop but is not
necessarily part of its sitem ap yet
This challenge will always partially keep you blindfolded, no m atter how hard you do research and analysis.

. https://www.owasp.org/index.php/Cross-site_Scripting_(XSS) 

. https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(O W ASP-DV-001) 

. https://www.owasp.org/index.php/Testing_for_DO M -based_Cross_site_scripting_(O TG -CLIENT-001) 

.
https://www.owasp.org/index.php/Input_Validation_Cheat_Sheet#Client_Side_vs_Server_Side_Validation
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Insecure Deserialization
Serialization is the process of turning som e object into a data form at that can be restored later. People
often serialize objects in order to save them  to storage, or to send as part of com m unications.
Deserialization is the reverse of that process -- taking data structured from  som e form at, and rebuilding it
into an object. Today, the m ost popular data form at for serializing data is JSO N. Before that, it was XM L.

However, m any program m ing languages offer a native capability for serializing objects. These native
form ats usually offer m ore features than JSO N or XM L, including custom izability of the serialization
process. Unfortunately, the features of these native deserialization m echanism s can be repurposed for
m alicious effect when operating on untrusted data. Attacks against deserializers have been found to allow
denial-of-service, access control, and rem ote code execution attacks.

Challenges covered in this chapter

Challenge Difficulty

Perform  a Rem ote Code Execution that would keep a less hardened application busy
forever.

Perform  a Rem ote Code Execution that occupies the server for a while without using
infinite loops.

Perform  a Rem ote Code Execution that w ould keep a less hardened
application busy forever

Code Injection is the general term  for attack types which consist of injecting code that is then
interpreted/executed by the application. This type of attack exploits poor handling of untrusted data. These
types of attacks are usually m ade possible due to a lack of proper input/output data validation, for exam ple:

allowed characters (standard regular expressions classes or custom )
data form at
am ount of expected data

Code Injection differs from  Com m and Injection in that an attacker is only lim ited by the functionality of the
injected language itself. If an attacker is able to inject PHP code into an application and have it executed,
he is only lim ited by what PHP is capable of. Com m and injection consists of leveraging existing code to
execute com m ands, usually within the context of a shell.

The ability to trigger arbitrary code execution from  one m achine on another (especially via a wide-area
network such as the Internet) is often referred to as rem ote code execution.

Hints

The feature you need to exploit for this challenge is not directly advertised anywhere.
As the Juice Shop is written in pure Javascript, there is one data form at that is m ost probably used for
serialization.
You should try to m ake the server busy for all eternity.
The challenge will be solved if you m anage to trigger the protection of the application against a very specific
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DoS attack vector.
Sim ilar to the Let the server sleep for som e tim e challenge (which accepted nothing but NoSQ L Injection as
a solution) this challenge will only accept proper RCE as a solution. It cannot be solved by sim ply ham m ering
the server with requests. That would probably just kill your server instance.

Perform  a Rem ote Code Execution that occupies the server for a w hile
w ithout using infinite loops

An infinite loop (or endless loop) is a sequence of instructions in a com puter program  which loops
endlessly, either due to the loop having no term inating condition, having one that can never be m et, or one
that causes the loop to start over.

Hints

This challenge uses the sam e leverage point as Perform  a Rem ote Code Execution that would keep a less
hardened application busy forever.
The application has a protection against too m any iterations (i.e. infinite loops) which your attack m ust not
trigger in order to solve this challenge.

. https://www.owasp.org/index.php/Deserialization_Cheat_Sheet 

. https://www.owasp.org/index.php/Code_Injection 

. https://en.wikipedia.org/wiki/Arbitrary_code_execution 

. https://en.wikipedia.org/wiki/Infinite_loop 
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Vulnerable Com ponents
The challenges in this chapter are all about security issues of libraries or other 3rd party com ponents the
application uses internally.

Challenges covered in this chapter

Challenge Difficulty

Inform  the shop about a typosquatting trick it has becom e victim  of. (M ention the exact nam e
of the culprit)

Inform  the shop about a vulnerable library it is using. (M ention the exact library nam e and
version in your com m ent)

Forge an essentially unsigned JW T token that im personates the (non-existing) user
jwtn3d@ juice-sh.op.

Inform  the shop about a m ore sneaky instance of typosquatting it fell for. (M ention the exact
nam e of the culprit)

O verwrite the Legal Inform ation file.

Forge an alm ost properly RSA-signed JW T token that im personates the (non-existing) user
rsa_lord@ juice-sh.op.

Inform  the shop about a typosquatting trick it has becom e victim  of

Typosquatting, also called URL hijacking, a sting site, or a fake URL, is a form  of cybersquatting, and
possibly brandjacking which relies on m istakes such as typos m ade by Internet users when inputting a
website address into a web browser. Should a user accidentally enter an incorrect website address, they
m ay be led to any URL (including an alternative website owned by a cybersquatter).

The typosquatter's URL will usually be one of four kinds, all sim ilar to the victim  site address (e.g.
exam ple.com ):

A com m on m isspelling, or foreign language spelling, of the intended site: exem ple.com
A m isspelling based on typos: exam lpe.com
A differently phrased dom ain nam e: exam ples.com
A different top-level dom ain: exam ple.org
An abuse of the Country Code Top-Level Dom ain (ccTLD): exam ple.cm  by using .cm , exam ple.co by
using .co, or exam ple.om  by using .om . A person leaving out a letter in .com  in error could arrive at the
fake URL's website.

O nce in the typosquatter's site, the user m ay also be tricked into thinking that they are in fact in the real
site, through the use of copied or sim ilar logos, website layouts or content. Spam  em ails som etim es m ake
use of typosquatting URLs to trick users into visiting m alicious sites that look like a given bank's site, for
instance.

This challenge is about identifying and reporting (via the http://localhost:3000/#/contact form ) a case of
typosquatting that successfully sneaked into the Juice Shop. In this case, there is no actual m alice or m ischief
included, as the typosquatter is com pletely harm less. Just keep in m ind that in reality, a case like this could com e
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with negative consequences and would som etim es be even harder to identify.

Hints

This challenge has nothing to do with URLs or dom ains.
Investigate the forgotten developer's backup file instead.
M alicious packages in npm  is a worthwhile read on Ivan Akulovôs blog.

Inform  the shop about a vulnerable library it is using

This challenge is quite sim ilar to Inform  the shop about an algorithm  or library it should definitely not use the way
it does with the difference, that here not the general use of the library is the issue. The application is just using a
version of a library that contains known vulnerabilities.

Hints

Use the Contact Us form  to subm it a feedback m entioning the vulnerable library including its exact version.
Look for possible dependencies related to security in the  ÐÁÃËÁÇÅƚÊÓÏÎƚÂÁË  you probably harvested earlier
during the Access a developer's forgotten backup file challenge.
Do som e research on the internet for known security issues in the m ost suspicious application
dependencies.

Forge an essentially unsigned JW T token

JSO N W eb Token (JW T) is a com pact, URL-safe m eans of representing claim s to be transferred between
two parties. The claim s in a JW T are encoded as a JSO N object that is used as the payload of a JSO N
W eb Signature (JW S) structure or as the plaintext of a JSO N W eb Encryption (JW E) structure, enabling
the claim s to be digitally signed or integrity protected with a M essage Authentication Code (M AC) and/or
encrypted.

This challenge involves forging a valid JW T for a user that does not exist in the database but m ake the
application believe it is still legit.

Hints

You should begin with retrieving a valid JW T from  the application's  !ÕÔÈÏÒÉÚÁÔÉÏÎ  request header.
A JW T is only given to users who have logged in. They have a lim ited validity, so better do not dawdle.
Try to convince the site to give you a valid token with the required payload while downgrading to no
encryption at all.
M ake sure your JW T is URL safe!

Inform  the shop about a m ore sneaky instance of typosquatting it fell for

This challenge is about identifying and reporting (via the http://localhost:3000/#/contact form ) yet another case of
typosquatting hidden in the Juice Shop. It is supposedly even harder to locate.

Hints

Like the above one this challenge also has nothing to do with URLs or dom ains.
O ther than for the above tier one, com bing through the  ÐÁÃËÁÇÅƚÊÓÏÎƚÂÁË  does not help for this challenge.
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O verw rite the Legal Inform ation file

Uploaded files represent a significant risk to applications. The first step in m any attacks is to get som e
code to the system  to be attacked. Then the attack only needs to find a way to get the code executed.
Using a file upload helps the attacker accom plish the first step.

The consequences of unrestricted file upload can vary, including com plete system  takeover, an overloaded
file system  or database, forwarding attacks to back-end system s, client-side attacks, or sim ple defacem ent.
It depends on what the application does with the uploaded file and especially where it is stored.

There are really two classes of problem s here. The first is with the file m etadata, like the path and file
nam e. These are generally provided by the transport, such as HTTP m ulti-part encoding. This data m ay
trick the application into overwriting a critical file or storing the file in a bad location. You m ust validate the
m etadata extrem ely carefully before using it.

The other class of problem  is with the file size or content. The range of problem s here depends entirely on
what the file is used for. See the exam ples below for som e ideas about how files m ight be m isused. To
protect against this type of attack, you should analyse everything your application does with files and think
carefully about what processing and interpreters are involved.

Hints

Find all places in the application where file uploads are possible.
For at least one of these, the Juice Shop is depending on a library that suffers from  an arbitrary file overwrite
vulnerability.
You can find a hint toward the underlying vulnerability in the @ owasp_juiceshop Twitter tim eline

Forge an alm ost properly RSA-signed JW T token

Like Forge an essentially unsigned JW T token this challenge requires you to m ake a valid JW T for a user that
does not exist. W hat m akes this challenge even harder is the requirem ent to have the JW T look like it was
properly signed.

Hints

The three generic hints from  Forge an essentially unsigned JW T token also help with this challenge.
Instead of enforcing no encryption to be applied, try to apply a m ore sophisticated exploit against the JW T
libraries used in the Juice Shop.
G etting your hands on the public RSA key the application em ploys for its JW Ts is m andatory for this
challenge.
Finding the corresponding private key should actually be im possible, but that obviously doesn't m ake this
challenge unsolvable.
M ake sure your JW T is URL safe!

. https://en.wikipedia.org/wiki/Typosquatting 

. https://tools.ietf.org/htm l/rfc7519 

. https://www.owasp.org/index.php/Unrestricted_File_Upload 
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Security through O bscurity
M any applications contain content which is not supposed to be publicly accessible. A properly im plem ented
authorization m odel would ensure that only users with appropriate perm ission can access such content. If an
application instead relies on the fact that the content is not visible anywhere, this is called "security through
obscurity" which is a severe anti-pattern:

In security engineering, security through obscurity (or security by obscurity) is the reliance on the secrecy
of the design or im plem entation as the m ain m ethod of providing security for a system  or com ponent of a
system . A system  or com ponent relying on obscurity m ay have theoretical or actual security vulnerabilities,
but its owners or designers believe that if the flaws are not known, that will be sufficient to prevent a
successful attack. Security experts have rejected this view as far back as 1851, and advise that obscurity
should never be the only security m echanism .

Challenges covered in this chapter

Challenge Difficulty

Prove that you actually read our privacy policy.

Apply som e advanced cryptanalysis to find the real easter egg.

Rat out a notorious character hiding in plain sight in the shop.

Learn about the Token Sale before its official announcem ent.

Prove that you actually read our privacy policy

User agreem ents and privacy policies are too often sim ply dism issed or blindly accepted. This challenge kind of
forces you to reconsider that approach.

Hints

First you should obviously solve Read our privacy policy.
It is fine to use the m ouse cursor to not lose sight of the paragraph you are currently reading.
If you find som e particularly hot sections in the policy you m ight want to m elt them  together sim ilar to what
you m ight have already uncovered in Apply som e advanced cryptanalysis to find the real easter egg.

Apply som e advanced cryptanalysis to find the real easter egg

Solving the Find the hidden easter egg challenge was probably no as satisfying as you had hoped. Now it is tim e
to tackle the taunt of the developers and hunt down the real easter egg. This follow-up challenge is basically
about finding a secret URL that - when accessed - will reward you with an easter egg that deserves the nam e.

Hints

M ake sure you solve Find the hidden easter egg first.
You m ight have to peel through several layers of tough-as-nails encryption for this challenge.

1
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Rat out a notorious character hiding in plain sight in the shop

Steganography is the practice of concealing a file, m essage, im age, or video within another file, m essage,
im age, or video. The word steganography com bines the G reek words steganos (ůŰŮɔŬɜɧɠ), m eaning
"covered, concealed, or protected", and graphein (ɔɟɎűŮɘɜ) m eaning "writing".

The first recorded use of the term  was in 1499 by Johannes Trithem ius in his Steganographia, a treatise on
cryptography and steganography, disguised as a book on m agic. G enerally, the hidden m essages appear
to be (or to be part of) som ething else: im ages, articles, shopping lists, or som e other cover text. For
exam ple, the hidden m essage m ay be in invisible ink between the visible lines of a private letter. Som e
im plem entations of steganography that lack a shared secret are form s of security through obscurity, and
key-dependent steganographic schem es adhere to Kerckhoffs's principle.

The advantage of steganography over cryptography alone is that the intended secret m essage does not
attract attention to itself as an object of scrutiny. Plainly visible encrypted m essages, no m atter how
unbreakable they are, arouse interest and m ay in them selves be incrim inating in countries in which
encryption is illegal.

W hereas cryptography is the practice of protecting the contents of a m essage alone, steganography is
concerned with concealing the fact that a secret m essage is being sent as well as concealing the contents
of the m essage.

Steganography includes the concealm ent of inform ation within com puter files. In digital steganography,
electronic com m unications m ay include steganographic coding inside of a transport layer, such as a
docum ent file, im age file, program  or protocol. M edia files are ideal for steganographic transm ission
because of their large size. For exam ple, a sender m ight start with an innocuous im age file and adjust the
color of every hundredth pixel to correspond to a letter in the alphabet. The change is so subtle that
som eone who is not specifically looking for it is unlikely to notice the change.

Hints

There is not the slightest chance that you can spot the hidden character with the naked eye.
The effective difficulty of this challenge depends a lot on what tools you pick to tackle it.
This challenge cannot be solved by just reading our "Lorem  Ipsum "-texts carefully.

Learn about the Token Sale before its official announcem ent

Juice Shop does not want to m iss out on the chance to gain som e easy extra funding, so it prepared to launch a
"Token Sale" (synonym ous for "Initial Coin O ffering") to sell its newly invented cryptocurrency to its custom ers
and future investors. This challenge is about finding the prepared-but-not-yet-published page about this ICO  in
the application.

An initial coin offering (ICO ) is a controversial m eans of crowdfunding centered around cryptocurrency,
which can be a source of capital for startup com panies. In an ICO , a quantity of the crowdfunded
cryptocurrency is preallocated to investors in the form  of "tokens", in exchange for legal tender or other
cryptocurrencies such as bitcoin or ethereum . These tokens supposedly becom e functional units of
currency if or when the ICO 's funding goal is m et and the project launches.

ICO s provide a m eans by which startups avoid costs of regulatory com pliance and interm ediaries, such as
venture capitalists, bank and stock exchanges, while increasing risk for investors. ICO s m ay fall outside
existing regulations or m ay need to be regulated depending on the nature of the project, or are banned
altogether in som e jurisdictions, such as China and South Korea.
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[...] The term  m ay be analogous with "token sale" or crowdsale, which refers to a m ethod of selling
participation in an econom y, giving investors access to the features of a particular project starting at a later
date. ICO s m ay sell a right of ownership or royalties to a project, in contrast to an initial public offering
which sells a share in the ownership of the com pany itself.

Hints

G uessing or brute forcing the URL of the token sale page is very unlikely to succeed.
You should closely investigate the place where all paths within the application are defined.
Beating the em ployed obfuscation m echanism  m anually will take som e tim e. M aybe there is an easier way to
undo it?

. https://en.wikipedia.org/wiki/Security_through_obscurity 

. https://en.wikipedia.org/wiki/Initial_coin_offering 

. https://en.wikipedia.org/wiki/Steganography 
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Race Condition
A race condition or race hazard is the behavior of an electronics, software, or other system  where the
output is dependent on the sequence or tim ing of other uncontrollable events. It becom es a bug when
events do not happen in the order the program m er intended.

M any software race conditions have associated com puter security im plications. A race condition allows an
attacker with access to a shared resource to cause other actors that utilize that resource to m alfunction,
resulting in effects including denial of service and privilege escalation.

A specific kind of race condition involves checking for a predicate (e.g. for authentication), then acting on
the predicate, while the state can change between the tim e of check and the tim e of use. W hen this kind of
bug exists in security-sensitive code, a security vulnerability called a tim e-of-check-to-tim e-of-use
(TO CTTO U) bug is created.

Challenges covered in this chapter

Challenge Difficulty

Like any review at least three tim es as the sam e user.

Like any review  at least three tim es as the sam e user

Any online shop with a review or rating functionality for its products should be very keen on keeping fake or
inappropriate reviews out. The Juice Shop decided to give its custom ers the ability to give a "like" to their favorite
reviews. O f course, each user should be able to do so only once for each review.

Hints

Every user is (alm ost) im m ediately associated with the review they "liked" to prevent abuse of that
functionality
Did you really think clicking the "like" button three tim es in a row really fast would be enough to solve a 

 challenge?

. https://en.wikipedia.org/wiki/Race_condition 

. https://en.wikipedia.org/wiki/Race_condition#Com puter_security 
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Part III - G etting involved
If you enjoyed hacking the O W ASP Juice shop and you would like to be inform ed about upcom ing releases, new
challenges or bugfixes, there are plenty of ways to stay tuned.

Social M edia Channels

Channel Link

G itHub https://github.com /bkim m inich/juice-shop

Twitter https://twitter.com /owasp_juiceshop

Facebook https://www.facebook.com /owasp.juiceshop

O pen Hub https://www.openhub.net/p/juice-shop

Com m unity Chat https://gitter.im /bkim m inich/juice-shop

O W ASP Slack
Channel https://owasp.slack.com /m essages/project-juiceshop

Project M ailing List owasp_juice_shop_project@ lists.owasp.org

Youtube Playlist https://www.youtube.com /playlist?
list=PLV9O 4rIovHhO 1y8_78G ZfM bH6oznyx2g2
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Provide feedback
Did you experience a functional bug when hacking the application?
Did the app server crash after you sent som e m alform ed HTTP request?
W ere you sure to have solved a challenge but it did not light up on the score board?
Do you think you found an accidental vulnerability that could be included and tracked on the score board?
Do you disagree with the difficulty rating for som e of the challenges?
Did you spot a m isbehaving UI com ponent or broken im age?
Did you enjoy a conference talk, podcast or video about O W ASP Juice Shop that is m issing in our
references com pilation on G itHub?

In all the above (as well as other sim ilar) cases, please reach out to the O W ASP Juice Shop team , project leader
or com m unity!

Feedback Channels

Channel Link

G itHub Issues https://github.com /bkim m inich/juice-shop/issues

Com m unity Chat https://gitter.im /bkim m inich/juice-shop

O W ASP Slack Channel https://owasp.slack.com /m essages/project-juiceshop

G oogle G roups Forum https://groups.google.com /a/owasp.org/forum /#!forum /juice-shop-
project

Project M ailing List (on G oogle
G roups) juice-shop-project@ owasp.org

Reddit https://www.reddit.com /r/owasp_juiceshop

Your honest feedback is always appreciated, no m atter if it is positive or negative!
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Contribute to developm ent
If you would like to contribute to O W ASP Juice Shop but need som e idea what task to address, the best place to
look is in the G itHub issue lists at https://github.com /bkim m inich/juice-shop/issues.

 

Issues labelled with help w anted indicate tasks where the project team  would very m uch appreciate help
from  the com m unity
Issues labelled with good first issue indicate tasks that are isolated and not too hard to im plem ent, so they
are well-suited for new contributors

The following sections describe in detail the m ost im portant rules and processes when contributing to the
O W ASP Juice Shop project.

Tips for new com ers
If you are new to application developm ent - particularly with Angular and Express.js - it is recom m ended to read
the Codebase 101 to get an overview what belongs where. It will lower the entry barrier for you significantly.

Version control
The project uses  ÇÉÔ  as its version control system  and G itHub as the central server and collaboration platform .
O W ASP Juice Shop resides in the following repository:

https://github.com /bkim m inich/juice-shop

Branching m odel

O W ASP Juice Shop is m aintained in a sim plified G itflow fashion, where all active developm ent happens on the
 ÄÅÖÅÌÏÐ  branch while  ÍÁÓÔÅÒ  is used to deploy stable versions to the Heroku dem o instance and later create
tagged releases from .

Feature branches are only used for long-term  tasks that could jeopardize regular releases from   ÄÅÖÅÌÏÐ  in the
m eantim e. Likewise prototypes and experim ents m ust be developed on an individual branch or a distinct fork of
the entire project.

Versioning

Any release from   ÍÁÓÔÅÒ  is tagged with a unique version in the form at  Ö-!*/2ƚ-)./2ƚ0!4#( , for exam ple  Öʦƚʨƚʣ  or
 Öʩƚʦƚʧ .

G iven a version num ber  -!*/2ƚ-)./2ƚ0!4#( , increm ent the:

1.  -!*/2  version when you m ake incom patible API changes,
2.  -)./2  version when you add functionality in a backwards-com patible m anner, and
3.  0!4#(  version when you m ake backwards-com patible bug fixes.1
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The current version of the project (om itting the leading  Ö ) m ust be m anually m aintained in the following three
places:

 ƳÐÁÃËÁÇÅƚÊÓÏÎ  in the  ʏÖÅÒÓÉÏÎʏ  property
 ƳÆÒÏÎÔÅÎÄƳÐÁÃËÁÇÅƚÊÓÏÎ  in the  ʏÖÅÒÓÉÏÎʏ  property
 Ƴ$ÏÃËÅÒÆÉÌÅ  in the  ,!"%,  nam ed  ÏÒÇƚÏÐÅÎÃÏÎÔÁÉÎÅÒÓƚÉÍÁÇÅƚÖÅÒÓÉÏÎ 

All other occurrences of the version (i.e. packaged releases & the m enu bar of the application itself) are resolved
through the  ʏÖÅÒÓÉÏÎʏ  property of  ƳÐÁÃËÁÇÅƚÊÓÏÎ  autom atically.

Pull requests

Using G it-Flow m eans that PRs have the highest chance of getting accepted and m erged when you open them
on the  ÄÅÖÅÌÏÐ  branch of your fork. That allows for som e post-m erge changes by the team  without directly
com prom ising the  ÍÁÓÔÅÒ  branch, which is supposed to hold always be in a release-ready state.

It is usually not a big deal if you accidentally open a PR for the  ÍÁÓÔÅÒ  branch. G itHub added the possibility to
change the target branch for a PR afterwards som e tim e ago.

Contribution guidelines
The m inim um  requirem ents for code contributions are:

1. The code m ust be com pliant with the JS Standard Code Style rules or their correspondingly configured
TSLint rules

2. All new and changed code should have a corresponding unit and/or integration test
3. New and changed challenges m ust have a corresponding e2e test
4. Linting and all unit, integration and e2e tests should pass locally before opening a Pull Request

Linting

ÎÐÍ ÒÕÎ ÌÉÎÔ

The  ÎÐÍ ÒÕÎ ÌÉÎÔ  script verifies code com pliance with

the  ÓÔÁÎÄÁÒÄ  code style (for all server-side JavaScript code)
the TSLint rules for the frontend TypeScript code (which are defined to be equal to  ÓÔÁÎÄÁÒÄ  by deriving from
 ÔÓÌÉÎÔƜÃÏÎÆÉÇƜÓÔÁÎÄÁÒÄ )

If PRs deviate from  this coding style, they will the build and will not be m erged until m ade com pliant.

In case your PR is failing from  style guide issues try running  ÎÐÍ ÒÕÎ ÆÉØ  over your code - this will fix all syntax or
code style issues autom atically without breaking your code.

Testing

ÎÐÍ ÔÅÓÔ           ʢ ÒÕÎ ÁÌÌ ÕÎÉÔ ÔÅÓÔÓ
ÎÐÍ ÒÕÎ ÆÒÉÓÂÙ     ʢ ÒÕÎ ÁÌÌ !0) ÉÎÔÅÇÒÁÔÉÏÎ ÔÅÓÔÓ
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ÎÐÍ ÒÕÎ ÐÒÏÔÒÁÃÔÏÒ ʢ ÒÕÎ ÁÌÌ ÅÎÄƜÔÏƜÅÎÄ ÔÅÓÔÓ

Pull Requests are verified to pass all of the following test stages during the continuous integration build. It is
recom m ended that you run these tests on your local com puter to verify they pass before subm itting a PR. New
features should be accom panied by an appropriate num ber of corresponding tests to verify they behave as
intended.

Unit tests

There is a full suite containing isolated unit tests

for all client-side code in  ÆÒÏÎÔÅÎÄƳÓÒÃƳÁÐÐƳǉǉƳǉƚÓÐÅÃƚÔÓ 
for the server-side routes and libraries in  ÔÅÓÔƳÓÅÒÖÅÒƳǉ3ÐÅÃƚÊÓ 

ÎÐÍ ÔÅÓÔ

Integration tests

The integration tests in  ÔÅÓÔƳÁÐÉƳǉ3ÐÅÃƚÊÓ  verify if the backend for all norm al use cases of the application works.
All server-side vulnerabilities are also tested.

ÎÐÍ ÒÕÎ ÆÒÉÓÂÙ

These tests autom atically start a server and run the tests against it. A working internet connection is
recom m ended.

End-to-end tests

The e2e test suite in  ÔÅÓÔƳÅʧÅƳǉ3ÐÅÃƚÊÓ  verifies if all client- and server-side vulnerabilities are exploitable. It
passes only when all challenges are solvable on the score board.

ÎÐÍ ÒÕÎ ÐÒÏÔÒÁÃÔÏÒ

The end-to-end tests require a locally installed G oogle Chrom e browser and internet access to be able to pass.

If you have a web proxy configured via  (440ʍ02/89  environm ent variable, the end-to-end tests will honor this
setting. This can be useful to e.g. run the tests through tools like O W ASP ZAP or Burpsuite.

Testing packaged distrubutions

During releases the application will be packaged into  ƚÚÉÐ / ƚÔÇÚ  archives for another easy setup m ethod. W hen
you contribute a change that im pacts what the application needs to include, m ake sure you test this m anually on
your system .

ÎÐÍ ÉÎÓÔÁÌÌ ƜƜÐÒÏÄÕÃÔÉÏÎ ŸŸ ÇÒÕÎÔ ÐÁÃËÁÇÅ

Then take the created archive from   ƳÄÉÓÔ  and follow the steps described above in Packaged Distributions to
m ake sure nothing is broken or m issing.

129



Continuous integration & deploym ent

Travis-CI

The m ain build and CI server for O W ASP Juice Shop is set up on Travis-CI:

https://travis-ci.org/bkim m inich/juice-shop

O n every push to G itHub, a build is triggered on Travis-CI. A build consists of several stages in which one or
m ore jobs are executed. Not only direct pushes to the  ÍÁÓÔÅÒ  and  ÄÅÖÅÌÏÐ  branches are built, but Pull Requests
from  other branches or forks as well. This helps the project team  to assess if a PR can be safely m erged into the
codebase. For tag-builds (i.e. versions to be released) the som e additional steps are necessary to package the
release-artifacts for Linux for each supported Node.js version and attach these to the release page on G itHub.
Lastly, not all stages are executed for all supported Node.js versions in order to shorten the feedback loop. The
higher-level integration and e2e tests are only run for the officially preferred Node.js version 10.x.

 Stage
Trigger Lint Test Integration E2e Deploy

Linting
on
Node.js
10.x

Unit tests on
Node.js 8.x, 10.x
and 11.x

Integration tests
and re-run Unit
tests on Node.js
10.x and publish
com bined
coverage data to
Code Clim ate

End-to-
end
tests
on
Node.js
10.x

Deploy Node.js 11.x to
Heroku

Push to
 ÄÅÖÅÌÏÐ 

 to http://juice-shop-
staging.herokuapp.com

Push to
 ÍÁÓÔÅÒ 

 to http://juice-
shop.herokuapp.com

Pull
Request

Version
tag

 instead
com pile and
release pre-
packaged
distributions for
Linux with
Node.js 8.x, 10.x
and 11.x to
G itHub

 The stages in the table above are executed sequentially from  left to right. A failing job in any stage will break
the build and all following stages will not be executed allowing a faster feedback loop.

AppVeyor

AppVeyor is used as a secondary CI server to check if the application can be built on W indows:

https://ci.appveyor.com /project/bkim m inich/juice-shop

No linters or test suites are executed. Instead AppVeyor packages and attaches release-artifacts for W indows for
each supported Node.js version to G itHub in case a tag-build is executed.
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Trigger Build Tasks

Com pile and archive pre-packaged distributions for W indows with Node.js 8.x, 10.x
and 11.x

Push to
 ÄÅÖÅÌÏÐ 

Push to  ÍÁÓÔÅÒ 

Pull Request

Version tag  and release to G itHub

. http://sem ver.org 1
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Codebase 101
Jum ping head first into any foreign codebase can cause a little headache. This section is there to help you find
your way through the code of O W ASP Juice Shop. O n its top level the Juice Shop codebase is m ainly separated
into a client and a server tier, the latter with an underlying lightweight database and file system  as storage.

Client Tier
O W ASP Juice Shop uses the popular Angular fram ework as the core of its client-side. Thanks to Angular M aterial
- an Angular-specific im plem entation of G oogle's M aterial Design - the UI looks nicely fam iliar and is easy to use.
It is also built to be responsive with the help of Angular Flex-Layout, letting it adapt nicely to different screen
sizes. The various icons used throughout the frontend are from  the vast Font Awesom e 5 collection.

 Please note that all client-side code is w ritten in Typescript which is com piled into regular JavaScript
during the build process.

Services

Service is a broad category encom passing any value, function, or feature that an app needs. A service is
typically a class with a narrow, well-defined purpose. It should do som ething specific and do it well.

Angular distinguishes com ponents from  services to increase m odularity and reusability. By separating a
com ponent's view-related functionality from  other kinds of processing, you can m ake your com ponent
classes lean and efficient.

The client-side Angular services reside in the  ÆÒÏÎÔÅÎÄƳÓÒÃƳÁÐÐƳ3ÅÒÖÉÃÅÓ  folder. Each service file handles all
RESTful HTTP calls to the Node.js backend for a specific dom ain entity or functional aspect of the application.

1
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Service functions m ust alw ays use Angular's own  (ÔÔÐ#ÌÉÅÎÔ  to m ake any backend calls.
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The following code snippet shows how all services in the O W ASP Juice Shop client are structured using the
exam ple of  &ÅÅÄÂÁÃË3ÅÒÖÉÃÅ . It wraps the  ƳÁÐÉƳ&ÅÅÄÂÁÃË  API which offers a  '%4 ,  0/34  and  $%,%4%  endpoint to
find, create and delete  &ÅÅÄÂÁÃË  of users:

ÉÍÐÏÒÔ ǅ ÅÎÖÉÒÏÎÍÅÎÔ ǆ ÆÒÏÍ ʎƚƚƳƚƚƳÅÎÖÉÒÏÎÍÅÎÔÓƳÅÎÖÉÒÏÎÍÅÎÔʎ
ÉÍÐÏÒÔ ǅ )ÎÊÅÃÔÁÂÌÅ ǆ ÆÒÏÍ ʎʐÁÎÇÕÌÁÒƳÃÏÒÅʎ
ÉÍÐÏÒÔ ǅ (ÔÔÐ#ÌÉÅÎÔ ǆ ÆÒÏÍ ʎʐÁÎÇÕÌÁÒƳÃÏÍÍÏÎƳÈÔÔÐʎ
ÉÍÐÏÒÔ ǅ ÃÁÔÃÈ%ÒÒÏÒƗ ÍÁÐ ǆ ÆÒÏÍ ʎÒØÊÓƳÏÐÅÒÁÔÏÒÓʎ

ʐ)ÎÊÅÃÔÁÂÌÅƽǅ
  ÐÒÏÖÉÄÅÄ)Îƙ ʎÒÏÏÔʎ
ǆƾ
ÅØÐÏÒÔ ÃÌÁÓÓ &ÅÅÄÂÁÃË3ÅÒÖÉÃÅ ǅ

  ÐÒÉÖÁÔÅ ÈÏÓÔ3ÅÒÖÅÒ ˮ ÅÎÖÉÒÏÎÍÅÎÔƚÈÏÓÔ3ÅÒÖÅÒ
  ÐÒÉÖÁÔÅ ÈÏÓÔ ˮ ÔÈÉÓƚÈÏÓÔ3ÅÒÖÅÒ ˩ ʎƳÁÐÉƳ&ÅÅÄÂÁÃËÓʎ

  ÃÏÎÓÔÒÕÃÔÏÒ ƽÐÒÉÖÁÔÅ ÈÔÔÐƙ (ÔÔÐ#ÌÉÅÎÔƾ ǅ ǆ

  ÆÉÎÄ ƽÐÁÒÁÍÓơƙ ÁÎÙƾ ǅ
    ÒÅÔÕÒÎ ÔÈÉÓƚÈÔÔÐƚÇÅÔƽÔÈÉÓƚÈÏÓÔ ˩ ʎƳʎ Ɨ ǅ
      ÐÁÒÁÍÓƙ ÐÁÒÁÍÓ
    ǆƾƚÐÉÐÅƽÍÁÐƽƽÒÅÓÐÏÎÓÅƙ ÁÎÙƾ ˮ˲ ÒÅÓÐÏÎÓÅƚÄÁÔÁƾƗ ÃÁÔÃÈ%ÒÒÏÒƽƽÅÒÒƾ ˮ˲ ǅ
      ÔÈÒÏ× ÅÒÒ
    ǆƾƾ
  ǆ

  ÓÁÖÅ ƽÐÁÒÁÍÓƾ ǅ
    ÒÅÔÕÒÎ ÔÈÉÓƚÈÔÔÐƚÐÏÓÔƽÔÈÉÓƚÈÏÓÔ ˩ ʎƳʎƗ ÐÁÒÁÍÓƾƚÐÉÐÅƽÍÁÐƽƽÒÅÓÐÏÎÓÅƙ ÁÎÙƾ ˮ˲
      ÒÅÓÐÏÎÓÅƚÄÁÔÁƾƗ ÃÁÔÃÈ%ÒÒÏÒƽƽÅÒÒƾ ˮ˲ ǅ ÔÈÒÏ× ÅÒÒ ǆƾƾ
  ǆ

  ÄÅÌ ƽÉÄƾ ǅ
    ÒÅÔÕÒÎ ÔÈÉÓƚÈÔÔÐƚÄÅÌÅÔÅƽÔÈÉÓƚÈÏÓÔ ˩ ʎƳʎ ˩ ÉÄƾƚÐÉÐÅƽÍÁÐƽƽÒÅÓÐÏÎÓÅƙ ÁÎÙƾ ˮ˲
      ÒÅÓÐÏÎÓÅƚÄÁÔÁƾƗ ÃÁÔÃÈ%ÒÒÏÒƽƽÅÒÒƾ ˮ˲ ǅ ÔÈÒÏ× ÅÒÒ ǆƾƾ
  ǆ
ǆ

 Unit tests for all services can be found next to their  ǉƚÓÅÒÖÉÃÅƚÔÓ  files in the  ÆÒÏÎÔÅÎÄƳÓÒÃƳÁÐÐƳ3ÅÒÖÉÃÅÓ  folder as
 ǉƚÓÅÒÖÉÃÅƚÓÐÅÃƚÔÓ  files. They are Jasm ine 2 specifications which are executed by the Karm a test runner.

Com ponents

A com ponent controls a patch of screen called a view.

[...]

You define a com ponent's application logicð what it does to support the viewð inside a class. The class
interacts with the view through an API of properties and m ethods.

The Angular com ponents reside inside  ÆÒÏÎÔÅÎÄƳÓÒÃƳÁÐÐ  as a subfolder for each individual com ponent. Each
com ponent is responsible for one screen portion of the application. It consists of the com ponent itself
( ǉƚÃÏÍÐÏÎÅÎÔƚÔÓ ) and the HTM L Tem plate ( ǉƚÃÏÍÐÏÎÅÎÔƚÈÔÍÌ ) along with its styles ( ǉƚÃÏÍÐÏÎÅÎÔƚÓÃÓÓ ).
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Com ponents m ust alw ays go through one or m ore Services when com m unicating with the application backend.

135



The code snippet below shows the  #ÏÎÔÁÃÔ#ÏÍÐÏÎÅÎÔ  which handles the Contact Us screen and uses three
different services to fulfill its tasks:

 5ÓÅÒ3ÅÒÖÉÃÅ  to retrieve data about the currently logged in user (if applicable) via the  ×ÈÏ!ÍÉƽƾ  function
 #ÁÐÔÃÈÁ3ÅÒÖÉÃÅ  to retrieve a new CAPTCHA for the user to solve via the  ÇÅÔ#ÁÐÔÃÈÁƽƾ  function
 &ÅÅÄÂÁÃË3ÅÒÖÉÃÅ  to eventually  ÓÁÖÅƽƾ  the user feedback

 As a universal rule for the entire Juice Shop codebase, unnecessary code duplication as well as deeply nested
-code should be avoided by using well-nam ed & sm all helper functions. This is dem onstrated by the very

sim ple  ÇÅÔ.Å×#ÁÐÔÃÈÁƽƾ  and  ÒÅÓÅÔ&ÏÒÍƽƾ  functions in the code snippet below. Helper functions should always be
located as close to the calling code as possible.

ÉÍÐÏÒÔ ǅ &ÅÅÄÂÁÃË3ÅÒÖÉÃÅ ǆ ÆÒÏÍ ʎƚƚƳ3ÅÒÖÉÃÅÓƳÆÅÅÄÂÁÃËƚÓÅÒÖÉÃÅʎ
ÉÍÐÏÒÔ ǅ #ÁÐÔÃÈÁ3ÅÒÖÉÃÅ ǆ ÆÒÏÍ ʎƚƚƳ3ÅÒÖÉÃÅÓƳÃÁÐÔÃÈÁƚÓÅÒÖÉÃÅʎ
ÉÍÐÏÒÔ ǅ 5ÓÅÒ3ÅÒÖÉÃÅ ǆ ÆÒÏÍ ʎƚƚƳ3ÅÒÖÉÃÅÓƳÕÓÅÒƚÓÅÒÖÉÃÅʎ
ÉÍÐÏÒÔ ǅ &ÏÒÍ#ÏÎÔÒÏÌƗ 6ÁÌÉÄÁÔÏÒÓ ǆ ÆÒÏÍ ʎʐÁÎÇÕÌÁÒƳÆÏÒÍÓʎ
ÉÍÐÏÒÔ ǅ #ÏÍÐÏÎÅÎÔƗ /Î)ÎÉÔ ǆ ÆÒÏÍ ʎʐÁÎÇÕÌÁÒƳÃÏÒÅʎ
ÉÍÐÏÒÔ ǅ ÌÉÂÒÁÒÙƗ ÄÏÍ ǆ ÆÒÏÍ ʎʐÆÏÒÔÁ×ÅÓÏÍÅƳÆÏÎÔÁ×ÅÓÏÍÅƜÓÖÇƜÃÏÒÅʎ
ÉÍÐÏÒÔ ǅ ÆÁ0ÁÐÅÒ0ÌÁÎÅƗ ÆÁ3ÔÁÒ ǆ ÆÒÏÍ ʎʐÆÏÒÔÁ×ÅÓÏÍÅƳÆÒÅÅƜÓÏÌÉÄƜÓÖÇƜÉÃÏÎÓʎ

ÌÉÂÒÁÒÙƚÁÄÄƽÆÁ3ÔÁÒƗ ÆÁ0ÁÐÅÒ0ÌÁÎÅƾ
ÄÏÍƚ×ÁÔÃÈƽƾ

ʐ#ÏÍÐÏÎÅÎÔƽǅ
  ÓÅÌÅÃÔÏÒƙ ʎÁÐÐƜÃÏÎÔÁÃÔʎƗ
  ÔÅÍÐÌÁÔÅ5ÒÌƙ ʎƚƳÃÏÎÔÁÃÔƚÃÏÍÐÏÎÅÎÔƚÈÔÍÌʎƗ
  ÓÔÙÌÅ5ÒÌÓƙ ǁʎƚƳÃÏÎÔÁÃÔƚÃÏÍÐÏÎÅÎÔƚÓÃÓÓʎǂ
ǆƾ
ÅØÐÏÒÔ ÃÌÁÓÓ #ÏÎÔÁÃÔ#ÏÍÐÏÎÅÎÔ ÉÍÐÌÅÍÅÎÔÓ /Î)ÎÉÔ ǅ

  ÐÕÂÌÉÃ ÁÕÔÈÏÒ#ÏÎÔÒÏÌƙ &ÏÒÍ#ÏÎÔÒÏÌ ˮ
    ÎÅ× &ÏÒÍ#ÏÎÔÒÏÌƽǅ ÖÁÌÕÅƙ ʎʎƗ ÄÉÓÁÂÌÅÄƙ ÔÒÕÅ ǆƗ ǁǂƾ
  ÐÕÂÌÉÃ ÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƙ &ÏÒÍ#ÏÎÔÒÏÌ ˮ
    ÎÅ× &ÏÒÍ#ÏÎÔÒÏÌƽʎʎƗ ǁ6ÁÌÉÄÁÔÏÒÓƚÒÅÑÕÉÒÅÄƗ 6ÁÌÉÄÁÔÏÒÓƚÍÁØ,ÅÎÇÔÈƽʦʫʣƾǂƾ
  ÐÕÂÌÉÃ ÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƙ &ÏÒÍ#ÏÎÔÒÏÌ ˮ
    ÎÅ× &ÏÒÍ#ÏÎÔÒÏÌƽʎʎƗ ǁ6ÁÌÉÄÁÔÏÒÓƚÒÅÑÕÉÒÅÄǂƾ
  ÐÕÂÌÉÃ ÕÓÅÒ)Ä#ÏÎÔÒÏÌƙ &ÏÒÍ#ÏÎÔÒÏÌ ˮ ÎÅ× &ÏÒÍ#ÏÎÔÒÏÌƽʎʎƗ ǁǂƾ
  ÐÕÂÌÉÃ ÒÁÔÉÎÇƙ ÎÕÍÂÅÒ ˮ ʣ
  ÐÕÂÌÉÃ ÆÅÅÄÂÁÃËƙ ÁÎÙ ˮ ÕÎÄÅÆÉÎÅÄ
  ÐÕÂÌÉÃ ÃÁÐÔÃÈÁƙ ÁÎÙ
  ÐÕÂÌÉÃ ÃÁÐÔÃÈÁ)Äƙ ÁÎÙ
  ÐÕÂÌÉÃ ÃÏÎÆÉÒÍÁÔÉÏÎƙ ÁÎÙ
  ÐÕÂÌÉÃ ÅÒÒÏÒƙ ÁÎÙ

  ÃÏÎÓÔÒÕÃÔÏÒ ƽ
    ÐÒÉÖÁÔÅ ÕÓÅÒ3ÅÒÖÉÃÅƙ 5ÓÅÒ3ÅÒÖÉÃÅƗ
    ÐÒÉÖÁÔÅ ÃÁÐÔÃÈÁ3ÅÒÖÉÃÅƙ #ÁÐÔÃÈÁ3ÅÒÖÉÃÅƗ
    ÐÒÉÖÁÔÅ ÆÅÅÄÂÁÃË3ÅÒÖÉÃÅƙ &ÅÅÄÂÁÃË3ÅÒÖÉÃÅƾ ǅ ǆ

  ÎÇ/Î)ÎÉÔ ƽƾ ǅ
    ÔÈÉÓƚÕÓÅÒ3ÅÒÖÉÃÅƚ×ÈÏ!Í)ƽƾƚÓÕÂÓÃÒÉÂÅƽƽÄÁÔÁƙ ÁÎÙƾ ˮ˲ ǅ
      ÔÈÉÓƚÆÅÅÄÂÁÃË ˮ ǅǆ
      ÔÈÉÓƚÕÓÅÒ)Ä#ÏÎÔÒÏÌƚÓÅÔ6ÁÌÕÅƽÄÁÔÁƚÉÄƾ
      ÔÈÉÓƚÆÅÅÄÂÁÃËƚ5ÓÅÒ)Ä ˮ ÄÁÔÁƚÉÄ
      ÔÈÉÓƚÁÕÔÈÏÒ#ÏÎÔÒÏÌƚÓÅÔ6ÁÌÕÅƽÄÁÔÁƚÅÍÁÉÌ ƴƴ ʎÁÎÏÎÙÍÏÕÓʎƾ
    ǆƗ ƽÅÒÒƾ ˮ˲ ǅ
      ÔÈÉÓƚÆÅÅÄÂÁÃË ˮ ÕÎÄÅÆÉÎÅÄ
      ÃÏÎÓÏÌÅƚÌÏÇƽÅÒÒƾ
    ǆƾ
    ÔÈÉÓƚÇÅÔ.Å×#ÁÐÔÃÈÁƽƾ
  ǆ

  ÇÅÔ.Å×#ÁÐÔÃÈÁ ƽƾ ǅ
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    ÔÈÉÓƚÃÁÐÔÃÈÁ3ÅÒÖÉÃÅƚÇÅÔ#ÁÐÔÃÈÁƽƾƚÓÕÂÓÃÒÉÂÅƽƽÄÁÔÁƙ ÁÎÙƾ ˮ˲ ǅ
      ÔÈÉÓƚÃÁÐÔÃÈÁ ˮ ÄÁÔÁƚÃÁÐÔÃÈÁ
      ÔÈÉÓƚÃÁÐÔÃÈÁ)Ä ˮ ÄÁÔÁƚÃÁÐÔÃÈÁ)Ä
    ǆƗ ƽÅÒÒƾ ˮ˲ ÅÒÒƾ
  ǆ

  ÓÁÖÅ ƽƾ ǅ
    ÔÈÉÓƚÆÅÅÄÂÁÃËƚÃÁÐÔÃÈÁ)Ä ˮ ÔÈÉÓƚÃÁÐÔÃÈÁ)Ä
    ÔÈÉÓƚÆÅÅÄÂÁÃËƚÃÁÐÔÃÈÁ ˮ ÔÈÉÓƚÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƚÖÁÌÕÅ
    ÔÈÉÓƚÆÅÅÄÂÁÃËƚÃÏÍÍÅÎÔ ˮ ÔÈÉÓƚÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƚÖÁÌÕÅ
    ÔÈÉÓƚÆÅÅÄÂÁÃËƚÒÁÔÉÎÇ ˮ ÔÈÉÓƚÒÁÔÉÎÇ
    ÔÈÉÓƚÆÅÅÄÂÁÃËƚ5ÓÅÒ)Ä ˮ ÔÈÉÓƚÕÓÅÒ)Ä#ÏÎÔÒÏÌƚÖÁÌÕÅ
    ÔÈÉÓƚÆÅÅÄÂÁÃË3ÅÒÖÉÃÅƚÓÁÖÅƽÔÈÉÓƚÆÅÅÄÂÁÃËƾƚÓÕÂÓÃÒÉÂÅƽƽÓÁÖÅÄ&ÅÅÄÂÁÃËƾ ˮ˲ ǅ
      ÔÈÉÓƚÅÒÒÏÒ ˮ ÎÕÌÌ
      ÔÈÉÓƚÃÏÎÆÉÒÍÁÔÉÏÎ ˮ ʎ4ÈÁÎË ÙÏÕ ÆÏÒ ÙÏÕÒ ÆÅÅÄÂÁÃËʎ ˩
        ƽÓÁÖÅÄ&ÅÅÄÂÁÃËƚÒÁÔÉÎÇ ˮˮˮ ʪ ơ ʎ ÁÎÄ ÙÏÕÒ ʪƜÓÔÁÒ ÒÁÔÉÎÇƞʎ ƙ ʎƚʎƾ
      ÔÈÉÓƚÆÅÅÄÂÁÃË ˮ ǅǆ
      ÔÈÉÓƚÎÇ/Î)ÎÉÔƽƾ
      ÔÈÉÓƚÒÅÓÅÔ&ÏÒÍƽƾ
    ǆƗ ƽÅÒÒÏÒƾ ˮ˲ ǅ
      ÔÈÉÓƚÅÒÒÏÒ ˮ ÅÒÒÏÒƚÅÒÒÏÒ
      ÔÈÉÓƚÃÏÎÆÉÒÍÁÔÉÏÎ ˮ ÎÕÌÌ
      ÔÈÉÓƚÆÅÅÄÂÁÃË ˮ ǅǆ
      ÔÈÉÓƚÒÅÓÅÔ&ÏÒÍƽƾ
    ǆƾ
  ǆ

  ÒÅÓÅÔ&ÏÒÍ ƽƾ ǅ
    ÔÈÉÓƚÁÕÔÈÏÒ#ÏÎÔÒÏÌƚÍÁÒË!Ó5ÎÔÏÕÃÈÅÄƽƾ
    ÔÈÉÓƚÁÕÔÈÏÒ#ÏÎÔÒÏÌƚÍÁÒË!Ó0ÒÉÓÔÉÎÅƽƾ
    ÔÈÉÓƚÁÕÔÈÏÒ#ÏÎÔÒÏÌƚÓÅÔ6ÁÌÕÅƽʎʎƾ
    ÔÈÉÓƚÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƚÍÁÒË!Ó5ÎÔÏÕÃÈÅÄƽƾ
    ÔÈÉÓƚÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƚÍÁÒË!Ó0ÒÉÓÔÉÎÅƽƾ
    ÔÈÉÓƚÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƚÓÅÔ6ÁÌÕÅƽʎʎƾ
    ÔÈÉÓƚÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƚÍÁÒË!Ó5ÎÔÏÕÃÈÅÄƽƾ
    ÔÈÉÓƚÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƚÍÁÒË!Ó0ÒÉÓÔÉÎÅƽƾ
    ÔÈÉÓƚÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƚÓÅÔ6ÁÌÕÅƽʎʎƾ
  ǆ

ǆ

 Unit tests for all com ponents can be found in their subfolders within  ÆÒÏÎÔÅÎÄƳÓÒÃƳÁÐÐƳ  as  ǉƚÃÏÍÐÏÎÅÎÔƚÓÐÅÃƚÔÓ 
files. They are Jasm ine 2 specifications which are executed by the Karm a test runner.

Tem plates

The Angular application m anages what the user sees and can do, achieving this through the interaction of
a com ponent class instance (the com ponent) and its user-facing tem plate.

You m ay be fam iliar with the com ponent/tem plate duality from  your experience with m odel-view-controller
(M VC) or m odel-view-viewm odel (M VVM ). In Angular, the com ponent plays the part of the
controller/viewm odel, and the tem plate represents the view.

Each screen within the application is defined in a HTM L view tem plate along with its Com ponent in the subfolders
beneath  ÆÒÏÎÔÅÎÄƳÓÒÃƳÁÐÐƳ . The views are written as HTM L using Angular M aterial for styling and Angular Flex-
Layout for responsiveness. Furtherm ore m ost views incorporate icons from  the Font Awesom e 5 collection.

 Understanding the Declarative HTM L APIs of the Angular Layout is crucial to be able to write UI elem ents or
entire screens without breaking responsiveness!
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The following code snippet shows the  ÃÏÎÔÁÃÔƚÃÏÍÐÏÎÅÎÔƚÈÔÍÌ  view which - together with the previously shown
 #ÏÎÔÒÁÃÔ#ÏÍÐÏÎÅÎÔ  class and its associated styles in  ÃÏÎÔÁÃÔƚÃÏÍÐÏÎÅÎÔƚÓÃÓÓ  - represents the entire Contact Us
screen.

˱ÄÉÖ ÆØ,ÁÙÏÕÔ!ÌÉÇÎˮʏÃÅÎÔÅÒʏ˲
  ˱ÍÁÔƜÃÁÒÄ˲
    ˱Èʨ ÔÒÁÎÓÌÁÔÅ˲4)4,%ʍ#/.4!#4˱ƳÈʨ˲

    ˱ÄÉÖ ǉÎÇ)ÆˮʏÃÏÎÆÉÒÍÁÔÉÏÎʏ˲
      ˱Ð ÃÌÁÓÓˮʏÃÏÎÆÉÒÍÁÔÉÏÎʏ˲ǅǅÃÏÎÆÉÒÍÁÔÉÏÎǆǆ˱ƳÐ˲
    ˱ƳÄÉÖ˲
    ˱ÄÉÖ ǉÎÇ)ÆˮʏÅÒÒÏÒʏ˲
      ˱Ð ÃÌÁÓÓˮʏÅÒÒÏÒʏ˲ǅǅÅÒÒÏÒǆǆ˱ƳÐ˲
    ˱ƳÄÉÖ˲

    ˱ÄÉÖ ÃÌÁÓÓˮʏÆÏÒÍƜÃÏÎÔÁÉÎÅÒʏ˲

      ˱ÉÎÐÕÔ ÈÉÄÄÅÎ ÔÙÐÅˮʏÔÅØÔʏ ÉÄˮʏÕÓÅÒ)Äʏ ǁÆÏÒÍ#ÏÎÔÒÏÌǂˮʏÕÓÅÒ)Ä#ÏÎÔÒÏÌʏƳ˲

      ˱ÍÁÔƜÆÏÒÍƜÆÉÅÌÄ ÁÐÐÅÁÒÁÎÃÅˮʏÏÕÔÌÉÎÅʏ˲
        ˱ÍÁÔƜÌÁÂÅÌ ÔÒÁÎÓÌÁÔÅ˲,!"%,ʍ!54(/2˱ƳÍÁÔƜÌÁÂÅÌ˲
        ˱ÉÎÐÕÔ ǁÆÏÒÍ#ÏÎÔÒÏÌǂˮʏÁÕÔÈÏÒ#ÏÎÔÒÏÌʏ ÍÁÔ)ÎÐÕÔ ÔÙÐÅˮʏÔÅØÔʏ˲
      ˱ƳÍÁÔƜÆÏÒÍƜÆÉÅÌÄ˲

      ˱ÍÁÔƜÆÏÒÍƜÆÉÅÌÄ ÁÐÐÅÁÒÁÎÃÅˮʏÏÕÔÌÉÎÅʏ˲
        ˱ÍÁÔƜÌÁÂÅÌ ÔÒÁÎÓÌÁÔÅ˲,!"%,ʍ#/--%.4˱ƳÍÁÔƜÌÁÂÅÌ˲
        ˱ÔÅØÔÁÒÅÁ ÉÄˮʏÃÏÍÍÅÎÔʏ ǁÆÏÒÍ#ÏÎÔÒÏÌǂˮʏÆÅÅÄÂÁÃË#ÏÎÔÒÏÌʏ ÍÁÔ)ÎÐÕÔ˲˱ƳÔÅØÔÁÒÅÁ˲
        ˱ÍÁÔƜÅÒÒÏÒ ǉÎÇ)ÆˮʏÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƚÉÎÖÁÌÉÄ ŸŸ ÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƚÅÒÒÏÒÓƚÒÅÑÕÉÒÅÄʏ ÔÒÁÎÓÌÁÔÅ˲
          -!.$!4/29ʍ#/--%.4
        ˱ƳÍÁÔƜÅÒÒÏÒ˲
      ˱ƳÍÁÔƜÆÏÒÍƜÆÉÅÌÄ˲

      ˱ÄÉÖ ÓÔÙÌÅˮʏÍÁÒÇÉÎƜÔÏÐƙʪÐØƘʏ ÃÌÁÓÓˮʏÒÁÔÉÎÇƜÃÏÎÔÁÉÎÅÒʏ˲
        ˱ÌÁÂÅÌ ÓÔÙÌÅˮʏÆÏÎÔƜ×ÅÉÇÈÔƙÂÏÌÄƘ ÍÁÒÇÉÎƜÒÉÇÈÔƙ ʭÐØƘʏ ÔÒÁÎÓÌÁÔÅ˲
          ,!"%,ʍ2!4).'
        ˱ƳÌÁÂÅÌ˲
        ˱ÂÁÒƜÒÁÔÉÎÇ ǁƽÒÁÔÅƾǂˮʏÒÁÔÉÎÇʏ ǁÍÁØǂˮʏʪʏ˲˱ƳÂÁÒƜÒÁÔÉÎÇ˲
      ˱ƳÄÉÖ˲

      ˱ÍÁÔƜÆÏÒÍƜÆÉÅÌÄ˲
        ˱ÌÁÂÅÌ ÓÔÙÌÅˮʏÆÏÎÔƜ×ÅÉÇÈÔƙÂÏÌÄƘʏ ÔÒÁÎÓÌÁÔÅ˲,!"%,ʍ#!04#(!˱ƳÌÁÂÅÌ˲ŸÎÂÓÐƘ
        ˱ÃÏÄÅ ÉÄˮʏÃÁÐÔÃÈÁʏ˲ǅǅÃÁÐÔÃÈÁǆǆ˱ƳÃÏÄÅ˲ŸÎÂÓÐƘ˱ÌÁÂÅÌ˲ơ˱ƳÌÁÂÅÌ˲
        ˱ÉÎÐÕÔ ÉÄˮʏÃÁÐÔÃÈÁ#ÏÎÔÒÏÌʏ ǁÆÏÒÍ#ÏÎÔÒÏÌǂˮʏÃÁÐÔÃÈÁ#ÏÎÔÒÏÌʏ ÍÁÔ)ÎÐÕÔ ÔÙÐÅˮʏÔÅØÔʏ˲
        ˱ÍÁÔƜÅÒÒÏÒ ǉÎÇ)ÆˮʏÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƚÉÎÖÁÌÉÄ ŸŸ ÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƚÅÒÒÏÒÓƚÒÅÑÕÉÒÅÄʏ ÔÒÁÎÓÌÁÔÅ˲
          -!.$!4/29ʍ#!04#(!
        ˱ƳÍÁÔƜÅÒÒÏÒ˲
      ˱ƳÍÁÔƜÆÏÒÍƜÆÉÅÌÄ˲

    ˱ƳÄÉÖ˲

    ˱ÂÕÔÔÏÎ ÔÙÐÅˮʏÓÕÂÍÉÔʏ ÉÄˮʏÓÕÂÍÉÔ"ÕÔÔÏÎʏ ÓÔÙÌÅˮʏÍÁÒÇÉÎƜÔÏÐƙʪÐØƘʏ
            ÍÁÔƜÒÁÉÓÅÄƜÂÕÔÔÏÎ ÃÏÌÏÒˮʏÐÒÉÍÁÒÙʏ
            ǁÄÉÓÁÂÌÅÄǂˮʏÁÕÔÈÏÒ#ÏÎÔÒÏÌƚÉÎÖÁÌÉÄ ƴƴ ÆÅÅÄÂÁÃË#ÏÎÔÒÏÌƚÉÎÖÁÌÉÄ ƴƴ ÃÁÐÔÃÈÁ#ÏÎÔÒÏÌƚÉÎÖÁÌÉÄ ƴƴ ƞÒÁÔÉÎÇʏ
            ƽÃÌÉÃËƾˮʏÓÁÖÅƽƾʏ˲
      ˱É ÃÌÁÓÓˮʏÆÁÓ ÆÁƜÐÁÐÅÒƜÐÌÁÎÅ ÆÁƜÌÇʏ˲˱ƳÉ˲ ǅǅʎ"4.ʍ35"-)4ʎ ƴ ÔÒÁÎÓÌÁÔÅǆǆ
    ˱ƳÂÕÔÔÏÎ˲

  ˱ƳÍÁÔƜÃÁÒÄ˲
˱ƳÄÉÖ˲

 In the entire Juice Shop code base, inline tem plates are never used. Tem plates m ust alw ays be described in
separate  ƚÈÔÍÌ  files.
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Internationalization

All static texts in the user interface are fully internationalized using the  ÎÇØƜÔÒÁÎÓÌÁÔÅ  m odule. Texts com ing from
the server (e.g. product descriptions or server error m essages) are always in English.

No hard-coded texts are allowed in any of the Tem plates or Com ponents. Instead, property keys have to be
defined and are usually applied with a  ÔÒÁÎÓÌÁÔÅ  attribute that can be placed in m ost HTM L tags. You m ight have
noticed several of these  ÔÒÁÎÓÌÁÔÅ  attributes in the  ÃÏÎÔÁÃÔƚÃÏÍÐÏÎÅÎÔƚÈÔÍÌ  code snippet from  the Tem plates
section.

The different translations are m aintained in JSO N files in the  ƳÆÒÏÎÔÅÎÄƳÓÒÃƳÁÓÓÅÔÓƳÉʦʭÎ  folder. The only file that is
allowed to be touched by developers is the  ÅÎƚÊÓÏÎ  file for the original English texts. New properties are
exclusively added here. W hen pushing the  ÄÅÖÅÌÏÐ  branch to G itHub, the online translation provider will pick up
changes in  ÅÎƚÊÓÏÎ  and adapt all other language files accordingly. All this happens behind the scenes in a
distinct branch  ÌʦʣÎʍÄÅÖÅÌÏÐ  which will be m anually m erged back into  ÄÅÖÅÌÏÐ  on a regular basis.

To learn about the actual translation process please refer to the chapter Helping with translations.

Client-side code com pilation

All client side Angular code is com piled into JavaScript and afterwards uglified (for security by obscurity) and
m inified (for initial load tim e reduction) during the build process (launched with  ÎÐÍ ÉÎÓÔÁÌÌ ) of the application.
This creates an  ÆÒÏÎÔÅÎÄƳÄÉÓÔƳÆÒÏÎÔÅÎÄ  folder, which is the one actually delivered to the Browser to load all
application-specific client-side code.

 If you want to quickly test client-side code changes, it can be cum bersom e and slow to launch  ÎÐÍ ÉÎÓÔÁÌÌ 
over and over again. Instead you can use  ÎÐÍ ÒÕÎ ÓÅÒÖÅ  to keep let Angular watch for client-code changes and
recom pile the affected parts on the fly. You usually not even have to m anually refresh your browser with  &ʪ  to
see your changes.

Server Tier
The backend of O W ASP Juice Shop is a Node.js application based on the Express web fram ework.

 O n the server side all JavaScript code m ust be com pliant to javascript (ES6) syntax.

Routes

Routing refers to determ ining how an application responds to a client request to a particular endpoint,
which is a URI (or path) and a specific HTTP request m ethod (G ET, PO ST, and so on).
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Each route can have one or m ore handler functions, which are executed when the route is m atched.

Routes are defined via the the Express fram ework and can be handled by any of the following m iddlewares:

An autom atically generated API endpoint for one of the exposed tables from  the application's Data m odel
A hand-written m iddleware which encapsulates som e business or technical responsibility
Som e third-party m iddleware that fulfills a non-functional requirem ent such as

file serving (via  ÓÅÒÖÅƜÉÎÄÅØ  and  ÓÅÒÖÅƜÆÁÖÉÃÏÎ )
adding HTTP security headers (via  ÈÅÌÍÅÔ  and  ÃÏÒÓ )
extracting cookies from  HTTP requests (via  ÃÏÏËÉÅƜÐÁÒÓÅÒ )
writing access logs (via  ÍÏÒÇÁÎ )
catching unhandled exceptions and presenting a default error screen (via  ÅÒÒÏÒÈÁÎÄÌÅÒ )

 Integration tests for all routes can be found in the  ÔÅÓÔƳÁÐÉ  folder alongside all other API endpoint tests, from
where Frisby.js/Jest assert the functionality of the entire backend on HTTP-request/response level.

G enerated API endpoints

Juice Shop uses the Epilogue m iddleware to autom atically create REST endpoints for m ost of its Sequelize
m odels. For e.g. the  5ÓÅÒ  m odel the generated endpoints are:

 ƳÁÐÉƳ5ÓÅÒÓ  accepting
 '%4  requests to retrieve all (or a filtered list of) user records
and  0/34  requests to create a new user record

 ƳÁÐÉƳ5ÓÅÒÓƳǅÉÄǆ  accepting
 '%4  requests to retrieve a single user record by its database ID
 0!4#(  requests to update a user record
 $%,%4%  requests to delete a user record

Apart from  the  5ÓÅÒ  m odel also the  0ÒÏÄÕÃÔ ,  &ÅÅÄÂÁÃË ,  "ÁÓËÅÔ)ÔÅÍ ,  #ÈÁÌÌÅÎÇÅ ,  #ÏÍÐÌÁÉÎÔ ,  2ÅÃÙÃÌÅ ,
 3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎ  and  3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒ  m odels are exposed in this fashion.

Not all HTTP verbs are accepted by every endpoint. Furtherm ore, som e endpoints are protected against
anonym ous access and can only be used by an authenticated user. This is described later in section Access
control on routes.

ÅÐÉÌÏÇÕÅƚÉÎÉÔÉÁÌÉÚÅƽǅ
  ÁÐÐƗ
  ÓÅÑÕÅÌÉÚÅƙ ÍÏÄÅÌÓƚÓÅÑÕÅÌÉÚÅ
ǆƾ

ÃÏÎÓÔ ÁÕÔÏ-ÏÄÅÌÓ ˮ ǁʎ5ÓÅÒʎƗ ʎ0ÒÏÄÕÃÔʎƗ ʎ&ÅÅÄÂÁÃËʎƗ
ʎ"ÁÓËÅÔ)ÔÅÍʎƗ ʎ#ÈÁÌÌÅÎÇÅʎƗ ʎ#ÏÍÐÌÁÉÎÔʎƗ ʎ2ÅÃÙÃÌÅʎƗ
ʎ3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎʎƗ ʎ3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒʎǂ

ÆÏÒ ƽÃÏÎÓÔ ÍÏÄÅÌ.ÁÍÅ ÏÆ ÁÕÔÏ-ÏÄÅÌÓƾ ǅ
  ÃÏÎÓÔ ÒÅÓÏÕÒÃÅ ˮ ÅÐÉÌÏÇÕÅƚÒÅÓÏÕÒÃÅƽǅ
    ÍÏÄÅÌƙ ÍÏÄÅÌÓǁÍÏÄÅÌ.ÁÍÅǂƗ
    ÅÎÄÐÏÉÎÔÓƙ ǁźƳÁÐÉƳʙǅÍÏÄÅÌ.ÁÍÅǆÓźƗ źƳÁÐÉƳʙǅÍÏÄÅÌ.ÁÍÅǆÓƳƙÉÄźǂ
  ǆƾ

  ƳƳ ÆÉØ ÔÈÅ ÁÐÉ ÄÉÆÆÅÒÅÎÃÅ ÂÅÔ×ÅÅÎ ÅÐÉÌÏÇÕÅ ÁÎÄ ÐÒÅÖÉÏÕÓÌÙ
  ƳƳ ÕÓÅÄ ÓÅÑÕÌÉÚÅƜÒÅÓÔÆÕÌ
  ÒÅÓÏÕÒÃÅƚÁÌÌƚÓÅÎÄƚÂÅÆÏÒÅƽƽÒÅÑƗ ÒÅÓƗ ÃÏÎÔÅØÔƾ ˮ˲ ǅ
    ÃÏÎÔÅØÔƚÉÎÓÔÁÎÃÅ ˮ ǅ
      ÓÔÁÔÕÓƙ ʎÓÕÃÃÅÓÓʎƗ
      ÄÁÔÁƙ ÃÏÎÔÅØÔƚÉÎÓÔÁÎÃÅ

4
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    ǆ
    ÒÅÔÕÒÎ ÃÏÎÔÅØÔƚÃÏÎÔÉÎÕÅ
  ǆƾ
ǆ

Hand-w ritten m iddlew are

The business functionality in the application backend is separated into tightly scoped m iddleware com ponents
which are placed in the  ÒÏÕÔÅÓ  folder.
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These m iddleware com ponents are directly m apped to Express routes.

Each m iddleware exposes a single function which encapsulates their responsibility. For exam ple, the  ÁÎÇÕÌÁÒƚÊÓ 
m iddleware delivers the  ÉÎÄÅØƚÈÔÍÌ  page to the client:

ÃÏÎÓÔ ÐÁÔÈ ˮ ÒÅÑÕÉÒÅƽʎÐÁÔÈʎƾ
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ÃÏÎÓÔ ÕÔÉÌÓ ˮ ÒÅÑÕÉÒÅƽʎƚƚƳÌÉÂƳÕÔÉÌÓʎƾ

ÍÏÄÕÌÅƚÅØÐÏÒÔÓ ˮ ÆÕÎÃÔÉÏÎ ÓÅÒÖÅ!ÎÇÕÌÁÒ#ÌÉÅÎÔ ƽƾ ǅ
  ÒÅÔÕÒÎ ƽǅÕÒÌǆƗ ÒÅÓƗ ÎÅØÔƾ ˮ˲ ǅ
    ÉÆ ƽƞÕÔÉÌÓƚÓÔÁÒÔÓ7ÉÔÈƽÕÒÌƗ ʎƳÁÐÉʎƾ ŸŸ ƞÕÔÉÌÓƚÓÔÁÒÔÓ7ÉÔÈƽÕÒÌƗ ʎƳÒÅÓÔʎƾƾ ǅ
      ÒÅÓƚÓÅÎÄ&ÉÌÅƽÐÁÔÈƚÒÅÓÏÌÖÅƽʍʍÄÉÒÎÁÍÅƗ ʎƚƚƳÁÐÐƳÉÎÄÅØƚÈÔÍÌʎƾƾ
    ǆ ÅÌÓÅ ǅ
      ÎÅØÔƽÎÅ× %ÒÒÏÒƽʎ5ÎÅØÐÅÃÔÅÄ ÐÁÔÈƙ ʎ ˩ ÕÒÌƾƾ
    ǆ
  ǆ
ǆ

If a hand-written m iddleware is involved in a hacking challenge, it m ust assess on its own if the challenge has
been solved. For exam ple, in the  ÂÁÓËÅÔƚÊÓ  m iddleware where successfully accessing another user's shopping
basket is verified:

ÃÏÎÓÔ ÕÔÉÌÓ ˮ ÒÅÑÕÉÒÅƽʎƚƚƳÌÉÂƳÕÔÉÌÓʎƾ
ÃÏÎÓÔ ÉÎÓÅÃÕÒÉÔÙ ˮ ÒÅÑÕÉÒÅƽʎƚƚƳÌÉÂƳÉÎÓÅÃÕÒÉÔÙʎƾ
ÃÏÎÓÔ ÍÏÄÅÌÓ ˮ ÒÅÑÕÉÒÅƽʎƚƚƳÍÏÄÅÌÓƳÉÎÄÅØʎƾ
ÃÏÎÓÔ ÃÈÁÌÌÅÎÇÅÓ ˮ ÒÅÑÕÉÒÅƽʎƚƚƳÄÁÔÁƳÄÁÔÁÃÁÃÈÅʎƾƚÃÈÁÌÌÅÎÇÅÓ

ÍÏÄÕÌÅƚÅØÐÏÒÔÓ ˮ ÆÕÎÃÔÉÏÎ ÒÅÔÒÉÅÖÅ"ÁÓËÅÔ ƽƾ ǅ
  ÒÅÔÕÒÎ ƽÒÅÑƗ ÒÅÓƗ ÎÅØÔƾ ˮ˲ ǅ
    ÃÏÎÓÔ ÉÄ ˮ ÒÅÑƚÐÁÒÁÍÓƚÉÄ
    ÍÏÄÅÌÓƚ"ÁÓËÅÔƚÆÉÎÄƽǅ ×ÈÅÒÅƙ ǅ ÉÄ ǆƗ ÉÎÃÌÕÄÅƙ ǁ ǅ ÍÏÄÅÌƙ ÍÏÄÅÌÓƚ0ÒÏÄÕÃÔƗ ÐÁÒÁÎÏÉÄƙ ÆÁÌÓÅ ǆ ǂ ǆƾ
      ƚÔÈÅÎƽÂÁÓËÅÔ ˮ˲ ǅ
        ÉÆ ƽÕÔÉÌÓƚÎÏÔ3ÏÌÖÅÄƽÃÈÁÌÌÅÎÇÅÓƚÂÁÓËÅÔ#ÈÁÌÌÅÎÇÅƾƾ ǅ
          ÃÏÎÓÔ ÕÓÅÒ ˮ ÉÎÓÅÃÕÒÉÔÙƚÁÕÔÈÅÎÔÉÃÁÔÅÄ5ÓÅÒÓƚÆÒÏÍƽÒÅÑƾ
          ÉÆ ƽÕÓÅÒ ŸŸ ÉÄ ŸŸ ÉÄ ƞˮˮ ʎÕÎÄÅÆÉÎÅÄʎ ŸŸ ÕÓÅÒƚÂÉÄ ƞˮ ÉÄƾ ǅ
            ÕÔÉÌÓƚÓÏÌÖÅƽÃÈÁÌÌÅÎÇÅÓƚÂÁÓËÅÔ#ÈÁÌÌÅÎÇÅƾ
          ǆ
        ǆ
        ÒÅÓƚÊÓÏÎƽÕÔÉÌÓƚÑÕÅÒÙ2ÅÓÕÌÔ4Ï*ÓÏÎƽÂÁÓËÅÔƾƾ
      ǆƾƚÃÁÔÃÈƽÅÒÒÏÒ ˮ˲ ǅ
        ÎÅØÔƽÅÒÒÏÒƾ
      ǆƾ
  ǆ
ǆ

The only m iddleware deviating from  above specification is  ÖÅÒÉÆÙƚÊÓ . It contains no business functionality.
Instead of one function it exposes several nam ed functions on challenge verification for G enerated API
endpoints, for exam ple:

ÁÐÐƚÐÏÓÔƽʎƳÁÐÉƳ&ÅÅÄÂÁÃËÓʎƗ ÖÅÒÉÆÙƚÆÏÒÇÅÄ&ÅÅÄÂÁÃË#ÈÁÌÌÅÎÇÅƽƾƾ
ÁÐÐƚÐÏÓÔƽʎƳÁÐÉƳ&ÅÅÄÂÁÃËÓʎƗ ÖÅÒÉÆÙƚÃÁÐÔÃÈÁ"ÙÐÁÓÓ#ÈÁÌÌÅÎÇÅƽƾƾ

The sam e applied for any challenges on top of third-party m iddleware, for exam ple:

ÁÐÐƚÕÓÅƽÖÅÒÉÆÙƚÅÒÒÏÒ(ÁÎÄÌÉÎÇ#ÈÁÌÌÅÎÇÅƽƾƾ
ÁÐÐƚÕÓÅƽÅÒÒÏÒÈÁÎÄÌÅÒƽƾƾ

Sim ilar to the G enerated API endpoints, not all hand-written endpoints can be used anonym ously. The upcom ing
section Access control on routes explains the available authorization checks.

 Unit tests for hand-written routes can be found in the  ÔÅÓÔƳÓÅÒÖÅÒ  folder. These tests are written using the
Chai assertion library in conjunction with the M ocha test fram ework.
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Access control on routes

For both the generated and hand-written m iddleware access can be retricted on the corresponding routes by
adding  ÉÎÓÅÃÕÒÉÔÙƚÄÅÎÙ!ÌÌƽƾ  or  ÉÎÓÅÃÕÒÉÔÙƚÉÓ!ÕÔÈÏÒÉÚÅÄƽƾ  as an extra m iddleware. Exam ples for denying all
access to certain HTTP verbs for the  3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎ  and  3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒ  m odels:

Ƴǉ 3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎÓƙ /ÎÌÙ '%4 ÌÉÓÔ ÏÆ ÑÕÅÓÔÉÏÎÓ ÁÌÌÏ×ÅÄƚ ǉƳ
ÁÐÐƚÐÏÓÔƽʎƳÁÐÉƳ3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎÓʎƗ ÉÎÓÅÃÕÒÉÔÙƚÄÅÎÙ!ÌÌƽƾƾ
ÁÐÐƚÕÓÅƽʎƳÁÐÉƳ3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎÓƳƙÉÄʎƗ ÉÎÓÅÃÕÒÉÔÙƚÄÅÎÙ!ÌÌƽƾƾ

Ƴǉ 3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒÓƙ /ÎÌÙ 0/34 ÏÆ ÁÎÓ×ÅÒ ÁÌÌÏ×ÅÄƚ ǉƳ
ÁÐÐƚÇÅÔƽʎƳÁÐÉƳ3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒÓʎƗ ÉÎÓÅÃÕÒÉÔÙƚÄÅÎÙ!ÌÌƽƾƾ
ÁÐÐƚÕÓÅƽʎƳÁÐÉƳ3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒÓƳƙÉÄʎƗ ÉÎÓÅÃÕÒÉÔÙƚÄÅÎÙ!ÌÌƽƾƾ

The following snippet show the authorization settings for the  5ÓÅÒ  m odel which allows only  0/34  to anonym ous
users (for registration) and requires to be logged-in for retrieving the list of users or individual user records.
Deleting users is com pletely forbidden:

ÁÐÐƚÇÅÔƽʎƳÁÐÉƳ5ÓÅÒÓʎƗ ÉÎÓÅÃÕÒÉÔÙƚÉÓ!ÕÔÈÏÒÉÚÅÄƽƾƾ
ÁÐÐƚÒÏÕÔÅƽʎƳÁÐÉƳ5ÓÅÒÓƳƙÉÄʎƾ
  ƚÇÅÔƽÉÎÓÅÃÕÒÉÔÙƚÉÓ!ÕÔÈÏÒÉÚÅÄƽƾƾ
  ƚÐÕÔƽÉÎÓÅÃÕÒÉÔÙƚÄÅÎÙ!ÌÌƽƾƾ ƳƳ 5ÐÄÁÔÉÎÇ ÕÓÅÒÓ ÉÓ ÆÏÒÂÉÄÄÅÎ ÔÏ ÍÁËÅ ÔÈÅ ÐÁÓÓ×ÏÒÄ ÃÈÁÎÇÅ ÃÈÁÌÌÅÎÇÅ ÈÁÒÄÅÒ
  ƚÄÅÌÅÔÅƽÉÎÓÅÃÕÒÉÔÙƚÄÅÎÙ!ÌÌƽƾƾ ƳƳ $ÅÌÅÔÉÎÇ ÕÓÅÒÓ ÉÓ ÆÏÒÂÉÄÄÅÎ ÅÎÔÉÒÅÌÙ ÔÏ ËÅÅÐ ÌÏÇÉÎ ÃÈÁÌÌÅÎÇÅÓ ÓÏÌÖÁÂÌÅ

Custom  libraries

Two im portant and widely used custom  libraries reside in the  ÌÉÂ  folder, one containing useful utilities
( ÌÉÂƳÕÔÉÌÓƚÊÓ ) and the other encapsulating m any of the broken security features ( ÌÉÂƳÉÎÓÅÃÕÒÉÔÙƚÊÓ ) of the
application.

Useful utilities

The m ain responsibility of the  ÕÔÉÌÓƚÊÓ  m odule is setting challenges as solved and sending associated
notifications, optionally including a CTF flag code. It can also retrieve any challenge by its nam e and check if a
passed challenge is not yet solved, to avoid unnecessary (and som etim es expensive) repetitive solving of the
sam e challenge.

ÅØÐÏÒÔÓƚÓÏÌÖÅ ˮ ÆÕÎÃÔÉÏÎ ƽÃÈÁÌÌÅÎÇÅƗ ÉÓ2ÅÓÔÏÒÅƾ ǅ
  ÃÏÎÓÔ ÓÅÌÆ ˮ ÔÈÉÓ
  ÃÈÁÌÌÅÎÇÅƚÓÏÌÖÅÄ ˮ ÔÒÕÅ
  ÃÈÁÌÌÅÎÇÅƚÓÁÖÅƽƾƚÔÈÅÎƽÓÏÌÖÅÄ#ÈÁÌÌÅÎÇÅ ˮ˲ ǅ
    ÓÏÌÖÅÄ#ÈÁÌÌÅÎÇÅƚÄÅÓÃÒÉÐÔÉÏÎ ˮ ÅÎÔÉÔÉÅÓƚÄÅÃÏÄÅƽÓÁÎÉÔÉÚÅ(ÔÍÌƽÓÏÌÖÅÄ#ÈÁÌÌÅÎÇÅƚÄÅÓÃÒÉÐÔÉÏÎƗ ǅ
      ÁÌÌÏ×ÅÄ4ÁÇÓƙ ǁǂƗ
      ÁÌÌÏ×ÅÄ!ÔÔÒÉÂÕÔÅÓƙ ǁǂ
    ǆƾƾ
    ÃÏÎÓÏÌÅƚÌÏÇƽÃÏÌÏÒÓƚÇÒÅÅÎƽʎ3ÏÌÖÅÄʎƾ ˩ ʎ ÃÈÁÌÌÅÎÇÅ ʎ ˩ ÃÏÌÏÒÓƚÃÙÁÎƽÓÏÌÖÅÄ#ÈÁÌÌÅÎÇÅƚÎÁÍÅƾ ˩ ʎ ƽʎ ˩ ÓÏÌÖÅÄ#ÈÁÌÌÅÎÇÅƚÄ
ÅÓÃÒÉÐÔÉÏÎ ˩ ʎƾʎƾ
    ÓÅÌÆƚÓÅÎÄ.ÏÔÉÆÉÃÁÔÉÏÎƽÓÏÌÖÅÄ#ÈÁÌÌÅÎÇÅƗ ÉÓ2ÅÓÔÏÒÅƾ
  ǆƾ
ǆ

ÅØÐÏÒÔÓƚÓÅÎÄ.ÏÔÉÆÉÃÁÔÉÏÎ ˮ ÆÕÎÃÔÉÏÎ ƽÃÈÁÌÌÅÎÇÅƗ ÉÓ2ÅÓÔÏÒÅƾ ǅ
  ÉÆ ƽƞÔÈÉÓƚÎÏÔ3ÏÌÖÅÄƽÃÈÁÌÌÅÎÇÅƾƾ ǅ
    ÃÏÎÓÔ ÆÌÁÇ ˮ ÔÈÉÓƚÃÔÆ&ÌÁÇƽÃÈÁÌÌÅÎÇÅƚÎÁÍÅƾ
    ÃÏÎÓÔ ÎÏÔÉÆÉÃÁÔÉÏÎ ˮ ǅ
      ÎÁÍÅƙ ÃÈÁÌÌÅÎÇÅƚÎÁÍÅƗ
      ÃÈÁÌÌÅÎÇÅƙ ÃÈÁÌÌÅÎÇÅƚÎÁÍÅ ˩ ʎ ƽʎ ˩ ÃÈÁÌÌÅÎÇÅƚÄÅÓÃÒÉÐÔÉÏÎ ˩ ʎƾʎƗ
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      ÆÌÁÇƙ ÆÌÁÇƗ
      ÈÉÄÄÅÎƙ ƞÃÏÎÆÉÇƚÇÅÔƽʎÁÐÐÌÉÃÁÔÉÏÎƚÓÈÏ×#ÈÁÌÌÅÎÇÅ3ÏÌÖÅÄ.ÏÔÉÆÉÃÁÔÉÏÎÓʎƾƗ
      ÉÓ2ÅÓÔÏÒÅƙ ÉÓ2ÅÓÔÏÒÅ
    ǆ
    ÎÏÔÉÆÉÃÁÔÉÏÎÓƚÐÕÓÈƽÎÏÔÉÆÉÃÁÔÉÏÎƾ
    ÉÆ ƽÇÌÏÂÁÌƚÉÏƾ ǅ
      ÇÌÏÂÁÌƚÉÏƚÅÍÉÔƽʎÃÈÁÌÌÅÎÇÅ ÓÏÌÖÅÄʎƗ ÎÏÔÉÆÉÃÁÔÉÏÎƾ
    ǆ
  ǆ
ǆ

It also offers som e basic  3ÔÒÉÎÇ  and  $ÁÔÅ  utilities along with data (un-)wrapper functions and a m ethod for the
synchronous file download used during Custom ization.

Insecurity features

The  ÉÎÓÅÃÕÒÉÔÙƚÊÓ  m odule offers all security-relevant utilities of the application, but of course m ostly in som e
broken or flawed way:

Hashing functions borh weak ( ÈÁÓÈƽƾ ) and relatively strong ( ÈÍÁÃƽƾ )
Route authorization via JW T with  ÄÅÎÙ!ÌÌƽƾ  and  ÉÓ!ÕÔÈÏÒÉÚÅÄƽƾ  (see Access control on routes) and
corresponding grant of perm ission for a users with  ÁÕÔÈÏÒÉÚÅƽƾ 
HTM L sanitization by exposing a (vulnerable) external library as function  ÓÁÎÉÔÉÚÅ(ÔÍÌƽƾ 
Keeping a bi-directional m ap of users with their current authentication token (JW T) in  ÁÕÔÈÅÎÔÉÃÁÔÅÄ5ÓÅÒÓ 
Coupon code creation and verification functions  ÇÅÎÅÒÁÔÅ#ÏÕÐÏÎƽƾ  and  ÄÉÓÃÏÕÎÔ&ÒÏÍ#ÏÕÐÏÎƽƾ 
A whitelist of allowed redirect URLs and a corresponding check function  ÉÓ2ÅÄÉÒÅÃÔ!ÌÌÏ×ÅÄƽƾ 
CAPTCHA verification via  ÖÅÒÉÆÙ#ÁÐÔÃÈÁƽƾ  which com pares the user's answer against the requested
CAPTCHA from  the database

Storage Tier
SQ Lite and M arsDB form  the backbone of the Juice Shop, as an e-com m erce application without storage for its
product, custom er and associated data would not be very realistic. The Juice Shop uses light-weight
im plem entations on the database layer to keep it runnable as a single "all-inclusive" server which can be
deployed in various ways with ease.

Database
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For the m ain database of the Juice Shop the file-based SQ Lite engine is used. It does not require a separate
server but is accessed directly from   ÄÁÔÁƳÊÕÉÃÅÓÈÏÐƚÓÑÌÉÔÅ  on the file system  of the Node.js server. For ease of
use and m ore flexibility the relational m apping fram ework Sequelize is used to actually access the data through a
querying API. Som etim e plain SQ L is used as well, and of course in an unsafe way that allows Injection.

Data m odel

The relational data m odel of the Juice Shop is very straightforward. It features the following tables:

 5ÓÅÒÓ  which contains all registered users (i.e. potential custom ers) of the web shop.
The table  3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎÓ  contains a fixed num ber of security questions a user has to choose from  during
registration. The provided answer is stored in the table  3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒÓ .
The  0ÒÏÄÕÃÔÓ  table contains the products available in the shop including price data.
W hen logging in every user receives a shopping basket represented by a row in the  "ÁÓËÅÔÓ  table. W hen
putting products into the basket this is reflected by entries in  "ÁÓËÅÔ)ÔÅÍÓ  linking a product to a basket
together with a quantity.
Users can interact further with the shop by

giving feedback which is stored in the  &ÅÅÄÂÁÃËÓ  table
com plaining about recent orders which creates entries in the  #ÏÍÐÌÁÉÎÔÓ  table
asking for fruit-pressing leftovers to be collected for recycled via the  2ÅÃÙÃÌÅÓ  table.

The table  #ÁÐÔÃÈÁÓ  stores all generated CAPTCHA questions and answers for com parison with the users
response.
The  #ÈÁÌÌÅÎÇÅÓ  table would not be part of the data m odel of a norm al e-com m erce application, but for
sim plicities sake it is kept in the sam e schem a. This table stores all hacking challenges that the O W ASP
Juice Shop offers and persists if the user already solved them  or not.
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Non-relational database

Not all data of the Juice Shop resides in a relational schem a. The product  ÒÅÖÉÅ×Ó  are stored in a non-relational
in-m em ory M arsDB instance. An exam ple user  ÒÅÖÉÅ×Ó  entry m ight look like the following inside M arsDB:

ǅʏÍÅÓÓÁÇÅʏƙʏ/ÎÅ ÏÆ ÍÙ ÆÁÖÏÒÉÔÅÓƞʏƗʏÁÕÔÈÏÒʏƙʏÁÄÍÉÎʐÊÕÉÃÅƜÓÈƚÏÐʏƗʏÐÒÏÄÕÃÔʏƙʦƗʏʍÉÄʏƙʏ0Á:Ê!++-ÁØ7ÉÅ3&ʫʪʏǆ

All interaction with M arsDB happens via the M ongoDB query syntax.

Populating the databases

The O W ASP Juice Shop com es with a  ÄÁÔÁƳÄÁÔÁÃÒÅÁÔÏÒƚÊÓ  m odule that is autom atically executed on every server
start after the SQ Lite file and in-m em ory M arsDB have been cleared. It populates all tables with som e initial data
which m akes the application usable out-of-the-box:

ÍÏÄÕÌÅƚÅØÐÏÒÔÓ ˮ ÁÓÙÎÃ ƽƾ ˮ˲ ǅ
  ÃÏÎÓÔ ÃÒÅÁÔÏÒÓ ˮ ǁ
    ÃÒÅÁÔÅ5ÓÅÒÓƗ
    ÃÒÅÁÔÅ#ÈÁÌÌÅÎÇÅÓƗ
    ÃÒÅÁÔÅ2ÁÎÄÏÍ&ÁËÅ5ÓÅÒÓƗ
    ÃÒÅÁÔÅ0ÒÏÄÕÃÔÓƗ
    ÃÒÅÁÔÅ"ÁÓËÅÔÓƗ
    ÃÒÅÁÔÅ"ÁÓËÅÔ)ÔÅÍÓƗ
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    ÃÒÅÁÔÅ&ÅÅÄÂÁÃËƗ
    ÃÒÅÁÔÅ#ÏÍÐÌÁÉÎÔÓƗ
    ÃÒÅÁÔÅ2ÅÃÙÃÌÅÓƗ
    ÃÒÅÁÔÅ3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎÓƗ
    ÃÒÅÁÔÅ3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒÓ
  ǂ

  ÆÏÒ ƽÃÏÎÓÔ ÃÒÅÁÔÏÒ ÏÆ ÃÒÅÁÔÏÒÓƾ ǅ
    Á×ÁÉÔ ÃÒÅÁÔÏÒƽƾ
  ǆ
ǆ

For the  5ÓÅÒÓ  and  #ÈÁÌÌÅÎÇÅÓ  tables the rows to be inserted are defined via YAM L files in the  ÄÁÔÁƳÓÔÁÔÉÃ  folder.
As the contents of the  0ÒÏÄÕÃÔÓ  table and the non-relational  ÒÅÖÉÅ×Ó  collection can be custom ized, it is
populated based on the active configuration file. By default this is  ÃÏÎÆÉÇƳÄÅÆÁÕÌÔƚÙÍÌ ).

The data in the  &ÅÅÄÂÁÃËÓ ,  3ÅÃÕÒÉÔÙ1ÕÅÓÔÉÏÎÓ ,  3ÅÃÕÒÉÔÙ!ÎÓ×ÅÒÓ ,  "ÁÓËÅÔ ,  "ÁÓËÅÔ)ÔÅÍ ,  #ÏÍÐÌÁÉÎÔÓ  and  2ÅÃÙÃÌÅÓ 
tables is statically defined within the  ÄÁÔÁÃÒÅÁÔÏÒƚÊÓ  script. They are so sim ple that a YAM L declaration file
seem ed like overkill.

The  #ÁÐÔÃÈÁÓ  table rem ains em pty on startup, as it will dynam ically generate a new CAPTCHA every tim e the
Contact us page is visited.

File system

The folder  ÆÔÐ  contains som e files which are directly accessible. W hen a user com pletes a purchase, an order
confirm ation PDF is generated and placed into this folder. O ther than that the  ÆÔÐ  folder is also used to deliver
the shop's term s of use to interested custom ers.

Uploaded com plaint files

The File com plaint page contains a file upload field to attach one of the previously m entioned order confirm ation
PDFs. W hile these are really uploaded to the server, they are not written to the file system  but discarded for
security reasons: Publicly hosted Juice Shop instances are not supposed to be abused as m alware distribution
sites or file shares.

End-to-end tests
As applications grow in size and com plexity, it becom es unrealistic to rely on m anual testing to verify the
correctness of new features, catch bugs and notice regressions. Unit tests are the first line of defense for
catching bugs, but som etim es issues com e up with integration between com ponents which can't be
captured in a unit test. End-to-end tests are m ade to find these problem s.

The folder  ÔÅÓÔƳÅʧÅ  contains an extensive suite of end-to-end tests which autom atically solves every
challenge in the Juice Shop application. W henever a new challenge is added, a corresponding end-to-end test
needs to be included, to prove that it can be exploited.

It is quite an im pressive sight to see how 85 hacking challenges are solved without any hum an interaction in a
few m inutes. The e2e tests constantly jum p back and forth between attacked pages and the Score Board letting
you watch as the difficulty stars and progress bar slowly fill and ever m ore green "solved"-badges appear. There
is a video recording of this on YouTube for the 7.0.0 release of the Juice Shop.

5
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These tests are written and executed with Protractor which uses Selenium  W ebDriver under the hood.

. https://angular.io/guide/architecture-services 

. https://angular.io/guide/architecture-com ponents 

. https://angular.io/guide/tem plate-syntax 

. http://expressjs.com /en/starter/basic-routing.htm l 

. https://docs.angularjs.org/guide/e2e-testing 

1

2

3

4

5
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Helping w ith translations
The user interface of O W ASP Juice Shop is fully translated into several languages. For m any m ore languages
there is a partial translation available:

As long as the original author is taking part in the project's m aintenance, there will always be  English and a
com plete  G erm an translation available. Everything beyond that depends on volunteer translators!

Crow din
Juice Shop uses a Crowdin project to translate the project and perform  reviews:

https://crowdin.com /project/owasp-juice-shop

Crowdin is a Localization M anagem ent Platform  that allows to crowdsource translations of m obile apps, web,
desktop software and related assets. It is free for open source projects.

How  to participate?

1. Create an account at Crowdin and log in.
2. Visit the project invitation page https://crowdin.com /project/owasp-juice-shop/invite
3. Pick a language you would like to help translate the project into

1
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4. In the Files tab select the listed source file  ÅÎƚÊÓÏÎ 
5. Pick an untranslated label (m arked with a red box) and provide a translation
6. That is all it takes!

In the background, Crowdin will use the dedicated  ÌʦʣÎʍÄÅÖÅÌÏÐ  G it branch to synchronize translations into the
 ÁÐÐƳÉʦʭÎƳơơƚÊÓÏÎ  language files where  ơơ  is a language code (e.g.  ÅÎ  or  ÄÅ ).

Adding another language

If you do not find the language you would like to provide a translation for in the list, please contact the O W ASP
Juice Shop project leader or raise an issue on G itHub asking for the m issing language. It will be added asap!

Translating directly via G itHub PR
1. Fork the repository https://github.com /bkim m inich/juice-shop
2. Translate the labels in the desired language- ƚÊÓÏÎ  file in  ƳÁÐÐƳÉʦʭÎ 
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3. Com m it, push and open a Pull Request
4. Done!

If the language you would like to translate into is m issing, just add a corresponding two-letter-ISO -code- ƚÊÓÏÎ  file
to the folder  ƳÁÐÐƳÉʦʭÎ . It will be im ported to Crowdin afterwards and added as a new language there as well.

The Crowdin process is the preferred way for the project to handle its translations as it com es with built-in review
and approval options and is very easy to use. But of course it would be stupid of us to turn down a translation just
because som eone likes to edit JSO N files m anually m ore!

. https://crowdin.com / 1
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Donations
As a project of the O W ASP Foundation the Juice Shop is and always will be

open source
free software

The entire project is licensed under the liberal M IT license which allows even com m ercial use and m odifications.
There will never be an "enterprise" or "prem ium " version of O W ASP Juice Shop either.

This does not m ean that a project like it can thrive without any funding. Som e exam ples on what the O W ASP
Juice Shop spent (or m ight spend) m oney on:

G iveaways for conferences and m eetups (e.g. stickers, m agnets, iron-ons or tem porary tattoos)
M erchandise to reward awesom e project contributions or m arketing for the project (e.g. apparel or m ugs)
Bounties on features or fixes (via Bountysource)
Software license costs (e.g. an extended icon library)
Com m ercial support where the team  lacks expertise (e.g. graphics design for this book's cover was paid
from  donations)

How  can I donate?
The project gratefully accepts donations via PayPal as well as BitCoin and other paym ent options:

Provider Link

PayPal

Credit Card https://www.regonline.com /Register/Checkin.aspx?EventID=1044369

Patreon (:repeat:) https://www.patreon.com /join/bkim m inich?

Liberapay (:repeat:) https://liberapay.com /bkim m inich/donate

Koh-fi https://ko-fi.com /C0C7PLXP

Tippin.m e https://tippin.m e/@ bkim m inich
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BitCoin

1AbKfgvw9psQ 41NbLi8kufDQ TezwG 8DRZm

Dash

Xr556RzuwX6hg5EG pkybbv5RanJoZN17kW
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Ethereum

0x0f933ab9fCAAA782D0279C300D73750e1311EAE6

Donations via PayPal and Credit Card are received and m anaged by the O W ASP Foundation. This is the only
option where an official donation receipt can be handed out.

 Independent of your selected m ethod it is recom m ended to forward your donation confirm ation to
bjoern.kim m inich@ owasp.org to allow verifying if the earm arking worked and the m oney is attributed to the Juice
Shop budget. You should provide your full nam e and (optional) URL for the m ention in the Acknowledgem ents on
the official project page. If you donated at least 1000 US$ you can choose to provide a logo to put on the page
instead of your nam e. See Sponsorship Rules below for details.

Credit card donation step-by-step

1. G o to https://www.regonline.com /Register/Checkin.aspx?EventID=1044369.
2. Register with your em ail address and select  0ÒÏÊÅÃÔ 3ÕÐÐÏÒÔÅÒ  from  the Donation Type dropdown list.

3. Continue to the Personal Info step and fill at least all m andatory fields. Click Continue.
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4. In the Agenda step select one of the available am ounts or Project Supporter - O ther to put in an individual
am ount.

5. Enter  /7!30 *ÕÉÃÅ 3ÈÏÐ 0ÒÏÊÅÃÔ  into the m andatory field W hich Project would you like to support? and click
Continue.

6. In the final Checkout step choose a Password for your account and fill in your _Billing Inform ation.
7. Click Finish to process your donation and be led to the Confirm ation screen.
8. Here you can download your Receipt under the Docum ents section on the right.
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Sponsorship Rules
O W ASP Juice Shop adheres to the Project Sponsorship O perational G uidelines of the O W ASP Foundation. In
one sentence, these allow nam ed acknowledgem ents (with link) for all m onetary donations. For am ounts of least
1000 US$ a logo im age (with link) can be added instead. The logo size can be at m ost 300x300 pixels. Logo and
nam e placem ents are guaranteed for 1 year after the donation but m ight stay there longer at the discretion of the
Project Leader.

You can find a list of all sponsors of the O W ASP Juice Shop to date in the Acknowledgem ents tab of the project
hom epage.
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 Appendix A - Challenge solutions
All URLs in the challenge solutions assum e you are running the application locally and on the default port
http://localhost:3000. Change the URL accordingly if you use a different root URL.

O ften there are m ultiple ways to solve a challenge. In m ost cases just one possible solution is presented here.
This is typically the easiest or m ost obvious one from  the author's perspective.

The challenge solutions found in this release of the com panion guide are com patible with v8.5.0 of O W ASP Juice
Shop.

Trivial Challenges (  )

Access a confidential docum ent

1. Follow the link to titled Check out our boring term s of use if you are interested in such lam e stuff
(http://localhost:3000/ftp/legal.m d?m d_debug=true) on the About Us page.

2. Successfully attem pt to browse the directory by changing the URL into http://localhost:3000/ftp

3. O pen http://localhost:3000/ftp/acquisitions.m d to solve the challenge.

Provoke an error that is not very gracefully handled.

Any request that cannot be properly handled by the server will eventually be passed to a global error handling
com ponent that sends an error page to the client that includes a stack trace and other sensitive inform ation. The
restful API behaves in a sim ilar way, passing back a JSO N error object with sensitive data, such as SQ L query
strings.

Here are two exam ples (out of m any different ways) to provoke such an error situation and solve this challenge
im m ediately:

Visit http://localhost:3000/rest/qwertz
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Log in to the application with  ʎ  (single-quote) as Em ail and anything as Password
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Read our privacy policy

1. Log in to the application with any user.
2. O pen the dropdown m enu on your profile picture and choose Privacy & Security.
3. You will find yourself on http://localhost:3000/#/privacy-security/privacy-policy which instantly solves this

challenge for you.

Let us redirect you to a donation site that w ent out of business

1. Log in to the application with any user.
2. Visit the Your Basket page and expand the Paym ent and M erchandise sections with the "credit card"-button.
3. Perceive that all donation links are passed through the  ÔÏ  param eter of the route  ƳÒÅÄÉÒÅÃÔ 
4. O pen  ÍÁÉÎƚÊÓ  in your browser's DevTools
5. Searching for  ƳÒÅÄÉÒÅÃÔơÔÏˮ  and stepping through all m atches you will notice one that does not appear on

any (visible) button on the Your Basket page:  ƳÒÅÄÉÒÅÃÔơÔÏˮÈÔÔÐÓƙƳƳÇÒÁÔÉÐÁÙƚÃÏÍƳÊÕÉÃÅƜÓÈÏÐ 

6. O pen http://localhost:3000/redirect?to=https://gratipay.com /juice-shop to solve the challenge.

Follow  the DRY principle w hile registering a user

 TO DO

Find the carefully hidden 'Score Board' page

1. G o to the Sources tab of your browsers DevTools and open the  ÍÁÉÎƚÊÓ  file.
2. If your browser offers pretty-printing of this m inified m essy code, best use this offer. In Chrom e this can be

done with the "{}"-button.
3. Search for  ÓÃÏÒÅ  and iterate through each finding to com e across one that looks like a route m apping

section:
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4. Navigate to http://localhost:3000/#/score-board to solve the challenge.
5. From  now on you will see the additional m enu item  Score Board in the navigation bar.

Perform  a reflected XSS attack

1. Log in as any user.
2. Click the Track O rders button.
3. Paste the attack string  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  into the O rder ID field.
4. Click the Track button.
5. An alert box with the text "xss" should appear.

Perform  a DO M  XSS attack

1. Paste the attack string  ˱ ÉÆÒÁÍÅ ÓÒÃˮʏÊÁÖÁÓÃÒÉÐÔƙÁÌÅÒÔƽźØÓÓźƾʏ˲  into the Search... field.
2. Click the Search button.
3. An alert box with the text "xss" should appear.
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G ive a devastating zero-star feedback to the store

Place an order that m akes you rich. Visit the Contact Us form  and put in a Com m ent text. Also solve the
CAPTCHA at the bottom  of the form .

1. The Subm it button is still disabled because you did not select a Rating yet.
2. Inspect the Subm it button with your DevTools and note the  ÄÉÓÁÂÌÅÄ  attribute of the  ˱ ÂÕÔÔÏÎ˲  HTM L tag
3. Double click on  ÄÉÓÁÂÌÅÄ  attribute to select it and then delete it from  the tag.

4. The Subm it button is now enabled.
5. Click the Subm it button to solve the challenge.
6. You can verify the feedback was saved by checking the Custom er Feedback widget on the About Us page.
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Easy Challenges (  )

Access the adm inistration section of the store

1. O pen the  ÍÁÉÎƚÊÓ  in your browser's developer tools and search for "adm in".
2. O ne of the m atches will be a route m apping to  ÐÁÔÈƙ ʏÁÄÍÉÎÉÓÔÒÁÔÉÏÎʏ .

3. Navigating to http://localhost:3000/#/adm inistration will give a  ʩʣʨ &ÏÒÂÉÄÄÅÎ  error.
4. Log in to an adm inistrator's account by solving the challenge

Log in with the adm inistrator's user account or
Log in with the adm inistrator's user credentials without previously changing them  or applying SQ L
Injection first and then navigate to http://localhost:3000/#/adm inistration will solve the challenge.
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View  another user's shopping basket

1. Log in as any user.
2. Put som e products into your shopping basket.
3. Inspect the Session Storage in your browser's developer tools to find a num eric  ÂÉÄ  value.

4. Change the  ÂÉÄ , e.g. by adding or subtracting 1 from  its value.
5. Visit http://localhost:3000/#/basket to solve the challenge.

If the challenge is not im m ediately solved, you m ight have to  &ʪ -reload to relay the  ÂÉÄ  change to the Angular
client.

Use a deprecated B2B interface that w as not properly shut dow n

1. Log in as any user.
2. Click Com plain? in the Contact Us dropdown to go to the File Com plaint form
3. Clicking the file upload button for Invoice and browsing som e directories you m ight notice that  ƚÐÄÆ  and

 ƚÚÉÐ  files are filtered by default
4. Trying to upload another other file will probably give you an error m essage on the UI stating exactly that:

 &ÏÒÂÉÄÄÅÎ ÆÉÌÅ ÔÙÐÅƚ /ÎÌÙ 0$&Ɨ :)0 ÁÌÌÏ×ÅÄƚ 

5. O pen the  ÍÁÉÎƚÊÓ  in your DevTools and find the declaration of the file upload (e.g. by searching for  ÚÉÐ )
6. In the  ÁÌÌÏ×ÅÄ-ÉÍÅ4ÙÐÅ  array you will notice  ʏÁÐÐÌÉÃÁÔÉÏÎƳØÍÌʏ  and  ʏÔÅØÔƳØÍÌʏ  along with the expected PDF

and ZIP types
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7. Click on the Choose File button.
8. In the File Nam e field enter  ǉƚØÍÌ  and select any arbitrary XM L file (<100KB) you have available. Then

press O pen.
9. Enter som e M essage text and press Subm it to solve the challenge.

10. O n the JavaScript Console of your browser you will see a suspicious  ʩʦʣ ƽ'ÏÎÅƾ  HTTP Error. In the
corresponding entry in the Network section of your browser's DevTools, you should see an error m essage,
telling you that  "ʧ" ÃÕÓÔÏÍÅÒ ÃÏÍÐÌÁÉÎÔÓ ÖÉÁ ÆÉÌÅ ÕÐÌÏÁÄ ÈÁÖÅ ÂÅÅÎ ÄÅÐÒÅÃÁÔÅÄ ÆÏÒ ÓÅÃÕÒÉÔÙ ÒÅÁÓÏÎÓƞ 

G et rid of all 5-star custom er feedback

1. Log in to the application with any user.
2. Solve Access the adm inistration section of the store

3. Delete all entries with five star rating from  the Custom er Feedback table using the trashcan button
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Log in w ith the adm inistrator's user account

Log in with Em ail  ʎ ÏÒ ʦˮʦƜƜ  and any Password which will authenticate the first entry in the  5ÓÅÒÓ  table
which coincidentally happens to be the adm inistrator
or log in with Em ail  ÁÄÍÉÎʐÊÕÉÃÅƜÓÈƚÏÐʎƜƜ  and any Password if you have already know the em ail address of
the adm inistrator
or log in with Em ail  ÁÄÍÉÎʐÊÕÉÃÅƜÓÈƚÏÐ  and Password  ÁÄÍÉÎʦʧʨ  if you looked up the adm inistrator's password
hash  ʣʦʮʧʣʧʨÁʬÂÂÄʬʨʧʪʣʪʦʫÆʣʫʮÄÆʦʭÂʪʣʣ  in a rainbow table after harvesting the user data

by solving Retrieve a list of all user credentials via SQ L Injection
or via REST API call http://localhost:3000/api/Users while providing any valid  !ÕÔÈÏÒÉÚÁÔÉÏÎ "ÅÁÒÅÒ  token
(even one of a self-registered user).

Log in w ith M C SafeSearch's original user credentials

1. Reading the hints for this challenge or googling "M C SafeSearch" will eventually bring the m usic video
"Protect Ya' Passwordz" to your attention.

2. W atch this video to learn that M C used the nam e of his dog "M r. Noodles" as a password but changed "som e
vowels into zeroes".

3. Visit http://localhost:3000/#/login and log in with Em ail  ÍÃƚÓÁÆÅÓÅÁÒÃÈʐÊÕÉÃÅƜÓÈƚÏÐ  and Password  -Òƚ .ʣʣÄÌÅÓ 
to solve this challenge.

Log in w ith the adm inistrator's user credentials w ithout previously
changing them  or applying SQ L Injection

1. Visit http://localhost:3000/#/login.
2. Log in with Em ail  ÁÄÍÉÎʐÊÕÉÃÅƜÓÈƚÏÐ  and Password  ÁÄÍÉÎʦʧʨ  which is as easy to guess as it is to brute force

or retrieve from  a rainbow table.

Behave like any "w hite hat" should

1. Visit https://securitytxt.org/ to learn about a proposed standard which allows websites to define security
policies.

2. Request the security policy file from  the server at http://localhost:3000/.well-known/security.txt to solve the
challenge.

3. O ptionally, write an em ail to the m entioned contact address donotreply@ owasp-juice.shop and see what
happens... 

Inform  the shop about an algorithm  or library it should definitely not use
the w ay it does

Juice Shop uses som e inappropriate crypto algorithm s and libraries in different places. W hile working on the
following topics (and having the  ÐÁÃËÁÇÅƚÊÓÏÎƚÂÁË  at hand) you will learn those inappropriate choices in order to
exploit and solve them :

Forge a coupon code that gives you a discount of at least 80%  exploits  Úʭʪ  (Zero-M Q  Base85
im plem entation) as the library for coupon codes.
Solve challenge #999 requires you to create a valid hash with the  ÈÁÓÈÉÄ  library.
Passwords in the  5ÓÅÒÓ  table are hashed with unsalted M D5
Users registering via G oogle account will receive a very silly default password that involves Base64
encoding.
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1. Visit http://localhost:3000/#/contact.
2. Subm it your feedback with one of the following words in the com m ent:  Úʭʪ ,  ÂÁÓÅʭʪ ,  ÂÁÓÅʫʩ ,  ÍÄʪ  or

 ÈÁÓÈÉÄ .

Perform  an XSS attack on a legacy page w ithin the application

1. Log in as any user.
2. Visit our user profile page at http://localhost:3000/profile.
3. Type in any Usernam e and click the Set Usernam e button.
4. Notice that the usernam e is displayed beneath the profile im age.
5. Change the usernam e into  ˱ ÓÃÒÉÐÔ˲ÁÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲  and click Set Usernam e.
6. Notice the displayed usernam e under the profile picture now is  ÌÅÒÔƽźØÓÓźƾ  while in the Usernam e field it

shows  ÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲  - both a clear indication that the m alicious input was sanitized. O bviously the
sanitization was not very sophisticated, as the input was quite m angled and even the closing  ˱ ÓÃÒÉÐÔ˲  tag
survived the procedure.

7. Change the usernam e into  ˱ ˱ÁƴÁÓÃÒÉÐÔ˲ÁÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲  and click Set Usernam e.
8. The naive sanitizer only rem oves  ˱ ÁƴÁ  effectively changing the usernam e into  ˱ ÓÃÒÉÐÔ˲ÁÌÅÒÔƽźØÓÓźƾ˱ƳÓÃÒÉÐÔ˲ 

thus resulting in the expected alert box popping up.

M edium  Challenges (  )

G et registered as adm in user

1. Subm it a  0/34  request to http://localhost:3000/api/Users with:

 ǅʏÅÍÁÉÌʏƙʏÁÄÍÉÎʏƗʏÐÁÓÓ×ÏÒÄʏƙʏÁÄÍÉÎʏƗʏÉÓ!ÄÍÉÎʏƙÔÒÕÅǆ  as body
and  ÁÐÐÌÉÃÁÔÉÏÎƳÊÓÏÎ  as  #ÏÎÔÅÎÔƜ4ÙÐÅ 

2. Upon your next visit to the application's web UI the challenge will be m arked as solved.

Put an additional product into another user's shopping basket
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1. Log in as any user.
2. Inspect HTTP traffic while putting item s into your own shopping basket to learn your own  "ÁÓËÅÔ)Ä . For this

solution we assum e yours is  ʦ  and another user's basket with a  "ÁÓËÅÔ)Ä  of  ʧ  exists.
3. Subm it a  0/34  request to http://localhost:3000/api/BasketItem s with payload as  ǅʏ0ÒÏÄÕÃÔ)Äʏƙ ʦʩƗʏ"ÁÓËÅÔ)Äʏƙ

ʏʧʏƗʏÑÕÁÎÔÉÔÙʏƙ ʦǆ  m aking sure no product of that with  0ÒÏÄÕÃÔ)Ä  of  ʦʩ  is already in the target basket. M ake
sure to supply your  !ÕÔÈÏÒÉÚÁÔÉÏÎ "ÅÁÒÅÒ  token in the request header.

4. You will receive a (probably unexpected) response of  ǅʎÅÒÒÏÒʎ ƙ ʎ)ÎÖÁÌÉÄ "ÁÓËÅÔ)Äʎǆ  - after all, it is not your
basket!

5. Change your  0/34  request into utilizing HTTP Param eter Polution (HPP) by supplying your own  "ÁÓËÅÔ)Ä 
and that of som eone else in the sam e payload, i.e.  ǅʏ0ÒÏÄÕÃÔ)Äʏƙ ʦʩƗʏ"ÁÓËÅÔ)Äʏƙ ʏʦʏƗʏÑÕÁÎÔÉÔÙʏƙ ʦƗʏ"ÁÓËÅÔ)Äʏƙ
ʏʧʏǆ .

6. Subm itting this request will satisfy the validation based on your own  "ÁÓËÅÔ)Ä  but put the product into the
other basket!

 W ith other  "ÁÓËÅÔ)Ä s you m ight need to play with the order of the duplicate property a bit and/or m ake sure
your own  "ÁÓËÅÔ)Ä  is lower than the one of the target basket to m ake this HPP vulnerability work in your favor.

Supplying m ultiple HTTP param eters with the sam e nam e m ay cause an application to interpret values in
unanticipated ways. By exploiting these effects, an attacker m ay be able to bypass input validation, trigger
application errors or m odify internal variables values. As HTTP Param eter Pollution (in short HPP) affects a
building block of all web technologies, server and client side attacks exist.

Current HTTP standards do not include guidance on how to interpret m ultiple input param eters with the
sam e nam e. For instance, RFC 3986 sim ply defines the term  Q uery String as a series of field-value pairs
and RFC 2396 defines classes of reversed and unreserved query string characters. W ithout a standard in
place, web application com ponents handle this edge case in a variety of ways (see the table below for
details).

By itself, this is not necessarily an indication of vulnerability. However, if the developer is not aware of the
problem , the presence of duplicated param eters m ay produce an anom alous behavior in the application
that can be potentially exploited by an attacker. As often in security, unexpected behaviors are a usual
source of weaknesses that could lead to HTTP Param eter Pollution attacks in this case. To better
introduce this class of vulnerabilities and the outcom e of HPP attacks, it is interesting to analyze som e real-
life exam ples that have been discovered in the past. 

Subm it 10 or m ore custom er feedbacks w ithin 10 seconds

1. O pen the Network tab of your browser DevTools and visit http://localhost:3000/#/contact
2. You should notice a  '%4  request to http://localhost:3000/rest/captcha/ which retrieves the CAPTCHA for the

feedback form . The HTTP response body will look sim ilar to  ǅʏÃÁÐÔÃÈÁ)ÄʏƙʦʭƗʏÃÁÐÔÃÈÁʏƙʏʪǉʭǉʭʏƗʏÁÎÓ×ÅÒʏƙʏʨʧʣʏǆ .
3. Fill out the form  norm ally and subm it it while checking the backend interaction in your Developer Tools. The

CAPTCHA identifier and solution are transm itted along with the feedback in the request body:  ǅÃÏÍÍÅÎÔƙ
ʏ(ÅÌÌÏʏƗ ÒÁÔÉÎÇƙ ʦƗ ÃÁÐÔÃÈÁƙ ʏʨʧʣʏƗ ÃÁÐÔÃÈÁ)Äƙ ʦʭǆ 

4. You will notice that a new CAPTCHA is retrieved from  the REST endpoint. It will present a different m ath
challenge, e.g.  ǅʏÃÁÐÔÃÈÁ)ÄʏƙʦʮƗʏÃÁÐÔÃÈÁʏƙʏʦǉʦƜʦʏƗʏÁÎÓ×ÅÒʏƙʏʣʏǆ 

5. W rite another feedback but before sending it, change the  ÃÁÐÔÃÈÁ)Ä  and  ÃÁÐÔÃÈÁ  param eters to the previous
values of  ÃÁÐÔÃÈÁ)Ä  and  ÁÎÓ×ÅÒ . In this exam ple you would subm it  ÃÁÐÔÃÈÁƙ ʏʨʧʣʏƗ ÃÁÐÔÃÈÁ)Äƙ ʦʭ  instead of
 ÃÁÐÔÃÈÁƙ ʏʣʏƗ ÃÁÐÔÃÈÁ)Äƙ ʦʮ .

6. The server will accept your feedback, telling your that the CAPTCHA can be pinned to any previous one you
like.

7. W rite a script with a 10-iteration loop that subm its feedback using your pinned  ÃÁÐÔÃÈÁ)Ä  and  ÃÁÐÔÃÈÁ 

7
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param eters. Running this script will solve the challenge.

Two alternate (but m ore com plex) solutions:

Rewrite your script so that it parses the response from  each CAPTCHA retrieval call to
http://localhost:3000/rest/captcha/ and sets the extracted  ÃÁÐÔÃÈÁ)Ä  and  ÁÎÓ×ÅÒ  param eters in each
subsequent form  subm ission as  ÃÁÐÔÃÈÁ)Ä  and  ÃÁÐÔÃÈÁ .
Using an autom ated browser test tool like Selenium  W ebDriver you could do the following:
1. Read the CAPTCHA question from  the HTM L elem ent  ˱ ÃÏÄÅ ÉÄˮʏÃÁÐÔÃÈÁʏ ƚƚƚ˲ 

2. Calculate the result on the fly using JavaScript
3. Let W ebDriver write the answer into the  ˱ ÉÎÐÕÔ ÎÁÍÅˮʏÆÅÅÄÂÁÃË#ÁÐÔÃÈÁʏ ƚƚƚ˲  field.

The latter is actually the way it is im plem ented in the end-to-end test for this challenge:

  ÌÅÔ ÃÏÍÍÅÎÔƗ ÒÁÔÉÎÇƗ ÓÕÂÍÉÔ"ÕÔÔÏÎƗ ÃÁÐÔÃÈÁ

  ÂÅÆÏÒÅ%ÁÃÈƽƽƾ ˮ˲ ǅ
    ÂÒÏ×ÓÅÒƚÇÅÔƽʎƳʢƳÃÏÎÔÁÃÔʎƾ
    ÃÏÍÍÅÎÔ ˮ ÅÌÅÍÅÎÔƽÂÙƚÉÄƽʎÃÏÍÍÅÎÔʎƾƾ
    ÒÁÔÉÎÇ ˮ ʙʙƽʎƚÂÒƜÕÎÉÔʎƾƚÌÁÓÔƽƾ
    ÃÁÐÔÃÈÁ ˮ ÅÌÅÍÅÎÔƽÂÙƚÉÄƽʎÃÁÐÔÃÈÁ#ÏÎÔÒÏÌʎƾƾ
    ÓÕÂÍÉÔ"ÕÔÔÏÎ ˮ ÅÌÅÍÅÎÔƽÂÙƚÉÄƽʎÓÕÂÍÉÔ"ÕÔÔÏÎʎƾƾ
    ÓÏÌÖÅ.ÅØÔ#ÁÐÔÃÈÁƽƾ
  ǆƾ

  ÄÅÓÃÒÉÂÅƽʎÃÈÁÌÌÅÎÇÅ ʏÃÁÐÔÃÈÁ"ÙÐÁÓÓʏʎƗ ƽƾ ˮ˲ ǅ
    ÉÔƽʎÓÈÏÕÌÄ ÂÅ ÐÏÓÓÉÂÌÅ ÔÏ ÐÏÓÔ ʦʣ ÏÒ ÍÏÒÅ ÃÕÓÔÏÍÅÒ ÆÅÅÄÂÁÃËÓ ÉÎ ÌÅÓÓ ÔÈÁÎ ʦʣ ÓÅÃÏÎÄÓʎƗ ƽƾ ˮ˲ ǅ
      ÆÏÒ ƽÖÁÒ É ˮ ʣƘ É ˱ ʦʦƘ É˩˩ƾ ǅ
        ÃÏÍÍÅÎÔƚÓÅÎÄ+ÅÙÓƽʎ3ÐÁÍ ʢʎ ˩ Éƾ
        ÒÁÔÉÎÇƚÃÌÉÃËƽƾ
        ÓÕÂÍÉÔ"ÕÔÔÏÎƚÃÌÉÃËƽƾ
        ÂÒÏ×ÓÅÒƚÓÌÅÅÐƽʧʣʣƾ
        ÓÏÌÖÅ.ÅØÔ#ÁÐÔÃÈÁƽƾ ƳƳ ÆÉÒÓÔ #!04#(! ×ÁÓ ÁÌÒÅÁÄÙ ÓÏÌÖÅÄ ÉÎ ÂÅÆÏÒÅ%ÁÃÈ
      ǆ
    ǆƾ

    ÐÒÏÔÒÁÃÔÏÒƚÅØÐÅÃÔƚÃÈÁÌÌÅÎÇÅ3ÏÌÖÅÄƽǅ ÃÈÁÌÌÅÎÇÅƙ ʎ#!04#(! "ÙÐÁÓÓ 4ÉÅÒ ʦʎ ǆƾ
  ǆƾ

  ÆÕÎÃÔÉÏÎ ÓÏÌÖÅ.ÅØÔ#ÁÐÔÃÈÁ ƽƾ ǅ
    ÅÌÅÍÅÎÔƽÂÙƚÉÄƽʎÃÁÐÔÃÈÁʎƾƾƚÇÅÔ4ÅØÔƽƾƚÔÈÅÎƽƽÔÅØÔƾ ˮ˲ ǅ
      ÃÏÎÓÔ ÁÎÓ×ÅÒ ˮ ÅÖÁÌƽÔÅØÔƾƚÔÏ3ÔÒÉÎÇƽƾ ƳƳ ÅÓÌÉÎÔƜÄÉÓÁÂÌÅƜÌÉÎÅ ÎÏƜÅÖÁÌ
      ÃÁÐÔÃÈÁƚÓÅÎÄ+ÅÙÓƽÁÎÓ×ÅÒƾ
    ǆƾ
  ǆ

It is worth noting that both alternate solutions would still work even if the CAPTCHA-pinning problem  would be
fixed in the application!

Post som e feedback in another users nam e

1. G o to the Contact Us form  on http://localhost:3000/#/contact.
2. Inspect the DO M  of the form  in your browser to spot this suspicious text field right at the top:  ˱ ÉÎÐÕÔ

ʍÎÇÃÏÎÔÅÎÔƜÃʧʨ ÈÉÄÄÅÎ ÉÄˮʏÕÓÅÒ)Äʏ ÔÙÐÅˮʏÔÅØÔʏ ÃÌÁÓÓˮʏÎÇƜÕÎÔÏÕÃÈÅÄ ÎÇƜÐÒÉÓÔÉÎÅ ÎÇƜÖÁÌÉÄʏ˲ 
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