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Cookies 

Another similar and somehow more reliable way to determine the current web framework are framework-
specific cookies. 

 

HTML source code 

This technique is based on finding certain patterns in the HTML page source code. We can find a lot of 
information which helps a tester to recognize a specific web application. 
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Common Application Identifiers 
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More information at: 
https://isc.sans.edu/diary/Wordpress+%22Pingback%22+DDoS+Attacks/17801 
https://hackerone.com/reports/96294 
https://github.com/1N3/Wordpress-XMLRPC-Brute-Force-Exploit/blob/master/wordpress-
xmlrpc-brute-v2.py 
https://testpurposes.net/2016/11/01/wordpress-xmlrpc-brute-force-attacks-via-burpsuite/ 

Comment on source code review 

It is very common and even recommended 
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Sensitive information in logs 

Some applications might, for example use GET requests to forward form data which will be viewable in 
the server logs. This means that server logs might contain sensitive information (such as usernames as 
passwords, or bank account details). This sensitive information can be misused by an attacker if logs were 
to be obtained by an attacker, for example, through administrative interfaces or known web server 
vulnerabilities or misconfiguration (like the well-known server-status misconfiguration in Apache-based 
HTTP servers ).   

Log Location 

Try to keep logs in a separate location, and not in the web server itself. This also makes it easier to 
aggregate logs from different sources that refer to the same application (such as those of a web server 
farm) and it also makes it easier to do log analysis (which can be CPU intensive) without affecting the 
server itself. 

Log Storage 

In UNIX systems, logs will be located in /var (although some server installations might reside in /opt or 
/usr/local) and it is thus important to make sure that the directories that contain logs are in a separate 
partition. In some cases, and in order to prevent the system logs from being affected, the log directory of 
the server software itself (such as /var/log/apache in the Apache web server) should be stored in a 
dedicated partition. 

Log rotation  
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After retrieving all the policy files, the permissions allowed should be checked under the least privilege 
principle. Requests should only come from the domains, ports, or protocols that are necessary. Overly 
permissive policies should be avoided. Policies with "*" in them should be closely examined. 
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Authentication Testing 

1. Testing for Credentials Transported over an Encrypted Channel 

Black Box Testing 

In the following examples we will use Burp Suite to capture packet headers and to inspect the them 

Example 1: Sending data with GET/POST method through HTTP 

Suppose that the login page presents a form with field User, Pass, and the Submit button to authenticate 
and give access to application. 
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So the data is transmitted without encryption and a malicious user could intercept the username and 
password by simple sniffing the network with a tool like Wireshark 
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Example 2: Sending data with GET/POST method through HTTPS 

Suppose that our web application uses the HTTPS protocol to encrypt the data we are sending (or at least 
for transmitting sensitive data like credentials). In this case, when logging on to the web application the 
header of our POST request would be similar to the following: 

 

Example 3: sending data with GET/POST method via HTTPS on a page reachable via HTTP 

Imagine we having a web page reachable via HTTP and that only data sent from the authentication form 
are transmitted via HTTPS 
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Login with name root password toor and intercept to analysis packet 
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